DEPARTMENT OF THE NAVY
HEADQUARTERS UNITED STATES MARINE CORPS
WASHINGTON, DC 20380-0001

MARI NE CORPS ORDER 3501. 13

From Commandant of the Marine Corps
To: Di stribution List

MCO 3501. 13
TE 31
6 Jan 92

Subj: MARI NE CORPS COVBAT READI NESS EVALUATI ON SYSTEM ( SHORT TI TLE

MCCRES); VOLUME XI1, MARI NE SECURI TY FORCE BATTALI ON
Ref: (a) MCO 3501.1B

Encl: (1) WVolume Xl - Mssion Performance Standards (MPS' s)
for Marine Security Force Battalion

1. Purpose. To prorulgate Volune XIl of MCCRES for use in the

trai ning and eval uation of Marine security forces per reference (a).

2. Information. The reference establishes MCCRES for

i mpl enentation within the Marine Corps. The enclosure,
supported by the policies and procedures set forth in the
reference provides the MPS' s for use in evaluation of the
combat readi ness of units to performfunctions of Marine
security forces.

3. Action. Commanders will:

a. Use the MPS' s contained in the encl osure as guidelines
for establishing training goals, training prograns, and to
prepare for fornmal readiness evaluations as directed by higher
headquarters per the reference.

b. Wen appropriate, use the MPS s for infornmal
eval uations, and/or as an inventory to determne a unit’s
current training status and areas for future progressive
trai ni ng prograrns.

c. Mke every effort to conduct eval uations when the unit
is participating in their appropriate role as part of a Marine
Air Gound Task Force (MAGTF). This nmethod will strengthen
integration efforts and give a nore conpl ete eval uati on of
realistic conbat readiness
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4. Reserve Applicability. This Oder is applicable to the
Mari ne Corps Reserve.

od

J A BRABHAM
By direction

DI STRI BUTI ON: PCN 10203354100

Copy to: 7000110 (55)
7230024 (20)
8145005 (2)
7000144/ 8145001 (1)
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VOLUME Xl

M SSI| ON PERFORMANCE STANDARDS

MARI NE SECURI TY FORCE BATTALI ON

| NTRODUCT1 ON

Thi s vol une of the MCCRES contains the M ssion Performance
Standards (MPS s) that have been specifically devel oped to
permt effective evaluation of the performance, in simlated
combat, of MAGIF units engaged in specialized actions related
to unusual environnent and special operations which may be
adj uncts to various other operations. The sections contained
within this volune are:

* Section 12A - MPS' s that are related to Marine Corps
Security Force Battalions (MCSF Bn).

* Section 12B - MPS' s for antiterrorism operations.

The total nunber of MPS s used and the sections from which
they are chosen for use in an evaluation will be a functions of
the exercise scenario and the anount of support available. The
MPS s contained in this volunme can be used in conjunction with
MPS s contained in other MCCRES vol unes, to permt thorough
eval uation of different types of units involved in special
operations.

Recommended changes to these standards should be subnitted
to the Commandi ng General, Marine Corps Conbat Devel oprent
Command, (MCCDC), (TE 31), Quantico, VA 22134-5000.

Submi ssion should be in the follow ng format:

o Itemto be changed (MPS, task requirenment, or text
| ocati on)

o Comment

0 Recommendati on
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MARI NE CORPS SECURI TY FORCE (MCSF) BATTALI ONS
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| NTRODUCT1 ON

This section of standards pertains to a MCSF unit assigned
a security mssion. These reflect the enphasis within the
Marine Corps on providing protection for naval installations
and sensitive materials.

These standards reflect the need to evaluate a highly
sensitive and critical mssion which is conducted on a daily
basis. The threat to personnel and installations is one which
requires a continually high state of readiness. |In that there
is very little detailed doctrine on MCSF operations within the
Marine Corps, these MPS's will be subject to expansion and
nmodi fication as MCCRES usage increases in the future.

The MPS' s, tasks, and standards were derived from avail abl e
doctrine, tactics, techniques, and field reconmendati ons from
appropri ate comrands.

It is recormended that commanders use MCCRES MPS's to
establish training objectives, and take every opportunity to
informally evaluate their units agai nst these standards. The
system provi des the commander with a tool to formally or
informally evaluate the readiness and training of his unit, to
identify the strengths and weaknesses, and to enable the
comander to prioritize the units future training requirenents.

These standards apply to MCSF Bn el ements performng
security/operational tasks and it is preferred that evaluations
be conducted in that nmanner. Therein, the role of the unit to
exhibit their efficiency in conpleting security operations wll
be the basis for a successful denonstration of their readi ness.

MCCRES t asks presuppose that personnel and | ogistics
support are sufficient to achi eve m ni mum accept abl e standards.
The standards are witten so that those sections applicable to
a particular exercise or training scenario can be selected for
evaluation. The unit is not penalized if they cannot attenpt
all the standards. \When other external factors contribute to
limting the unit’s evaluation, it should be noted in the
"COMVENTS" col umm of the evaluation sheet and recorded in the
overall report.

ENCLOSURE ( 1)
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12A.1 (MCSE BN) HEADQUARTERS

TASK: _ 12A. 1.1 CONDUCT CONTI NGENCY STAFE PLANNI NG

CONDI TION(S): A MCSF Bn unit has been assigned a security nmission to a
| ocation that may or nmay not be local. The battalion staff begins planning.

STANDARDS: EVAL: Y: N NE

.1 _ Provides Fleet Antiterrorism Security Team (FAST) input for the
drafting of the higher command elenments initiating directive.

.2 ___ Reviews existing contingency plans, SOP s, and | essons |earned.
.3 ___ lssues a warning order to subordinate el ements.

.4 _ Determines intelligence and other information requirenents.
.5 Reviews essential elenents of friendly information (EEFI) and

recent vulnerability assessnents, and initiates inmedi ate
nmeasures to reduce OPSEC indicators.

.6 _ Analyzes the missioninthe initiating directive to identify
specified and inplied tasks.

.7 ____ Promul gates FAST pl anni ng gui dance whi ch addresses all aspects
of the operation; ground, air, and conbat service support (CSS)

. 8 Devel ops and briefs proposed courses of action (Bn).

.9 __ Coordinates the preparation of estimates of supportability
based upon the proposed courses of action.

.10 __ Announces the conmander’s decision, and provides his overal
concept of operations to subordinate el ements.

.11 __ Maintains close and continuous planni ng coordination with al
supporting headquarters to include joint and conbi ned comrands.

.12 Devel ops the operation plan.

.13 __ Uses standardi zed procedures contained in SO s and nava
contingency plans to devel op pl ans.

.14 Coordi nates all comruni cation requirenents.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A. 1.2 DI RECT | NTELLI GENCE EFFORT

CONDI TION(S): A MCSF Bn unit has been assigned a security mission and is
preparing for enbarkation. The S-2 directs the intelligence effort.

STANDARDS: EVAL: Y; N, NE

.1 __ Prepares prelimnary intelligence estinmate based on
conti ngency pl ans.

.2 ___ Prepares, if tine pernits, a detailed intelligence
estimate upon recei pt of the commander’s gui dance.

.3 ___ Determnes, based on the assigned m ssion and
gui dance fromthe conmander, intelligence
requi renents, basic requirenments, EElI's, and other
intelligence requirenents (OR s).

ENCLOSURE (1)
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Assigns a priority of effort to satisfy these
requi renents based on the situation and the
commander’ s gui dance

Gathers information on the eneny (threat), climte, weather,
terrain, existing facilities, transportation, neans, hospitals,
and | ocal supplies/stockpiles for |ogistics planning.

Det erm nes requirenments for maps, charts, imagery,
and ot her graphic aids.

Request aerial imagery and other intelligence
col |l ecti on, as needed.

Det erm nes requirenments for dissenm nation; i.e.
tineliness, usability of form pertinence, and security.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK:

12A. 1.3 DI SSEM NATE | NTELLI GENCE

CONDI TI ON(S) :

A MCSF Bn unit is assigned a security mssion.

The MCSF Bn unit commander, upon receiving intelligence
i nformati on,

STANDARDS

determ nes need to know for his subordinates.

EVAL: Y; N NE

21

.2

.3

Recei ves responses to EElI’s and O R s.
Determ nes formof intelligence presentation

Provi des responsive, tinely and pertinent intelligence
support to all elenents of the battalion

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK:  12A. 1.4 PLAN COVMUNI CATI ONS | NTEROPERABI LI TY
CONDITION(S): A MCSF Bn unit is assigned a security mission. Prior to
arriva

at the mssion site, the unit commander plans comruni cati ons
interoperability.

STANDARDS

EVAL: Y; N NE

21

Prepl anni ng conferences are hosted or attended to
ensure the integration and coordination of efforts.

I dentifies unique conmuni cations requirenents; i.e.,
equi prent, format, procedures, etc., based on the
speci fic command and control relationships established.

Provi des for voice, nessage, and/or data |link
exchanges between the FAST conpany/ depl oyed el enents
and external control agencies.

I dentifies unique CMS consi derations, such as North
Atlantic Treaty Organi zation (NATO or allied forces
interoperability requirenents.

ENCLOSURE (1)
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EVALUATOR | NSTRUCTI ONS:  None:

KEY | NDI CATORS: None.

TASK: 12A.1.5 PLAN LOdE STICS SUPPORT

CONDITION(S): A MCSF Bn unit is in receipt of a security mssion. Prior
arrival at the mssion site, unit personnel will plan |ogistics support.

STANDARDS: EVAL: Y: N, NE

.1 __ Begins analyzing (upon receipt of a warning order)
possi ble mssions to identify potential CSS requirenents.

.2 ___ Reviews existing plans, SOP's, and | essons |earned.
.3 ___ Reviews proposed courses of action to ascertain the
appr oxi mat e nunbers of troops who will be comitted,
commanders priorities for support, amunition
equi prent densities, maintenance support avail abl e,
di stances invol ved, critical weapons systens, and
the anticipated duration of the operation

.4 _ Requests all available intelligence on the eneny and
information on the area to determne climate,
weat her, terrain, existing facilities,
transportation neans, hospitals, distances both
i nside and outside the objective area, supplies/
st ockpil es which may be available locally, etc.

.5 Prepares a detailed logistics estimte of
supportability which conpares all CSS rel ated
factors influencing each proposed tactical course of
action; i.e., logistics requirenents, availability
of means, and identified shortfalls.

.6 _ Determnes, upon receipt of the commander’s
gui dance or operations order, specific CSS
requi renents.

.7 ___ Establishes coordination with all agencies involved
wi th CSS pl anni ng and operations.

.8 __ Reviews the CSS personnel and equipnent lists to
ensure the required | ogistical support is available.

.9 _ Assigns priority of effort for satisfying |ogistics
requi renents.

.10 _ Requests support from higher authority or externa
agencies for CSS shortfalls or peculiar CSS
requi renents that cannot be satisfied from organic
assets.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

to

TASK:  12A. 1.6 PLAN FOR DETAI NEE' S/ PRI SONERS OF WAR ( POW S)

CONDI TION(S): A MCSF Bn unit, prior to reaching the nission
site and determining the threat, plans for detainee’ s/ POWNs.

STANDARDS: EVAL: Y; N NE

.1 __ Plans an estimte of the nunber of detainee s/ PONSs
to be included in the estimte of supportability.

.2 Coordi nates with Naval facilities/supported unit on

~ the location of collection poi nts.

ENCLOSURE (1)
XIl-A4



.3 __ Determines the requirenent for Mlitary Police
(MP)/ (SP) | aw enforcenment support to collect,
evacuate, and guard POWs.

.4 __ Establishes procedures for the evacuation
adm ni stration, and protection of detainee s/ PONs
per the SOP

.5 __ Publishes specific detainee/ POV processi ng/ handl i ng

instructions in the operation order/SOP. (KI)

EVALUATOR | NSTRUCTI ONS:  None.

KEY I NDI CATORS: Instructions for detai nee/ POV handling shoul d
i nclude the foll ow ng:

SEARCHI NG

Det ai nee’ s/ POW's shoul d be di sarnmed and searched for conceal ed
weapons and for equi pnent and docunents of particul ar
intelligence value i medi ately upon capture, unless the nunber
of datai nee’ s/ PONs captured, eneny action, or other

ci rcunst ances make such a search inpracticable. Until each

det ai nee/ POWi s searched, the responsible troops nust be
particularly alert to prevent the use of conceal ed weapons or
destruction of documents or equiprment. Detainee’ s/ PONSs

shoul d be tagged for identification and later matching with any
docurent s/ equi pnrent found, and should be instructed not to talk
to other detainee’ s/PONs to prevent collaboration of stories.

EQUI PVENT

Items of personal or individual equipnent which are new or

appear to be of a type not previously seen may be of intelligence
val ue and shoul d be processed via intelligence channels. Renpbve
all signal devices, flashlights, caneras, field gl asses,

bi nocul ars, radio transmtters/receivers, unit insignia, and
articles which mght facilitate escape. Types of equi pnent or
supplies which may be individually carried or worn include, but
are not limted to personal equipnment, (protective nasks, first
aid kits, etc.) clothing, and rations.

DOCUMENT S

A docunent is any piece of recorded information which has been
in the hands of the eneny. When such docunents are taken from
a detai nee/ POV for saf ekeeping and delivery to intelligence
personnel, care nust be taken to assure that they can | ater be
identified with the individual detainee/ PONfrom whom taken
Documents and records of a personal nature nust be returned to
the POWfromwhomtaken. 1In no instance should the persona
identity card of a detai nee/ POV be taken.

PERSONAL EFFECTS

Except as indicated bel ow, detainee’ s/ PONs should be permtted
toretain all of their personal effects including noney,

val uabl es, and protective equi pnent such as hel nets,

protective masks, and like itens; effects and articles used for
clothing or eating, except knives and forks; identification
cards or tags; badges of grade and nationality; and articles
havi ng above all a personal or sentinental value. Wen itens
of equi prrent issued for personal protection are taken, they
must be replaced with equivalent itens serving the sane
purpose. Al though noney and ot her val uabl es may be taken from
PON's as security measure, they nust be receipted for and a
record nust be maintai ned.

SEGREGATI ON

The segregation of detainee s/ PONs by categories first
requires that individual detainee s/PONs be identified as

bel onging to a particular category. Wile tinme and conbat
conditions may not permt the detailed interrogation of

det ai nee’ s/ PON's to nake all such determi nations, it should be
possible to readily identify and separate detainee’ s/ PON s
according to status (officers/enlisted) and sex. Evacuate
detai nee’ s/PONs to collection points under guard as soon as
possible. Rapid initial processing will contribute to the
tinmeliness of interrogation

MCO 3501. 13
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S| LENCE

Prevent anyone other than authorized interrogators from speaking
with prisoners. Enforce silence anong prisoners at all tines.

MEDI CAL CARE

Det ai nee’ s/ PON's are entitled to the sane nedical care as
friendly casualties, to include MEDEVAC priority. Any difference
in treatment nust be based solely on nedical considerations.

TASK: 12A.1.7 PLAN CONTI NGENCY REHEARSALS

CONDITION(S): A MCSF Bn unit is in receipt of a security
m ssion. The unit will plan and prepare for the specific
environnental conditions and types of security m ssions
assi gned.

STANDARDS: EVAL: Y; N NE

.1 __ Issues a warning order to subordinate el ements
alerting themto the rehearsal schedul e.

.2 ___ Develops a rehearsal plan in adherence to
restrictions established on el ectronic em ssions,
flight activities, and other actions that m ght
di scl ose the operation and cause OPSEC vi ol ati ons.

.3 ___ Publishes a rehearsal plan which gives the date and
time for each, and the area in which they will be
conduct ed.

.4 __ Ensures the plan is detailed enough to test the

adequacy, timng, conbat readiness of the unit, and
comruni cations plan of the intended operation

.5 __ Conpiles reconmendations from subordi nate el enents,
of those critical or irreplaceable itens that should
not be used during rehearsal operations.

.6 __ Conducts prerehearsal briefings.
.7 ____ Conducts an integrated rehearsal, which at a m ni mum
effectively evaluates the adequacy of the timng
and readi ness of participating forces, and the
comruni cati ons pl an.

. 8 Conducts detailed critiques after each rehearsal

.9 __ Devel ops changes to pl anni ng docunents based on
probl ems noted during the rehearsal, and
di ssem nates these changes to subordi nates.

.10 Rehearses again if tine is available

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.1.8 |DENTIFY THE CHAIN OF COVWAND FOR CONTI NGENCI ES

CONDITION(S): A MCSF Bn unit is in receipt of a security
m ssion. Due to the varied and potentially conplex security
m ssion, the unit identifies the appropriate chain of command.

ENCLOSURE (1)
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STANDARDS: EVAL: Y: N. NE

.1 __  ldentifies the chain of command required for each
known OpPl an/ Conti ngency Pl an.

.2 __ Determines the effect of reinforcenent options on
the chain of command

.3 ___ Ensures that conflict resolution provisions are
understood by all key personnel

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.1.9 PLAN COORDI NATI ON W TH OUTSI DE AGENCI ES
CONDITION(S): A MCSF Bn unit is in receipt of a security

m ssion. The receiving unit from MCSF Bn pl ans coordi nation
wi th outside agenci es.

STANDARDS: EVAL: Y; N. NE

.1 __ Based upon pPl an/ Contingency pl ans establishes

coordi nation wth:

1. Local Law Enforcenent.

2. Federal Law Enforcenent.

3. Oher Federal Agencies (CIA/D A/ State Dept., etc.)
4., Oher DoD)mlitary services; allied and donestic.

.2 ___ Ensures unit nedical personnel coordinate with
hospitals in the operational area.

.3 ___ Key personnel are famliar with location of radio
stations in potential operational area(s).

.4 __ Key personnel are famliar with location of Fire
departnents and other energency services in
potential operational area(s).

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.1.10 PLAN MEDI CAL SUPPORT FOR FLEET ANTI TERRORI SM
SECURI TY TEAM (FAST) DEPLOYMENT

CONDITION(S): A MCSF Bn unit is in receipt of a security

m ssion. A nedical plan for FAST depl oynent is established.

STANDARDS: EVAL: Y:; N. NE

.1 __ Ensures nmedical participation in all stages of
oper ati onal pl anni ng.

.2 __ Ensures HV testing and inmuni zations are up-to-date
for all deploying personnel

.3 ___ Coordinates the scheduling of self-aid and buddy-aid
training for troops prior to enploynent.

.4 Ensures the nedi cal el enent assigned to support the

FAST conpany is organi zed, equi pped, suppli ed,

trained, and ready to deploy with the supported unit.
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.5 _ Ensures nedical and dental records are
adm ni stratively up-to-date. Ensures photocopies of
health record forns 88 and 93 and a copy of
dental panoral filmare all on file.
.6 __ Miintains up-to-date information on nedical assets
and facilities available at all contingency sites.

.7 ____ Requests nedical intelligence on the area of
operations to include avail able resources both in the
operational area and in the general region

.8 ___ Plans provisions for handling casualties under NBC
condi ti ons.

.9 __ Uses predeploynment nedical checklists to ensure unit
r eadi ness.

.10 _ Prepares alternate nmedical plans in coordination with

ot her MCSF operational planners.

.11 __ Ensures nedical personnel designated as alternates
for deploynent are know edgeable in all areas of
oper ati ons.

.12 _ Provides input to the nedical and CSS estimate of
supportability.

.13 _ Ensures briefings are held for nedical personnel in
order to assist in planning for equi pnment/supplies/
coordi nati on nmeasures required to support the
depl oynent .

.14  Coordinates the integration of nedical support to
ensure responsive and adequate treatnent of
casual ti es.

.15 _ Coordinates with the Naval installation/host
facility to arrange support for the custody and
accounting of injured detainee s/PONs and
civilians.

.16 _ Coordinates casualty reporting procedures with al
appropri ate agenci es.

.17 __ Coordinates the scheduling of a nmass casualty practice
during the rehearsal phase.

.18 _ Ensures nedical resupply procedures are coordi nated
with all appropriate staff agencies.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.1.11 ESTABLISH PROCEDURES FOR THE USE OF DEADLY FORCE

CONDITION(S): A MCSF Bn unit is in receipt of a security

m ssion. Due to the potential for a deadly force situation for
all MCSF units, a conplete and continued understandi ng of
deadly force is required.

STANDARDS: EVAL: Y; N, NE

.1 __ Reviews contingency plans for specific deadly force
requi renent s/ speci al case procedures

.2 ___ Provides FAST input to contingency planners on the
use of deadly force

.3 ___ Denopnstrates the use (sinulated) of deadly force
during rehearsals.

.4 __ Coordinates with Naval Security forces on speci al
case application procedures.

.5 __  Ensures personnel understand and use the degree of
force necessary to prevent danmge, |oss, or conprise
of vital assets.

.6 __ Ensures all possible actions, including the use of
deadly force, are taken to preclude unauthorized
access or seizure of any nucl ear weapons storage
area, transporting vehicle with weapons, or vita
assets.
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.7 ___ Ensures all necessary actions, including the use of
deadly force, are taken to ensure inmmedi ate
reoccupation and/ or securing of any exclusion area
whi ch is penetrat ed.

.8 __ Ensures that if hostages are used as a neans of
entering or occupying an exclusion area, or as a
cover for the renoval of vital assets from such an
area, the welfare and safety of the hostages are
considered but are not a deterrent in actions to
stop the penetrating force.

.9 _ ldentifies restrictions contained in existing status
of forces agreenments and host country | aws at
foreign | ocations.

.10 _ Ensures off-base activities are conducted per existing
| egal restrictions as well as agreenents with | oca
| aw enf orcenent agencies at all locations in the U S
and its territories.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

12A. 2 NUCLEAR VWEAPONS SECURI TY FORCES

TASK: 12A.2.1 ENSURE PROCEDURES FOR USE OF DEADLY FORCE ARE ESTABL| SHED

CONDITION(S): A MCSF Bn unit is providing security for special
weapons and the guard is posted. Guard force personnel are
given a situation in which deadly force is authorized to
protect special weapons.

STANDARDS: EVAL: Y; N NE

.1 __ Explains the definition of deadly force.
.2 __ Explains/denonstrates how deadly force could be used.
.3 ___ Explains the DoD s use of force policy as it

applies to nucl ear refueling/defueling operations.

.4 _ Describes ramfications of intent and tenper on
deadly force

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.2.2 CONDUCT | NTERI OR GUARD

CONDITION(S): A MCSF unit is tasked with providing security
for nuclear refueling/defueling operations. The guard of the
day is established per NAVMC 2691A, NAVSEAI NST C1920. 22,
appl i cabl e portions of OPNAVI NST C8126.1, and the | ocal SOP

STANDARDS: EVAL: Y; N NE

.1 __ Denopnstrates know edge of general orders and
interior guard procedures per |ocal SOP

.2 ___ Denpbnstrates proficiency in conducting those
operations covered by | ocal special orders.

.3 ___ Explains/denonstrates proper nethods of apprehension
and restraint per |ocal SOP

.4 Exerci ses OPSEC per |ocal SOP

.5 _ ldentifies information that is not to be discussed
wi t h nonguard personnel
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.6 _ Safeguards classified materi al
.7 ___ Accounts for classified materi al
.8 ___ Corrects and reports violations of OPSEC.
.9 _ Denpnstrates proper response to a bonb threat per |oca
.10 __ Denobnstrates the unarmnmed sel f defense nethods
enmpl oyed by MCSF security guards
.11 __ ldentifies the individual protective nmeasures to
prevent and deter terrorist attacks.
.12 Identifies the local threat.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

SOP.

TASK: 12A.2.3 CONDUCT CHALLENG NG PROCEDURES

CONDI TION(S): Sentries posted as part of the guard of the day
encount er unknown persons, in vehicles and/or on foot, on or
near their posts.

STANDARDS: EVAL: Y; N, NE

.1 Denonstrates the proper nmethod for chall engi ng personnel

.2 ___ Ensures chall enged personnel are stopped in a
position fromwhich the sentry can not be
t hr eat ened.

.3 ___  ldentifies, in a positive manner, the person being
chal | enged.

.4 __ Conducts all challenges per |ocal SOP
.5 _ Denopnstrates the proper nmethod for chall engi ng vehicl es.
.6 __ Ensures that while conducting vehicle patrol, and

the need for challenging occurs, the driver drops the
assistant driver in a covered and conceal ed position.

.7 ___ Ensures that the assistant driver assumes a covered/
conceal ed position with adequate fields of fire
and observati on.

.8 __  Ensures that drivers concentrate the head/spotlight
on the chall enged vehicle and driver

.9 | ssues the challenge and instructions with authority.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.
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TASK: 12A.2.4 EXECUTE RESPONSE FORCE ELEMENTS
CONDI TION(S): The normal guard of the day has been established
and discovers a threat to a special weapon. The reaction force
is alerted.
STANDARDS: EVAL: Y:; N. NE
.1 __ ldentifies the conposition of the security alert
team (SAT) and explains its mssion. (KI)
.2 ____ Oganizes, arns and depl oys a SAT per |ocal SOP
.3 ___  ldentifies the conposition of the back up alert
force (BF) and explains its mssion. (KI)
.4 __ Oganizes, arns, and deploys a BAF/ BF per |ocal SOP
.5 ldentifies the conposition of the reserve force (RF)
and explains its mssion. (KI)
.6 Oganizes, arns and depl oys the RF per |ocal SOP
.7 ____ ldentifies the conposition of the augnentation force

and explains its mssion. (KI)
. 8 Organi zes, arns and depl oys the AF per |ocal SOP

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

SECURI TY ELEMENTS AFLOAT

Security Force on Duty: Those guards or sentries posted to provide
protection for nuclear weapons.

Security Alert Team (SAT): Two or nore individuals, arned, equipped,
and capable of arriving at the affected security area(s) within 5
m nutes after receipt of a security emergency al arm

Backup Alert Force (BAF): Three or nore arnmed and trai ned
per sonnel designated to provide assistance to the security
alert teamwithin 10 m nutes.

Reserve Force (RF): Ten or nore designated personnel capable
of responding in support of the on-duty security force
per sonnel and capabl e of responding within 15 m nutes.

Augnent ation Force (AF): Additional mlitary personnel (or
units) other than those assigned to a specific security or
Reserve force, trained and capabl e of augnmenting a security
team and Reserve force, as required

SECURI TY FORCE ASHORE

Security Force on Post. Those guards or sentries posted to
provi de protection for nuclear weapons.

Response Force (RF): Consisting of at |east 15 security force
per sonnel over and above those already on post, |ocated inside
the limted area and able to respond within 5 mnutes.

Backup Force (BF): A force of 15 arned personnel capabl e of
reinforcing the reaction force, arriving in tine to ensure
custody and control of nucl ear weapons.

ENCLOSURE ( 1)
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TASK:  12A.2.5 EMPLOY PERSONNEL RELI ABI LI TY PROGRAM ( PRP)

CONDI TION(S): The unit has established a PRP per MCO 5510. 7H.
Menbers of the guard have been screened and are assigned to the PRP

STANDARDS: EVAL: Y: N NE

.1 ~ Explains the purpose and intent of the PRP

.2 ___ Ensures that personnel neet and maintain the
eligibility requirenments set forth in MCO 5510. 7F.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: The PRP is an administrative tool to assist
nucl ear capable units to ensure that everyone associated with
nucl ear weapons systens nmeet mninmum defined reliability
standards to counter the psychotic or saboteur who mght try to
gain access to a nucl ear weapon

Qualification:

Consi deration of an individual for entry into the PRP should
include, but is not limted to the followi ng attributes:

1. Physical, nmental, and technical conpetence.

2. Dependabl e performance of nilitary duties and denonstrated
flexibility in the performance of these duties.

3. ©ood social adjustnent.

4. Positive attitude and good notivation toward assi gnnment
of nucl ear weapons duti es.

TASK: 12A.2.6 EMPLOY GUARD WEAPONS

CONDI TION(S): The guard is arned per local SOP. The guard encounters
tactical circunstances requiring the use of various weapons.

STANDARDS: EVAL: Y; N, NE

.1 __ Maintains proficiency with all weapons in the guard
i nventory.
.2 ___ Selects the proper weapon mx (to include grenades)

to resolve the tactical situation

.3 ___ Denopnstrates the proper enploynent of all guard
weapons under varying tactical circunmstances.

.4 __ Clears mal functions/stoppages on all weapons in the
guard inventory.

.5 _ Denopnstrates the proper nmethod of |oading and
unl oading all weapons in the guard inventory.

.6 _ Denonstrates field stripping and proper cleaning
procedures of all weapons in the guard inventory.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.
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TASK: 12A.2.7 DEMONSTRATE CRI SI S/ STRESS SHOOTI NG
CONDI TION(S): A MCSF Bn unit is assigned a security nission
Guard nmenbers are required to fire weapons while subjected to a
crisis/stress situation.
STANDARDS: EVAL: Y:; N. NE
.1 __ Denpbnstrates proper nodern conbat shooti ng
techni ques with assi gned weapons.
.2 ___ Engages multiple targets bal anci ng novenent, speed
and accuracy.
.3 ___ Engages targets accurately under low Iight and no
light conditions with assi gned weapons.
.4 __ Conpletes a short range tinmed fire drill.
.5 _  Engages targets while wearing a gas mask
.6 _ Fires as a nenber of a fire teamduring fire and
novemnent .
.7 ___ Denpnstrates/explains ricochet shooting.
.8 __ Denpnstrates/explains airborne target engagenent.
.9 __ Engages targets while wearing a gas mask
.10 _ Conpletes a failure drill.
.11 __ Denobnstrates proficient tactical |oading and
unl oadi ng of assi gned weapons.
.12 _ Cears malfunctions under stress with assi gned weapons.
.13 __ Engages nmultiple targets accurately under stress.
EVALUATOR | NSTRUCTI ONS:  None.
KEY | NDI CATORS: None.
TASK: 12A.2.8 EMPLOY DESI GNATED MARKSMAN
CONDI TION(S): A MCSF Bn unit is assigned a security nission
The guard is given a situation requiring the use of highly
accurate rifle fire to elimnate a threat to a special weapon
STANDARDS: EVAL: Y:; N. NE
.1 __ Ensures that a designated marksnman program has been

est abl i shed and mai nt ai ned.

.2 ___ Fires a mnimmof 100 rounds/nonth to nmaintain
proficiency.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.
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TASK: 12A.2.9 EMPLOY ALARMS

CONDI TION(S): A MCSF Bn unit is responsible for nonitoring
a security alarmsystem The alarmsystemis installed per |oca
requi renents.

STANDARDS: EVAL: Y: N, NE

.1 __ Denopnstrates know edge of |ocal security alarns used
in support of special weapons security.

.2 ____ ldentifies/explains proper response to each type of
al arm provided by the local system

.3 Denpnstrates how to initiate an al arm status check

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK:  12A.2.10 ENTRY CONTROL PO NT (ECP) PROCEDURES

CONDITION(S): An ECP is established and nanned for the
limted/ exclusion area per the | ocal SOP. Personnel requiring
entry/exit are present.

STANDARDS: EVAL: Y; N, NE

.1 _ Explains/denonstrates the proper procedure for
processi ng personnel and vehicles through linted
area and exclusion area ECP in both routine and
ener gency situations.

.2 ___ Ensures that Marines are positioned to best contro
access to open exclusion areas.

.3 ___ Denonstrates know edge/ expl ains the two person concept.
.4 __ Explains/identifies the |ocal badge system
.5 _  Verifies personnel via the entry authorization |ist

(EAL) prior to authorizing access.

.6 _ UWilizes the EAL to identify the area cl earance.
.7 ___ ldentifies personnel with interimcertification on the EAL.
.8 ___  Verifies visitor badges and access dates by

utilizing the EAL.

.9 __ Conducts a badge exchange per |ocal SOP
.10 __ Ensures that when opening a nagazi ne, escorts

aut hori zed personnel and establishes conmuni cati ons

with the alarmcontrol center/corporal of the guard

and remains in comuni cation throughout access procedures.

.11 __ Ensures that when opening a nagazine, the alarm
control center (ACC) sentry/COG verifies the Marine
sentry and unl ock team by badge nunber, EAL code and

passwor d.
.12 __ Conducts a proper badge count per |ocal SOP
.13 __ Conducts a personnel search per |ocal SOP
.14  Confiscates any contraband found during a personnel search
.15  UWilizes the vehicle access list to identify

vehicles authorized to enter the limted area.

.16 __ Conducts a vehicle search per |ocal SOP
.17 __ Ensures that vehicle drivers open all conpartnents,
doors, briefcases, etc.
ENCLOSURE (1)
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Conducts inspections of any vehicle area | arge
enough to contain explosives or contraband.

Det ai ns anyone driving a vehicle found to have
cont r aband.

Eval uat es and responds to alarns during
access/ secure

Enpl oys a closed circuit TV system
Mai ntai ns a positive key control
Identifies the types of perineter barriers,

protective lighting, intrusion detection systens,
and | ocki ng systens.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK:  12A.2.11 CONDUCT NUCLEAR WEAPONS ACCI DENT/ | NCI DENT PROCEDURES
CONDI TION(S): A MCSF Bn unit is assigned a security nission

During nucl ear weapons handling, events occur requiring the
guard to respond to various threats of accidents/incidents.

STANDARDS

EVAL: Y; N NE

21

.2

.10

11

Defines the ternms nucl ear acci dent and nucl ear incident.

Identifies the mssion of the MCSF during an
acci dent or incident.

Denmonstrates know edge of |ocal nucl ear weapons
acci dent /i nci dent procedures.

Expl ains the threat of high expl osive (HE)
detonati on and denonstrate basic protective
measur es.

Expl ai ns the radi ol ogical threat (al pha radiation)
and denonstrates protective neasures.

Est abl i shes the exclusion area, inner perineter, and
tenmporary ECP.

Identifies Navy energency response units (anbul ance,
radi ol ogi cal control (RADCON) team.

Identifies and explains the purpose of the hotline.

Expl ains and identifies the chain of command during
a nucl ear accident/incident.

Sel ects the proper communi cation net for use during
a nucl ear accident/incident.

Denonstrates the use of nuclear (weapons) energency
informati on sheet in a nucl ear accident/incident.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.
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TASK: 12A.2.12 CONDUCT COVMUNI CATI ONS

CONDI TION(S): A MCSF Bn unit is assigned a security nission
The guard is equi pped with comruni cati ons assets per |oca
requi renents.

STANDARDS: EVAL: Y: N, NE

.1 __ Explains/denonstrates famliarity with | oca
comruni cati ons assets used by the MCSF.

.2 ____ Uses voice radio transm ssion procedures
effectively.

.3 ___ Selects the proper radio net to be used during
| ogi stics noves.

.4 _ Delivers a proper SALUTE report when the situation
di ctates.
.5 Changes power supplies (per proper procedures) in

hand- hel d/ man- pack radi os.

.6 _ Enunciates an alert over voice and radio circuits
(per | ocal SOP).

.7 ___  ldentifies unit call signs and prowords per |ocal SOP
.8 __ Establishes primary and alternate neans of comunication
for security forces

.9 __ Reacts properly to janming or interference on a
radi o net per proper procedures.

.10 __ Describes hazards of el ectronagnetic radiation
(HERO) and mi ni mrum saf e separation distances from
open and cl osed nagazines for safe radio
transm ssi on.

.11 Transnmits a proper radi o nessage.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.2.13 EMPLOY THE RESPONSE FORCE ASHORE AND AFLCAT

CONDI TION(S): A MCSF Bn unit is assigned a security nission

A duress systemis established and installed per |ocal

requi renents. Situations arise requiring the activation of the
duress system

STANDARDS: EVAL: Y; N, NE

.1 _ Explains/denonstrates the | ocal duress system
(physi cal / ver bal / mechani cal ).

.2 ~_ Reacts appropriately to the al arm duress code.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.
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TASK: 12A.2.14 RESPOND TO THE THREAT
CONDI TION(S): A MCSF Bn unit is assigned a security nission
Situations arise requiring guard of the day to respond to
threat or perceived threat to special weapons.
STANDARDS: EVAL: Y:; N. NE
.1 __ Denopbnstrates know edge of proper recall procedures.
.2 ___ Ensures the guard of the day properly briefs
recal | ed personnel of the current situation
.3 ___ Ensures all hands are aware of the threat.
.4 __ Ensures all personnel are arned and equi pped per
| ocal SOP
.5 Ensures all personal weapons are at blank zero
orientation (BZO.
.6 __ Ensures all Marines have recently FAM qualified with
personal weapons.
.7 ___  ldentifies the eneny (threat).
.8 __ Ensures all personnel tactically naneuver using
terrain and man-nmade cover and conceal ment.
.9 __ Uses alternate routes to reach the affected security area.

.10 _ Perforns appropriate actions to regain control of
the affected security area.

.11 Meets mininumresponse tinme criteria.

.12 __ Ensures adequate communi cati ons.

.13 _ UWilizes proper radi o procedures.

.14  Responds properly to jamring on radi o nets.
.15 _ Reacts properly to chenical agents.

.16 _ Treats casualties with the buddy system
.17 __ Responds per local SOP to drill simulation
.18  Conpletes reports per |ocal SOP

.19 Conducts a debri ef.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

TASK: 12A.2.15 PLAN DEFENSE OF A LIM TED AREA

CONDITION(S): A MCSF Bn unit is assigned the m ssion of establishing
security for the limted area of a nuclear weapons facility.
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STANDARDS: EVAL: Y: N, NE

.1 __ Posts established.

.2 __ Establish fields of fire

.3 ___ Reaction force organi zed. (KI)

.4 _  Alarmcontrol center (ACC) established.

.5 __ Entry control point (ECP) procedures established.
.6 __ ldentifies the types of perineter barriers,

protective lighting, intrusion detection system and
| ocki ng systens.

.7 Detection nmonitors in place at posts as warrant ed.

.8 __ Procedures for escorting cleared personnel to
excl usi on areas are established.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: LOCATION: W thin ACC

POST: Weapons and amunition staged separately with
consi deration for imedi ate access.

TASK: 12A.2.16 PLAN FOR MOVEMENT OF NUCLEAR WEAPONS

CONDITION(S): A MCSF Bn unit is assigned the m ssion of
security for the novenent of nucl ear weapons from or delivery
to alimted area.

STANDARDS: EVAL: Y; N NE

.1 __ Assign/organi ze convoy personnel
.2 ___ Assign/organi ze 15 nan back-up force in case of |oss
of control. (KI)
.3 ____ Conduct route reconnai ssance.
.4 __ Establish posts as warranted al ong route.
.5 __ Coordinate with adjacent agencies; i.e., base security,

NI'S, station weapons officer, host country.

.6 __ ldentify unique comunication requirenents; i.e.
equi pment, procedures, etc., based on the specific
command and control rel ationships established.

.7 ___ ldentify unique CMS considerations, such as North
Atlantic Treaty Organi zation (NATO or allied
forces interoperability requirenents.

.8 __ Brief couriers on route, hazards and i mredi ate action
.9 __ Purge exclusive area prior to arrival in cases of delivery.
.10 _ Purge vehicles (to include air and ground type transports)

in cases of outgoing weapons.

.11 _ Establish an entry control point.

.12 __ In cases of outgoing weapons, convoy personnel renain on
alert until confirmation that weapons will not need to
return to origin.
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EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: BACK UP FORCES

FAM LI AR WTH ROUTE. Reaction force participates in route reconnai ssance.

LOCATION: Situated in location for rapid response.

LOGd STICS: Transportation and amruniti on dedi cated during
entire novenent, to include established contingency period
after weapons departure during which tinme the outgoing weapons
may need to return

TASK: 12A.2.17 CONDUCT A RECOVERY FORCE OPERATI ON

CONDI TION(S): A MCSF Bn unit |oses conplete control over a
nucl ear weapon. On duty security forces will take pronpt and
deci sive action to regain control

STANDARDS: EVAL: Y; N, NE

.1 __ Plan for CQB operation. (KI)

.2 __ Security Forces will imediately report via their
operational chain of command the |oss of contro
over a nucl ear weapon.

.3 ___ Personnel denonstrate know edge of hot-pursuit
and scenarios in which not-pursuing would be
aut hori zed.

.4 __ Ensure all possible pronpt and deci sive actions,
i ncluding the use of deadly force, are taken to
regain control of the nuclear weapon. (KI)

.5 ldentifies restrictions contained in existing status
of forces agreenent and host country |laws at foreign
| ocati on.

.6 _ Ensure that if hostages are used as a neans of

occupyi ng an excl usion area, or cover for the

rermoval of nucl ear weapons from such an area, the
wel fare and safety of the hostages are consi dered
but are not a deterrent action to recover a weapon

.7 ____ 1f control of nuclear weapon is lost to a hostile
i ndi vidual (s), surviving security forces will
attenpt to maintain contact with and regain control
over the weapon.

.8 ___If contact with nuclear weapon is lost, security
forces will immedi ately conduct search operations.
.9 __ Ensure a back-up force(s) is organi zed/ assi gned for

responding to the loss of control within the tine
frame prescribed by the station/installation
Nucl ear Weapons Security Pl an.

.10 _ Back-up force(s) is arned and equi pped with
sufficient arnms and ammunition to successfully engage
a well-armed and trained force. (KI)

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: CLOSE QUARTER BATTLE ( CQB)

Teans are organi zed and assi gned m ssi ons.
CB tasks and standards evaluated are identical to those of MPS 12.5.

DEADLY FORCE

MCSF personnel will be able to define deadly force and cite the
requi renents governing the uses of deadly force
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ARMS AND AMVUNI TI ON

Enpl oyed weapons will be capable of disabling a vehicle.

MCSF personnel select proper aimng point to disable a stationary
or noving vehicle.

Consi deration of damage to nucl ear weapons in choosing nunitions.

TASK: 12A.2.18 PLAN FOR SURVEI LLANCE DETECTI ON

CONDITION(S): A MCSF Bn unit is assigned the security nission
for a vital asset. Surveillance detection is an integral part
of the security posture.

STANDARDS: EVAL: Y; N, NE

.1 __ Coordinate with outside agencies for dissenination of
i nformati on.

.2 __ Ensure systemexists for reporting of surveillance
detection through chain of comrand

.3 ___  ldentifies rules of engagenent.
.4 __ ldentifies the local threat.
.5 __ Vision and observation enhancenent (i.e.

bi nocul ars, night vision goggles, thernal imagers)
are enpl oyed for observation, as applicable.

. 6 Systemin place for response to detached surveill ance.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

12A. 3 REACTI ON FORCE CAPABI LI TI ES

TASK: 12A.3.1 CLEAR A BU LDl NG

CONDI TION(S): A MCSF Bn unit has been assigned to participate
in a contingency mission. Athreat exists to the security of a
speci al weapon in a nagazi ne, storage space, or production
building. The MCSF unit RF nust respond to neutralize the
threat and regain control of the weapon/device.

STANDARDS: EVAL: Y; N NE

.1 __ Oganizes for urban fighting.
.2 ____ Mowves tactically in urban terrain.
.3 ___ Coordinates fire support for a deliberate attack on
a buil di ng.
.4 __ Controls novenent of a unit in urban terrain.
.5 Conducts an attack on a buil ding.
.6 _ Denpnstrates three nethods of entering a hostile building.
.7 ___ Denopnstrates individual firing positions.
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.8 __ Denopnstrates crew served weapons firing positions.
.9 _ Denpnstrates techniques for crossing critical areas.
.10 _ Uses area concealing and incapacitating agents to

enter a buil ding.
.11 __ Cears a hostile building systematically.
.12 __ Consolidates and reorgani zes after securing a buil ding.
.13 __ Organizes a building for the defense.
.14  Reinforces the structure to inprove survivability.
.15 _ Fires organic weapons frominside a structure.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK:  12A.3.2 PLAN FOR THE ATTACK ( DAY)

CONDI TION(S): A MCSF unit has been tasked with conducting a daylight
attack. Planning is initiated.

STANDARDS: EVAL: Y; N, NE

.1 __ Acknow edges receipt of the warning order and
initiates detailed planning.

.2 ___ Analyzes the mission and available information to
identify specified, inplied, and deduced tasks
wWith respect to METT-T and KOCQA. (KI)

.3 ___ lssues a warning order to subordinate units with an
information copy to higher headquarters, if appropriate.

.4 __ Conducts a | eaders’ reconnaissance, tine permtting.

.5 _ Reviews EEFI’'s if avail able.

.6 __ Initiates imredi ate nmeasures to reduce OPSEC i ndi cators.
.7 ___ Reviews existing contingency plans, SOP s, and

| essons | ear ned.

.8 __ Establishes liaison with the higher conmmand el enents
and requests liaison be established with other
command el ements, as required.

.9 __ Requests available intelligence and conbat
i nformati on on:

- The eneny (threat) in general (SALUTE)

- Eneny (threat) intentions, DRAWD;, i.e., defend,
reinforce, attack, w thdraw, or del ay

- Eneny (threat) vulnerabilities
- The area of operations The weat her

.10 _ ldentifies collection neans which provide for the
conti nuous reconnai ssance of the objective area.

.11 _ Requests aerial inmagery and other avail abl e speci al
t opogr aphi ¢ products.

.12 Conducts a detailed terrain analysis to highlight

- mlitary aspects of terrain using KOCOA
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.13 __ Prepares a detailed description, sketch, terrain
nodel , etc., of routes of advance into the affected
security area

.14 I ssues commander’s pl anni ng gui dance.

.15 _ Coordinates procedures to allow for tinmely updates
on the threat and weather while en route to the
affected security area.

.16 Develops CA' s

.17 __ Uses standardi zed procedures contained in SOPs to
devel op the pl an.

.18 Eval uates the effects of weather and astronom ca

conditions on both friendly and eneny forces; e.g.
anbient light levels and trafficability.

.19 _ Develops a plan which isolates or fixes the eneny,
(threat) facilitates the maneuver of friendly forces,
and allows, at a decisive tinme, the delivery of an
overwhel m ng attack by fire and maneuver

.20 Divides the attack into phases: preparatory phase,
conduct phase, and consolidation and reorgani zation
phase.

.21 Adopts a plan of attack which integrates al

avail abl e assets, both internal and external to the
battalion, and consists of a schene of maneuver and
a fire support plan.

.22 ___ Ensures that the plan also covers the essential
details of security as well as the establishment of
t he conmuni cati ons system necessary for control

.23 ___ Determnes the organi zation for conbat; i.e., the
task organi zation and command rel ati onshi ps.

.24 __ ldentifies a base unit to govern novenent.

.25 _ Develops a detailed plan for novenent to the area of
attack.

.26 Develops a reconnai ssance plan to collect, by visua

observation or other detection nmethods, information
about the activities and resources of eneny (threat)
forces, obstacles and weather, and terrain.

.27 _____ Develops a schedule of events in preparation for the
attack to include novenent of forces, reorgani zation,
resupply, issuance of the order, coordination, and
rehearsal s.

.28 Allocates the priority of fire support to the main attack

.29 __ Plans a supporting attack to deceive the eneny
(threat) as to the location of the main attack, to
prevent his disengagenent, and to cause the eneny
(threat) to commt forces indecisively.

.30 Coordinates the positioning of fire support units to
ensure coverage of attacking forces.

.31 _ Specifies atinme of attack and coordi nates the
tactical nmovenent of units fromthe assenbly area
to the line of departure (LOD) to ensure that units
arrive in the desired sequence and to allow for the
di spersal of assets until their massing is required.

.32 ____ Coordinates the devel opnent of a plan to breach
m nefi el ds and obstacles and to destroy known eneny
(threat) positions which cannot be bypassed.

.33 __ Develops the plan to maintain the nonmentum of the
attack and to mnimze halts on internedi ate
obj ecti ves.

.34 __ Considers the use of snpke to protect friendly
units, winds permtting.

.35 __ Task organi zes available air defense assets
according to the threat, terrain, and priority of
support.

.36 Develops a detailed plan for the handling of detainee’s,

POWs and civilians to include screening by intelligence
personnel, evacuation, and nedical treatnent.

.37 ____ Coordinates the novenent and availability of
suppl i es of amunition and special equipnent.
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.38 __ Plans communi cations with supported, supporting, and
adj acent units per the unit SOP
.39 _ Specifies any reporting requirenents that are not per SOP

.40 __ Prepares and issues the attack orders, allow ng
sufficient time for subordinates to make revisions
to orders and to conpl ete novenent, reorganization
rehearsal, and final preparation

EVALUATOR | NSTRUCTI ONS: The estinmates of supportability can be
either witten or verbal on the situation and tine avail abl e.

KEY | NDI CATORS: None.

TASK:  12A.3.3 PREPARE FOR THE ATTACK (DAY)

CONDI TION(S): A MCSF unit has been ordered to conduct a dayli ght
attack. The order has been prepared and is ready for issue.

STANDARDS: EVAL: Y; N, NE

.1 __ Conpletes nmovenent to, and concentration of forces
in, the forward area prior to the attack

.2 ___ Conducts a detailed briefing on the plan to all key
subor di nat es.

.3 ___  UWilizes a terrain nodel, sketch, or other training
ai ds when briefing the plan. Contingencies are
exam ned and a detail ed understandi ng of the plan exists.

.4 _ Alows an opportunity for questions and comrents.
.5 __ Conpletes reorgani zati on and conmences unit and
i ndi vi dual readiness drills.

.6 __ Conducts an overall rehearsal, tine permtting.

.7 ____ lssues ammunition and special equipnment and conducts
mai nt enance checks, LTlI’s, and preoperation checks
on required equi prent.

.8 ___ Conducts final brief for key leaders to include a
ZIPPO brief for pilots if helicopters are involved.

.9 __ Conducts final inspections for all personnel and
equi pment to ensure that prescribed itens are
avail abl e, serviceable, and carried correctly, and
that all personnel understand all required aspects
of the attack.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK:  12A.3.4 CONDUCT THE ATTACK (DAY)

CONDI TION(S): A MCSF unit is ordered to conduct the planned
dayl i ght attack.

ENCLOSURE ( 1)
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STANDARDS

.13

EVAL: Y: N NE

21

.10

11

.12

.13

.14

.15

.16

.17

.18

.19

. 20

.21

.22

.23

.24

.25

ENCLOSURE (1)

Ensures that reconnai ssance and surveillance el enents
detect eneny (threat) forces, positions, novenent,
and obstacles, and subnit reports in a tinely manner.

Ensures that fire support elenents are enpl aced
prior to the novenent of maneuver el enents.

Crosses the line of departure at the specified tine
wi t hout hal ting.

Ensures that attacking units use covered and
conceal ed routes to approach the eneny (threat) and
once di scovered, they advance by fire and maneuver
and by fire and novenent.

Bypasses or breaches obstacl es encountered en route
to the objective.

Ensures that units renmin dispersed unless required
to mass to overcone resistance, in which case they

di sperse as soon as the requirenent for concentration
ceases.

Keeps halts on internediate objectives to a nmini num

Ensures that command el ement maintains status on the
progress of the attack, on the eneny (threat)

situation, and on the delivery of fire support.

Ensures that ground forces are supported by a

coordi nated and sinul taneous delivery of supporting arns.

Ensures that the conmander nobves to a position during the
attack where he can best control and i nfluence his forces.

Expl oits any advantage occurring during the attack.
Mai nt ai ns conti nuous pressure on the eneny (threat).

Applies all avail able conmbat power during the attack
to ensure rapid execution.

Enpl oys direct and indirect fires until the | ast
possi bl e nonent and then shifts fires to the flanks
and rear of eneny (threat) positions.

Ensures that supporting units denonstrate the
ability to deliver overhead nachi negun fire.

Ensures that assault units closely follow their
supporting fires, deploy, and cross the fina
coordination line without delay when supporting
fires are shifted.

Ensures that supporting weapons di splace by echel on
to provide continuous support.

Ensures that the final assault covers a short

di stance, is well coordinated, and is characterized
by a heavy volune of fire and an aggressive

empl oynent of fire and maneuver by assault units
and of fire and novenent by individual Marines.
Ensures that assault units breach or bypass
obst acl es.

Assault units reduce fortified positions.

Ensures that assault units assune a hasty defensive
posture inmedi ately upon seizure of the affected
security area, continue to fire on w thdraw ng eneny
(threat), and prepare for possible counterattack
Exploits the success of the attack based on the
commander’s intent.
Pl aces enmphasis on security, displacenent and
positioning of forces, fire planning, reconnai ssance,
and reorgani zation.
Ensures that reconnai ssance el enents maintain
contact with the eneny (threat) and report
i nformation.
Conducts fires beyond the affected security areal/
obj ective to protect the consolidation and
reorgani zation and to force the breakup of
count er att acks.
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.26 ___ Maintains conmunications with all el enents throughout
the assault, and those nets designhated as secure
remai n covered throughout the attack.

.27 _____ Fixes the location of other known positions in the
zone by fire, nmaneuver, or deception

. 28 Submits required reports in a tinely manner

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK:  12A.3.5 PLAN FOR THE ATTACK (NI GHT)

CONDITION(S): A MCSF unit is tasked with conducting a night
attack. Planning is initiated.

STANDARDS: EVAL: Y; N NE

.1 __ Ensures that |eaders and staff denonstrate
under st andi ng of the advantages, disadvantages, and
the characteristics of the night attack by describing them

.2 ___ Acknow edges the warning order and i mredi atel y
begi ns pl anni ng.

.3 ___ lssues a warning order to subordinate units with an
information copy to higher headquarters, if appropriate.

.4 _ Reviews information concerning the availability of
surveillance, target acquisition, and night
observation (STANO) equi pnent and the state of unit
ni ght training.

.5 __  Reviews planning sequence givVing enphasis to those
factors which require special consideration for a
ni ght attack.

.6 Reviews existing contingency plans, SOP's, and | essons
| ear ned.
.7 ___ Analyzes the mission and available information to

identify specific tasks using METT-T and KOCOA. (KI)

.8 ___  Initiates security neasures to reduce OPSEC
i ndi cators which mght alert the eneny (threat) that
a night attack is being planned.

.9 Det erm nes EEl’s

.10 Requests intelligence and conbat infornmation on

- The eneny (threat) in general (SALUTE)

- Eneny (threat) intentions, DRAWD, i.e., defend,
reinforce, attack, w thdraw, or del ay

- Eneny (threat) vulnerabilities
- The area of operations
- The weat her

.11 _ Determnes whether the light conditions will allow
for the enploynent of tactics simlar to a daylight
attack and whether the anbient light |level is

sufficient for passive night vision devices to function

.12 _ ldentifies collection neans which provide for the
continuous reconnai ssance of the objective area.

.13 __ Requests aerial imagery and special topographic
products.

ENCLOSURE (1)
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.14  Establishes procedures to provide tinely updates on
the threat and the weather while en route to the
obj ective area.

.15 _ Evaluates the effects of weather and astronom ca
conditions on both friendly and eneny forces; e.g.
visibility and trafficability.

.16 Uses KOCOA to conduct a detailed terrain analysis
and to highlight mlitary aspects of terrain.

.17 __ Prepares a detailed description and sketch (or a
terrain nodel) of routes of advance to the
obj ective area.

.18 _ Allocates available tine.

.19  Oients the staff to the mission, the eneny (threat)
situation, and the analysis of terrain and weat her

.20 I ssues commander’s pl anni ng gui dance.

.21 __ Develops and briefs CA's and estimates of supportability.

.22 __ Uses KOCOA to plan a |l eaders’ reconnai ssance of the

affected security area and proposed routes of
advance with enphasis on bridges, defiles, and other
critical points which can either restrict or
channel i ze friendly forces.

.23 ___ Prepares the unit for novenent and ensures its
r eadi ness.

.24 _ Arranges coordination with supporting and adj acent
units (if applicable).

.25 __ Conducts | eaders’ reconnai ssance.

.26 G ves commander’s estinate of the situation

.27 _____ Announces the conmander’s deci sion

.28 __ PBriefs commander’s concept of operations.

.29 __ In preparation for the novenent to contact, develops a

schedul e of events, which may include novenent of
forces, reorgani ze, resupply, issue the order
coordi nate, and rehearse. (KI)

.30 Issues a warning order which contains sufficient
information to allow for planning, required
novenent, and rehearsals by subordinate units.

.31 __ Coordinates with adjacent and/or supporting units.

.32 __ Develops a sinple but detailed plan using SOP’s to
devel op the plan and save tine.

.33 __ Decides whether the night attack will be illum nated
or nonil |l um nated.

.34 __ Considers the use of deception

.35 Plans the attack to be conducted in three successive

phases: the advance (novenent fromthe LD to the
probable |ine of deploynent), the assault, and the
consolidation and reorgani zati on

.36 Develops a plan to attack the eneny’s (threat’s)
flank, rear, or weakest position.

.37 ____ Assigns objectives that are clearly identifiable at night.
.38 __ Assigns probable line(s) of deploynent on terrain
features that are clearly identifiable at night.

.39 __ Plans schene of nmaneuver so that part of attack
force is prepared to provide suppressive fire from
overwat ch positions while the assault echel on noves
to PLD.

.40 _ Specifies the tine for elenents to cross the |ine of
departure and the initial attack formation

.41 _ Picks a tine of attack based upon the m ssion
threat, distance to the objective, terrain, |ight
condi ti ons, maneuver, control, coordination, and any
other relevant factors.
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.42 _ Plans reconnai ssance patrols to reconnoiter and mark
routes, to identify obstacles, to | ocate eneny
(threat) forces, to report latest information prior
to the attack, and to gui de the maneuver el enents.

.43 __ Establishes air defense priorities and procedures
(enmpl oynent of air guards, air attack warning
signals, areas of scan, etc.) per unit SOP

.44  Ensures that light antiaircraft detachnment (LAAD)
rul es of engagenent (ROE), air warning conditions,
weapons conditions, and nethods of passing alert
war ni ngs are established, understood, and rehearsed.

.45  Requests EWsupport to reduce eneny C3 (threat)
capabilities.

.46 __ Assigns additional control and coordi nati on nmeasures
as appropriate.

.47 _ Specifies realistic rate of advance consistent with
security, the terrain, and the situation

.48 __ ldentifies additional navigation aids (NAVAIDS) to
be used to assist in novenent; e.g., chemical |ights,
infrared lights, and GSR

.49 _ Concurrent with the devel opnent of the schene of
maneuver, devel ops detailed fire support plans for
supported and unsupported ni ght attacks which
integrate all avail abl e supporting arnms and i ncl udes
the use of smoke and illum nation

.50 __ Devel ops contingency plans for mass casual ti es,
eneny (threat) counterattack, etc.

.51 __ Plans for the handling of detainee s/PONs and
civilians to include screening by intelligence
personnel , evacuation, nedical treatnent, etc.

.52 _ Plans for consolidation and reorgani zati on upon
conpl etion of the attack.

.53 __ Plans the use of illum nation during reorganization
and consolidation (if required).

.54  Develops a detailed fire support plan to support
consolidation and reorgani zation to isolate the
obj ective area, to continue pressure on the eneny,
to prevent eneny reinforcenent, and to di scourage
count er att acks.

.65  Specifies report requirenents.

.56 __ Coordinates the novenent of and ensures the
availability of supplies, ammunition, and speci al
equi prent .

.57 __ Specifies primary and alternate visual signals to

use during the conduct of the attack

.58 __ Plans communi cations with supported, supporting, and
adj acent units per the unit SOP

.59  Prepares the attack orders using the standard five
par agraph order format (SMEAC).

EVALUATOR | NSTRUCTI ONS: Estinmate of supportability can be either
written or verbal depending on the situation and tine avail abl e.

KEY | NDI CATORS:

WARNI NG ORDER

The unit commander issues a warning order as early as possible
so that subordi nate commanders can adequately plan and conduct
patrols and rehearsals. The warning order should contain as a
m ni mum the follow ng information:

1. Estimate of the situation
2. Event.
3. Probable m ssion.
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4. Task organi zati on.
5. Earliest time of novenment or degree of notice to be
given to the mai n body.
6. Location and tinme of the order
7. Statenent whether commanders or their representatives
are required to attend, the maps required, and the tine
an order can be expected.
8. Oders for prelimnary actions, reconnai ssance, surveill ance,
and observati on.
9. Administration and | ogistics instructions, any speci al
equi prrent requi red, regrouping of transportation
10. Prelimnary novenent to assenbly areas, if necessary.
TASK: 12A.3.6 PREPARE FOR THE ATTACK (NI GHT)

CONDI TION(S): A night attack order has been prepared and is ready

for issu

e.

STANDARDS: EVAL: Y; N, NE

21

.10

11

.12

.13

.14

.15

| ssues order to all key subordinates in a clear
articul ate manner.

Uilizes a terrain nodel, sketch, or other visua
ai ds when briefing the plan.

Uses nental warfighting technique with subordinates
to ensure that they have a detail ed understandi ng
of the plan and have exam ned all contingencies.

Al l ows an opportunity for questions and comrents.

Commences unit and individual training readiness drills.

Smal | unit | eaders conduct a physical reconnai ssance
or visual reconnai ssance from observation posts,
time permitting.

| ssues anmuni tion and speci al equi pnent and conducts
mai nt enance checks, LTlI’s, and operation checks on
equi prent and weapons.

Conducts an overall rehearsal on terrain simlar to
the objective during a period with the sane expected
light conditions as tinme of attack if tine permts.

___  Conducts final brief for key |eaders.

Conducts final inspections for all personnel and
equi pment to ensure that prescribed itens are
avail abl e, serviceable, and carried correctly, and
all personnel understand all required aspects of
the m ssion.

Ensures that assault units nove to attack positions,
i f planned.

Ensures that support units nove to overwatch direct
fire, if planned.

Ensures that guides are used to assist the novenent
of the assault echelon fromthe assenbly area to
the PD/LD or attack position (if used).

Ensures that the assault echelon enters the attack
position with a m ni mum of confusion, naintaining
strict noise and light discipline.

Cccupi es attack positions for the mni mum anount of
tinme to effect final coordination.
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Ensures that elenments nove to points of departure
al ong the LOD wit hout conpromn se.

Initiates preparation fires if attack is supported;
is prepared to deliver fires if attack is unsupported.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK:  12A. 3.7 CONDUCT THE ATTACK (NI GHT)
CONDITION(S): The MCSF unit has been ordered to conduct the

pl anned ni ght attack.

STANDARDS

EVAL: Y: N NE

21

.10

11

.12

.13

.14

.15

.16

.17

.18

.19

. 20

.21

Ensures that security patrols precede assault units,
cl andestinely reconnoiter to | ocate eneny (threat)
security forces and obstacles, mark routes for the
assault echel ons, and secure the probable line of
depl oynent.

Ensures that assault units cross LOD on tine and
begi n attack.

Ensures that support echelons fire in support of
maneuver echel ons, if planned.

Ensures that air defense assets are |ocated to
provi de coverage that reflects the comander’s
priorities and changes to the threat, the terrain,
the weather, and |ight conditions.

Ensures |ight and noise discipline is maintained

t hroughout per MPS, continuing actions by Marines.

Ensures control neasures are easily identifiable on
the ground.

Ensures novenent is continuous once units cross the
LOD until they reach the PLD

Conducts deliberate or hasty breaches of obstacles
as required.

Ensures gui des and rel ease points are used to
control the novenent.

Ensures the PLD is an easily identifiable terrain
feature or is clearly marked

Ensures assault el enents reach the PLD w t hout
detection by the eneny (threat).

Ensures assault el enents deploy into assault
formati ons upon reaching the PLD

Mai ntai ns rate of march and security.

Ensures the signal to launch the attack is given
after all elenments report their readi ness or when
the situation requires an inmedi ate assault.
Ensures snoke and illum nation are properly used if
pl anned or if dictated by the situation

Mai ntains radio silence until first contact.

Ensures that assaulting Marines place a heavy
vol ume of well-ainmed fire.

Ensures supporting fires are well-integrated with
the execution of the assault.

Ensures the assault advances through the entire
obj ective and sets up a hasty defense.

Pursues the eneny (threat) by small arns and
supporting fires.

Est abl i shes | ocal security and prepares for possible
i medi at e counterattack.
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.22

.23

.24

. 25

. 26

.27

Ensures that the assault echel on quickly consol i dates,
reorgani zes and prepares to continue the attack
coordinates fires in support of the consolidation

and marks cleared | anes through obstacl es.

Di spl aces nortars forward by echelon to ensure
continuous support of assault units.

Conpl etes consolidation prior to daylight, if possible.
Mai nt ai ns communi cations with all elenents

t hroughout the assault and those nets designated as
secure remai n covered throughout the attack.

Adj usts di stances between positions as visibility inproves.

Submits required reports in a tinely manner

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK: 12A.3.8 CONDUCT CONSOLI DATI ON

CONDI TI ON(S) :

Foll owi ng an attack, and upon securing the

obj ective, the MCSF unit conducts consolidation

STANDARDS: EVAL: Y; N, NE

21

.10

11

.12

.13

.14

.15

ENCLOSURE (1)

Assunes defensive positions along likely di smounted
and nounted avenues of approach i mredi ately upon
hal ti ng and, based on priorities contained in the
unit SOP, comences work to inprove positions.

Di spl aces supporting arns/crew served weapons and
reserves forward to add strength and ensure
continuous fire support.

Exploits the success of the attack based on the
commander’s intent.

Ensures small unit | eaders submt tinely and
accurate situation reports (S| TREPS)

Ensures defensive positions take full advantage of
terrain; troops are not exposed to direct fire
weapons; and positions allow for cover, conceal nent
and di spersion.

Adjusts initial positions as a result of the ground
reconnai ssance and changes in the eneny (threat)
situation.

Est abl i shes both active and passive security
nmeasures i medi ately upon occupying the position to
include LP's, OP's, patrols, and canoufl age.

Enpl oys sni pers and countersni pers.

Est abl i shes communi cations with adjacent units.

Uses deception neasures during consolidation

Processes casualties according to the SOP and in a
tinmely manner.

Processes detai nee’ s/ PONs according to the SOP

Redi stri butes personnel, supplies, and equipnent to
of fset any | osses.

Prepares primary positions of units in the |ocations
speci fied and according to the established priorities.

Integrates the use of natural obstacles and prepares
barriers and obstacl es.
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Carries out replacenment, resupply, maintenance, and
other CSS activities as tine pernmits.

Di spl aces command and control facilities to contro
the consolidation and to facilitate the conduct of
future operations.

Est abl i shes a wi re conmuni cati ons system

Est abl i shes alternate and suppl enentary weapons
posi tions.

Rehearses counterattack plans in the actual areas of
assuned penetration or simlar terrain.

Denonstrates the ability to coordi nate and conduct
the entry and exit of |ocal security.

Augrent s defensive efforts with surveillance
equi prent and devi ces.

Specifies withdrawal routes and coordi nates these
routes with available fire support agenci es.

Submits reports to higher conmand el enments, as required.

Conducts preparation for on-call m ssions.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK:

12A.4 TACTI CAL MEASURES

12A.4.1 EXERCI SE DI SCl PLI NE

CONDI TI ON(S) :

A MCSF unit has been a given nission to conduct

security/tactical operations based on the threat.

STANDARDS

EVAL: Y; N NE

21

.10

Denonstrates unit discipline by individual nenbers
being in control of thenselves and contributing to
m ssi on acconpl i shrent .

Ensures Marines safeguard and cl ean their weapons,
both individual and crewserved, daily.

Ensures vehicles, etc., are given regul ar
mai nt enance by the Marine assigned to operate them

Ensures Marines enploy their firepower in an orderly
and organi zed fashi on when engaged. Random waste of
ammunition is not tolerated by unit | eaders.

Ensures Marines do not waste or abuse unit supplies
or material.

Ensures supplies are safeguarded fromthe eneny
(threat) and fromthe weather and are not scattered
as litter on the terrain.

Ensures Marines operating radi os do not expose
thenmsel ves to radio direction finding (RDF) by
unnecessary, wordy, or repetitious nmessage traffic.
St andard prowords are used and comuni cati on checks
are limted. Al personnel using radios adhere to
requi re standards of performance regardl ess of grade.

Ensures that the unit cannot be detected by eneny
(threat) as a result of poor noise discipline.

Ensures that the unit cannot be detected by eneny
(threat) as a result of poor light discipline.

Ensures that Marines wear the prescribed uniform at
all times including individual weapon, body arnor,
hel met, and first-aid kit.
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.11 _ Ensures that |eaders actively pronote field
sani tation and personal hygi ene by policing the
area, inspecting feet and body sores, and enforcing
use of designated heads and good personal health habits.

EVALUATOR | NSTRUCTI ONS: Wth exceptions, evaluators will use

the 90 percent rule (90 percent of the Marines 90 percent of the
time) to determ ne whether requirenents are being nmet. The
exceptions will be comuni cations, noise, and |ight discipline.
These standards will stand literally. If a unit is |ocated by
RDF and an eneny indirect fire m ssion can be brought to bear on
the unit’s location as a result, or the unit is |ocated or
observed as a result of noise or light, the standard cannot be
consi dered nmet. Evaluators nust determ ne whether the unit is
violating Iight and noi se discipline and comuni cati ons procedures
when no aggressors or EWsupport is available. This task will be
eval uated over the entire exercise and evaluators will note
efforts of unit leaders to maintain and correct discipline. |If
there is inprovenent by the unit throughout the exercise so

that standards are consistently met, the unit may receive

a "YES" marking.

KEY | NDI CATORS: None.

TASK: 12A. 4.2 DEMONSTRATE DI SPERSI ON

CONDI TION(S): A MCSF unit has been given a mssion to conduct
security/tactical operations based on the threat.

STANDARDS: EVAL: Y; N, NE

.1 __ Ensures Marines do not gather in groups when
maneuveri ng, when waiting in assenbly areas, or when
depl oyed i n the defense.

.2 ___ Ensures dispersion is controlled by junior |eaders
who are active in keeping Marines spread out.

.3 ___ Ensures units are not grouped together in smal
areas so that they conbine to present a lucrative
target for eneny indirect fire or nobile bonbs.

.4 __ Ensures |l eaders set an exanple of dispersion by not
all owi ng thensel ves to bunch up during briefings or
i ssuing of orders.

.5 __  Ensures tentage, equipnent, vehicles, and radios are
pl aced in such a manner as to reduce their
vul nerability to bursting nunitions.

.6 _ Ensures firing positions for crew served weapons generally
are separated by a mninmumof 30 to 35 neters

.7 ___ Disperses all vehicles and takes advantage of
terrain features to the maxi mum degree possible to
seek cover and conceal nent, yet avoi ds positions that
will cause difficulty in exiting.

EVALUATOR I NSTRUCTI ONS: This task is applicable throughout the
exerci se. Evaluator reaches a YES eval uati on based on his
observation that 90 percent of the Marines in the unit

partici pate throughout the exercise with the quality of
performance defined by the requirenents.

KEY | NDI CATORS: None.

ENCLOSURE (1)
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TASK: 12A. 4.3 DEMONSTRATE THE USE OF CAMOUFLAGE, COVER AND CONCEAL MENT

CONDI TION(S): A MCSF unit has been given a mission to conduct
security/tactical operations based on the threat.

STANDARDS: EVAL: Y: N NE

.1 __ Ensures that individual Marines, including vehicle
drivers, denonstrate by tactical and persona
exanpl e an understandi ng of use of covered routes
and covered positions.

.2 ___ Ensures halted el enments and vehicles do not renain
in exposed | ocal es but nove i mediately to the
near est cover.

.3 ___ Ensures equipnent, tentage, radios, and vehicle
parking areas are sited to take advantage of cover
provi ded by natural terrain features.

.4 __ Ensures individual and crew served weapons firing
positions are established in areas that permt use
of natural cover while still allow ng observation

and adequate fields of fire.

.5 _  Ensures all individual Marines and crew served
weapons el enments make use of available naterial to
i nprove cover.

.6 __ Ensures individual Mrines denpnstrate attention to
detail. (KI)
.7 ___ Ensures that the principles of canpouflage sitting,

di scipline, and construction are enpl oyed
continuously throughout the operations. (KI)

.8 __ Uses natural materials to conceal positions and
vehi cl es from eneny ground observation to a distance
of 200 meters.

.9 __ Canpuflages all positions to prevent identification
by enpl oying soil, fresh foliage, netting, and other
appropriate natural naterials.

EVALUATOR I NSTRUCTI ONS: This task is applicable throughout the
exerci se. Evaluator reaches a YES eval uati on based on his
observation that 90 percent of the Marines in the unit

partici pate throughout the exercise with the quality of

per formance defined by the requirenents.

KEY | NDI CATORS:

| NDI VI DUAL NMARI NES

Apply canoufl age paint (when used) to nore than just their
faces, covering neck, ears, arns, and ot her exposed areas that
m ght permt their detection

I ncl ude nore than a handful of weeds tucked into their hel net
cover as canoufl age and conceal nent to cover or dull itemns that
have a shiny reflective surface

Continually change canouflage to match changes in vegetation
and terrain.

VEHI CLES

Dull or cover any light-colored tactical markings. Dull or
cover all reflective surfaces to include mrrors and w ndshi el d.

Are equi pped with proper canouflaging materials.
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TASK: 12A. 4.4 CONDUCT LOCAL SECURI TY

CONDI TION(S): The unit has formed a security/defensive posture.
Threat forces are deployed throughout the area. Threat units
have been sighted in close vicinity to positions.

STANDARDS: EVAL: Y: N, NE

.1 _ Briefs and inspects Marines assigned | ocal forward
security m ssions.

.2 ___ Enplaces Marines and weapons in positions which
of fer good observation, fields of fire, conceal nent,
and cover and which control eneny (threat) avenues
of approach.

.3 ___ Enploys local security neasures which provide for
early warning, continual observation, and
count er-reconnai ssance screening and avoid the
el ement of eneny supri se.

.4 __ Ensures individual weapons are avail abl e and ready
for use at all tines.

.5 _  Ensures individual Marines are aware of signals for
lifting or shifting fires.

.6 __ Ensures individual weapon shooters provide inmedi ate
wel | -ai med volunme of fire at the sectors of fire
assigned to each weapon.

.7 ____ Ensures hand grenades are avail able and Marines are
proficient in their use.

.8 ___ Considers active and passive OPSEC neasures to
prevent suprise and to provide greater security.

.9 __ Positions elenents to allow for their nutua
support, enphasi zi ng coordinated surveill ance,
exchange of information, coordinated fires, fina
protective fires, and patrolling.

.10 _ Organi zes defensive positions to allow for all-round
def ense.

.11 Plans primary and suppl enentary positions.

.12 _ Plans a defense in depth through the use of

suppl enentary positions and through the planned use
of shifting fires into threatened areas.

.13 _ Enploys a series of natural and artificial obstacles
to restrict, delay, block, or stop the nmovenent of
eneny (threat) forces.

.14  Coordinates a detailed fire plan, considering the
fires of organic weapons, nortars, and, if
avail able, artillery, NG, and air.

.15 _ Ensures that flexibility is built into the plan
through the identification of a reserve, centralized
control over supporting fires, shifting of fires,
and suppl enentary positions.

.16 _ Patrols the assigned area actively.

.17 __ Maintains the dispersion of elenents and
i ndi vi dual s throughout the operation to avoid
excessi ve casual ties.

.18 _ Makes maxi mum use of surveillance devices in order
to detect eneny (threat) novenent.

.19  Uses available tinme effectively in the planning and
preparation of defensive positions.

.20 __ Ensures that patrols are not dispatched in repetitive
or stereotyped patterns.

.21 __ Ensures security elenents report departure and
return per the |ocal SOP

.22 ___ Dissenmnates conbat information acquired by security
el ements throughout the unit and as required to
hi gher command el enents.
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EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK:  12A. 4.5 RESPOND TO ENEMY ELECTRONI C WARFARE (EW CAPABI LI TY

CONDITION(S): A MCSF unit is conducting security/tactica
operations. The threat is known to have an EW capability.

STANDARDS: EVAL: Y: N, NE

.1 __ Operates all radio nets specified as covered
circuits in the conmunications plan in the covered node.

.2 ___ (Qobserves CEQ instructions for daily changi ng of
frequenci es and call signs.

.3 ___ (Qobserves emssion control (EMCON) procedures.

.4 __ Chooses comuni cation sites that provide for terrain
masking to mninmze eneny (threat) probability of
i ntercept.

.5 _  Ensures that Marines require authentication operating

unsecure radi o and wire nets.

.6 _ Ensures that CEQ allocates alternate frequencies
for critical radio nets.

.7 ____ Ensures that Marines operating radi os recogni ze
eneny (threat) jaming (as opposed to equi pnent
mal functions), do not reveal effectiveness of eneny
jamm ng efforts, and continue to attenpt to
communi cat e.

.8 __ Reports proven or suspected eneny (threat) electronic
activity to higher headquarters by a MJI report via
W re, nessenger, or other secure neans in a tinely manner.

.9 __ Relays communications by alternate neans when radio
nets are effectively jammed.

.10 __ Ensures BEADW NDOW procedures are established.

.11 __ Ensures that Marines operating radi os and officers
transmtting on those radi os do not conprom se unit
| ocations, strength, or conmt other "BEADW NDOW
security | apses.

.12 Uilizes expedient directional antennas to the
maxi mum ext ent possi bl e.

.13 __ Acconplishes uncovered transmn ssions in such a way
as to discourage radio direction finding.

.14 Saf eguards conmuni cations security material of all types.

.15 _ Sends lowpriority and routine nessages by neans
ot her than radi o communi cati ons.

.16 _ Enploys brevity codes pronul gated by the appropriate
communi cati ons SCOP

EVALUATOR I NSTRUCTI ONS: The task is applicable in all instances in
whi ch the aggressor force described as the threat in the published
scenario has an electronic warfare capability.

KEY | NDI CATORS: None.
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TASK: 12A. 4.6 RESPOND TO ENEMY Al R CAPABI LI TY

CONDI TION(S): A MCSF unit is conducting security/tactical operations. The
threat is known to have fixed-wing and rotary-wing aircraft capability.

STANDARDS: EVAL: Y: N, NE

.1 __ Establishes procedures for both passive and active
ai r defense.

.2 ___ Ensures air guards are designated. (KI)
.3 ___ Miintains an alarmsystemto warn of air attack
.4 Ensures Marines within the unit are aware of the

nmeani ng of the al arm

.5 _ Ensures that if given advance warni ng of approaching
hostile aircraft, Marines react by dispersing per
establ i shed passi ve neasures and by taking
appropriate active defensive actions when attacked.

.6 __ Ensures unit machi negun teans engage eneny aircraft
when under attack.

.7 ___ Ensures small unit |eaders denpnstrate ability to
concentrate small arns fire against attacking
aircraft.

.8 __ Reports attack by eneny air to higher headquarters

using a flash nessage.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

Al R GUARDS
Air guards are designated to watch for the approach of hostile aircraft.
These Marines are not specially trained beyond careful instruction by
their immedi ate | eader. They are able to:

1. State the nature of the threat; i.e., fixed-wing jet
fixed-wing prop, or rotary-w ng.

2. Describe the signal established as the alarmfor attack

3. ldentify friendly aircraft that are in support of the unit.

TASK:  12A. 4.7 HANDLE DETAI NEE' S/ POW S

CONDI TION(S): The security force has taken detai nee’ s/ PON s.
The security force processes the detainee’ s/PONs and ensures
their delivery to a collection point.

STANDARDS: EVAL: Y; N, NE

.1 _ Ensures the unit has and uses a SOP for processing
det ai nees/ POV s.

.2 ___ Ensures individual Marines handling detai nees/ PON s
segregate them by type (officers, NCO s, troops,
civilian conmbatants, etc.). (KI)

.3 ____ Searching of detainee’ s/PONs is conducted
i mredi ately after capture; weapons and itens of
potential intelligence value are tagged and
evacuated at the sanme tine as detai nee/ PON persona
itens and protective clothing and equi pment are
returned to detai nee/ PON (KI)

.4 __ Ensures that detainee’s/PONs are allowed to retain
personal protective equipnment (e.g., helnet, gas
mask, etc.).
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.5 Ensures that detainee’s/PONs are required to remain
silent and not pernitted to converse anong thensel ves.

.6 __ Ensures that detainee’s/PONs are processed with speed
to obtain maxi mumintelligence benefits.

.7 ___ Ensures that Marines handling detainee’ s/ PONs safeguard
them form abuse and from hazards of eneny fire

.8 __ Ensures perishable information obtained from detai nee’ s/ PON s
is reported inmediately to hi gher headquarters.

.9 __ Ensures eneny casualties receive sane nedical care
and MEDEVAC priority as unit casualties with any
difference in treatnment based solely on nedica
consi derati ons.

.10 _ Ensures detainee’ s/PONs are escorted under guard to
the designated collection point as soon as possible.

.11 __ Ensures detainee’s/PONs and all recovered
equi prent / docunents are transferred to higher
command el ement as soon as possi bl e.

EVALUATOR | NSTRUCTI ONS: Eval uator ensures that detai nee’ s/ PONs are
not m streated.

KEY | NDI CATORS:

SEGREGATI ON

The segregation of detainee s/PONs requires that individual detainee’ s/
POWN's be identified as belonging to a particular category. Wile tinme and
combat conditions may not permt the detailed interrogation of detainee’ s/
PONs to make all such determnations, it should be possible to readily
identify and separate detainee’ s/ PONs according to status (officers/
enlisted) and sex.

SEARCHI NG

Det ai nee’ s/ PON's shoul d be di sarned and searched for conceal ed weapons,
equi pnent, and documents of particular intelligence value inmediately

upon capture, unless the nunber of detainee s/POWs captured, eneny action
or other circunstances make such a search inpracticable. Until each

det ai nee/ POWi s searched, the responsible troops nust be particularly alert
to prevent the use of conceal ed weapons or the destruction of docunents or
equi pnent .

EQUI PVENT

Items of personal or individual equipnent which are new or appear to be of
a type not previously seen may be of intelligence value and should be
processed via intelligence channels.

DOCUMENTS

A captured docunent is any piece of recorded information which has been in

t he hands of the eneny. When such docunents are taken from a detai nee/ POW
for safekeeping and delivery to intelligence personnel, care nust be taken
to assure that they can later be identified with the individual detainee/ POV
fromwhomthey were taken. Docunents and records of personal nature nust be
returned to the detai nee/ POWfrom whomthey were taken. In no instance
shoul d the personal identity card of a detainee/ PON be taken.

PERSONAL EFFECTS

Det ai nee’ s/ PON's should be permitted to retain protective equi pnent such as
hel mets, protective masks, and like itens; effects and articles used for
clothing or eating, except knives and forks; rations; identification cards
or tags; and badges of grade and nationality. Wen itens of equi pnent issued
for personal protection are taken, they nmust be replaced with equival ent
itenms serving the same purpose. Although noney and ot her val uabl es may be
taken from detai nee’ s/ PONs as a security mnmeasure, they nust be receipted and
a record nust be maintai ned.
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MEDI CAL CARE

Det ai nee’ s/PONs are entitled to the same nedical care as friendly
casualties, to include MEDEVAC priority. Any difference in treatnent
must be based sol ely on nedical considerations.

TASK: 12A. 4.8 HANDLE CASUALTI ES

CONDI TION(S): The security force is conducting security/tactical operations
and has taken casualties that require evacuation. The security force has
designated a nedi cal collection point.

STANDARDS: EVAL: Y: N, NE

.1 __ Ensures Marines dealing with casualties prior to
arrival of corpsnen denonstrate buddy aid know edge.

.2 ___ Ensures Marines tagged as lightly wounded apply self aid.

.3 ___ Ensures Marines who nust be evacuated are transported by
man carry, litter, vehicle, or helicopter to the collection
point or treatnment site in a tactically sound and expeditious
manner that still shows regard for the type of wound of the
casual ty.

.4 __ Ensures that casualty reporting begins i mediately

after a Marine is tagged, starting at the |evel of
the junior leader and ternminating at the unit
headquarters.

EVALUATOR | NSTRUCTI ONS: Marines, including officers, who are tagged with
i ncapaci tating wounds drop when "hit". Marines tagged as incapacitated do
not nmove under their own power, relying on other Marines to nove them

KEY | NDI CATORS: None.

TASK: 12A. 4.9 PREPARE FOR NBC OPERATI ONS

CONDI TION(S): Threat forces have been reported to be capable of enploying
NBC munitions in the area where the MCSF unit is |located. Due to the threat,
passi ve and active defense neasures nust be used for survival of the unit.

STANDARDS: EVAL: Y; N, NE

.1 __ Possesses an SOP which outlines procedures for eneny
NBC stri kes and reports required.

.2 ___ Ensures individual NBC defense equi pnent authorized
by the unit table of equipnent (T/E) is serviceable
and issued to each individual

.3 ___ Ensures unit NBC defense equi pnent (including nops,
brooms, shovels, rags, etc.) authorized by unit T/E
is operationally ready and distributed to designated
and trai ned/ know edgeabl e operators.

.4 __ Ensures decontam nation equi pnment and bul k decont am nat es
authorized by T/E s are avail able and ready for transport
to a decontam nation area

.5 __ Ensures MLl decontam nation equipnent units are
filled (water used for training).

.6 __ Ensures NBC trained personnel are available on a
24- hour a day basis.

.7 ____ Ensures personnel thoroughly understand m ssion
oriented protective posture (MOPP) for the contro
of exposure of personnel to NBC hazards.

.8 __ Establishes MOPP | evel, and personnel are at or
above the required MOPP | evel
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.9 __ Marines properly identify NATO or threat NBC
cont am nati on narkers

.10 _ Enplaces equipnent to naximze utilization of
terrain features for cover, conceal nent, and
t opographi c shielding from NBC attacks.

EVALUATOR | NSTRUCTI ONS: Provide the unit information to expect

an i mm nent nuclear attack by the eneny, and integrate NBC
scenarios with nornmal operational assignnments. Eval uator(s)
shoul d be school trained in the area of NBC Defense (MOS 57XX)

or be thoroughly trained in this area as part of Evaluator’s School

KEY | NDI CATORS: None.

TASK: 12A.4.10 PREPARE FOR NUCLEAR ATTACK

CONDITION(S): A MCSF unit is informed that nuclear attack is inmnent.
SOP's and/ or operation orders are onhand to provi de checklists, sequence
of actions, and gui dance.

STANDARDS: EVAL: Y; N, NE

.1 __ ldentifies backup/alternate command, control, and
comruni cati ons procedures.

.2 ___ Aerts subordinate/displaced el ements.
.3 ____  Unit continues mssion while inplenmenting actions
to mnimze casualties and danmage.

.4 __ Protects vehicles and equi pnrent by enpl aci ng behind
maski ng terrain.

.5 Initiates periodic nonitoring using avail abl e survey
i nstrunents.

.6 __ ldentifies/prepares shelters for defense agai nst
heat, bl ast, and radiation

.7 ___ Personnel mnimnze exposure possibilities by rolling
down sl eeves, buttoning collars, and wearing any
addi tional clothing equal to a two-layered uniform

.8 __ Secures/protects |oose itens, flammble/explosive
itens, food, and water from heat, blast, and radiation

.9 _ Denpbnstrates proficiency in standard first aid
procedures to provide sel f/buddy aid for nuclear
bl ast, and thermal effects.

EVALUATOR | NSTRUCTI ONS: Commander is inforned that nucl ear
weapons have been used.

KEY | NDI CATORS: None.

TASK: 12A.4.11 RESPOND TO THE I NI TI AL EFFECTS OF A NUCLEAR ATTACK

CONDI TION(S): Nuclear attack is sinmulated by the detonation of an artillery
or nuclear blast simulator, or by other appropriate neans.

STANDARDS: EVAL: Y; N NE

.1 __ Personnel take i mediate action, upon recogni zing
the attack, to shield thenselves fromblast, heat of
detonation by taking cover in fighting hol es,
bunkers, culverts, caves, tunnels, etc.

.2 Mai ntai ns or reestablishes chain of conmand and

comruni cations. Resunmes mssion if possible.

ENCLOSURE ( 1)
XI I -A 39



MCO 3501. 13
6 Jan 92

.6

Submits NBC-1 initial and foll owup reports to higher
headquarters. Reports are rapidly forwarded, by secure
nmeans, when possi bl e.

Adm ni sters casualties first aid and evacuates to a
nmedi cal treatnent station as the mission pernmts.

Submits damage assessnent by secure neans to
hi gher/ supported conmand el enent per SOP

Continues nonitoring using available survey instrunents.

EVALUATOR | NSTRUCTI ONS: Evaluator will assess constructive casualties

due to bl ast,

heat, dazzle, radiation, and el ectromagnetic pul se (EMP).

Comuni cati ons systens (antennas, receivers/transmtters) that are exposed
(not in a covered or hardened | ocation/vehicle) during the sinulated nuclear
det onati ons,

wi | |

KEY | NDI CATORS:

be assessed as EMP casual ti es.

None.

TASK:  12A.4.12 RESPOND TO THE RESI DUAL EFFECTS OF A NUCLEAR ATTACK
CONDITION(S): A surface or subsurface nucl ear detonation has occurred.

The MCSF unit

radi ol ogi cal

by the

uni t;

STANDARDS

| ocation is within the predicted fall-out zone. An MA2

fall-out-predictor, or substitute, is available. The unit
gets effective downw nd nessages at | east once every 3 hours. NBC-2 report
is furnished to the unit about 15 m nutes after the detonation, or prepared
NBC-3 report is furnished about 45 mnutes after detonation
NBC-5 report and/or contam nation overlay is provided about 4 hours after

t he detonati on.

EVAL:

Y: N NE

21

.2

.10

Performs m ssion concurrently with all other actions.

Advi ses supervisors, and notifies subordinate
elements of estinmated tine of fall-out arrival

Mai ntai n nonitoring using avail abl e survey instrunents.

Protects equi pment, rnunitions, petroleum oils, and
[ ubricants (PQOL), food, and water fromfall-out.

Takes individual protective neasures to mnimze fall-out
effects as mssion permts.

Forwards NBC-4 reports, as required, to the higher
command el enent .

Records unit total dose information and reports this
information to higher command el ements, using
avai |l abl e secure neans.

M ni m zes exposure while conmandi ng of ficer
determines if relocation to a clean area i s necessary
or possible. Calculates optimumtinme of exit.

Handl es casual ties and provides first aid treatnent
in a nucl ear environnent.

Assesses inpact of casualties on unit mssion

EVALUATOR | NSTRUCTI ONS: Conmmander is advised of estimated tine

of fall-out arrival.

KEY | NDI CATORS:

None.
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TASK:  12A.4.13 PERFORM RADI O.OG CAL DECONTAM NATI ON
CONDI TION(S): Fallout has ceased, and personnel and equi prment

are contam nated. The hazard to personnel does not allow tine
for radiation to decay to a mnimumlevel. Time and situation
permt decontam nation

STANDARDS

EVAL: Y; N NE

21

.2

.10

11

Est abl i shes decontanination priorities.
Est abl i shes decont ani nati on point.

Ensures decontam nati on personnel wear appropriate
protective clothing, and equi pnent.

Decont am nati on equi pnent, personnel, and individua
weapons using appropriate decontani nati on equi prent.

Decont am nates unit equi pnent and vehi cl es usi ng
appropri ate expedi ent devi ces.

Mar ks contam nated areas with NATO standard NBC markers.

Det er m nes adequacy of decontam nation using avail abl e
personnel and equi pnrent nonitoring instrunents.

Di scards contaminated materials according to SOP, narks as
cont am nated, and provides location to the higher comand
el enent .

Decont am nat es decont am nati on personnel as necessary.

Remai ns within operational exposure gui dance (OEG .

Records total dose information and reports to the
hi gher command el enent .

EVALUATOR | NSTRUCTI ONS:  FM 3-5 provides guidelines for the

decont ami nati on procedures.

KEY | NDI CATORS: None.

TASK:  12A.4.14 CRCSS A RADI O.OG CAL CONTAM NATED AREA
CONDITION(S): The situation forces the MCSF unit to cross a

radi ol ogi ca
Unit receives a NBC-5 report or contam nation overlay fromthe
hi gher command el enment .

STANDARDS

contam nated area while noving to a new site.

EVAL: Y; N NE

21

Posts NBC-5 report and/or contam nation overlay to
situation map and determ nes route.

btains route clearance and approval, if necessary.

Provi des turn back dose and dose rate to advance
party and/or reconnai ssance team

Ensures vehicles receive additional shielding and personne
are provided all available protection from dust.

Di spat ches advance party and/ or reconnai ssance team
to reconnoiter new areas.

Crosses contani nated area whil e enpl oyi ng contam nati on
avoi dance techni ques.

Operates within OEG gui dance.

Det erm nes the degree of personnel and equi pnent
contami nation after clearing the contamn nated area
usi ng nonitoring instrunents.
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.9 Est abl i shes and foll ows decontam nation priorities.

.10 _ Records unit total dose information, using avail able
total dose instrunents, and reports to higher
command el enent .

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.4.15 PREPARE FOR A FRIENDLY NUCLEAR STRI KE

CONDI TION(S): Unit receives a friendly nucl ear STRI KWARN per
FM 3-3, appendix G The MCSF unit is located within mninmm
safe di stance (MSD) zones 2 to 3.

STANDARDS: EVAL: Y; N, NE

.1 _ Applies the STRI KWARN accurately and conpletely to the
situation map within 5 mnutes after nessage receipt.

.2 ___ Makes pertinent information regarding the planned
detonation (tine of burst, ground zero, fall-out
coverage, MsSD, etc.) available to the comandi ng
of ficer.

.3 ___ Advises commanding officer on the vulnerability of
the unit to the burst and residual contam nation

.4 __ Advises commandi ng officer of the neasures needed to
prevent casualties, damage, and extended
interference with the m ssion.

.5 __ Inplenents protective neasures, as directed by
hi gher command el ement, consistent with the nission

.6 ___ Increases MOPP | evel consistent with mssion,
tenperature, work rate, and gui dance

.7 ____ Places vehicles behind nasking terrain.

.8 __ Turns off duplicate electronic devices; disassenbles
erected antennas; ties down antennas. Bare m nimum
radi o equi pnent remai ns erected.

.9 __ Places all loose itens (snmall weapons, tools, etc.)
and highly flammabl e/ expl osive itens (POL, propellants,
m ssiles, etc.) in vehicles or shelters.

.10 _ Acknow edges the warning before the expected tine of
burst. Al subordinate units have been warned and
protective neasures inplenmented. (KI)

.11 __ Ensures personnel take cover in foxhol es, bunkers,
arnored vehicles, existing shelters (basenents,
cul verts, caves, tunnels, etc.), or lie prone on
open ground.

EVALUATOR | NSTRUCTI ONS:  Eval uat or sinul ates nucl ear detonation with an
artillery or nuclear blast sinmulator, or infornms the unit that nuclear
bl ast has occurred. Eval uator assesses casualties and damage to
unprot ect ed personnel and equi pnent.

KEY | NDI CATORS:

WARNI NG

MCSF unit shoul d warn subordi nat e/ det ached el enents of an inpendi ng nucl ear
detonation by using one of the follow ng nethods:

1. Using a code word or brevity code fromthe CEQ to
indicate the nessage is a nuclear strike warning.
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2. A brief, prearranged nessage that directs the receiver
to inplenent specific protective neasures
3. Encoded nmessage with expected tine of burst, sent by
nost expedi ent neans of comuni cati on.
TASK: 12A.4.16 PREPARE FOR A CHEM CAL AGENT ATTACK

CONDITION(S): MCSF unit is informed that chem cal weapons have been used
in the theater of operations and that a chemi cal agent attack is immnent.

STANDARDS: EVAL: Y: N, NE

21

.10

11

.12

.13

| mpl emrent s the chem cal defense SOP whi ch addresses
chem cal defense/ decontani nati on procedures

| ncreases MOPP | evel consistent with nission
tenperature, and work rate.

Identifies unit tasks requiring a high degree of nmanua
dexterity, strength, and difficulty while in MOPP 4.

Pl ans personnel rotation, or assigning additiona
personnel while in MOPP 4.

Marines denonstrate the capabilities for donning the
protective nmask and chemical protective ensenble.

Uses the buddy systemto facilitate individua
nmonitoring/treatnment for chem cal agent poisoning
and emer gency decontam nation

Continues mssion while inplenenting all actions to
m nimze casualti es and damage.

Covers essential equipnent, nunitions, POL, food,
and water supplies that cannot be placed in a
shelter with readily decontam nated tarps, ponchos, etc.

Ensures that Mi1’s are filled and there is an avail able
wat er source with a supporting road network

Reports potential decontanmi nation sites to the
hi gher command el enent.

Erects and nonitors avail abl e chem cal agent al arns.

Uses protective NBC equi pnent and supplies properly and
mai nt ai ns equi pnent in a high state of serviceability.

Denmonstrates a know edge of chem cal agent synptons.

EVALUATOR I NSTRUCTIONS: MCSF unit is informed that chem cal weapons have

been used, and that attack is i mm nent.

KEY | NDI CATORS: None.
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TASK: 12A.4.17 RESPOND TO A CHEM CAL AGENT ATTACK

CONDITION(S): A MCSF unit is subjected to a chenmical agent attack. Site
shoul d support the type of activities being conducted and permt the safe
use of sinulators and devices.

STANDARDS: EVAL: Y: N, NE

CHEM CAL AGENT
.1 __ Responds to a chem cal alarm by taking inmedi ate
protective neasures foll owed by treatnent/
decont am nation of casualties. (KI)

.2 __ Personnel mask autonatically upon notification of any
eneny artillery, rocket, or air attack/overflight.

.3 ___ Personnel mask automatically upon perceiving a
suspi ci ous odor, airborne droplets/mst, or snoke
from unknown source

.4 __ Marines unmask only when authorized. (KI)
.5 Perfornms mssion for at least 4 hours while in MOPP 4.
.6 __  ldentifies type of chem cal agent using avail able

detector Kkit.

PERSI STENT AGENT
.7 ___ Locates and marks wi th NATO standard mnarkers
persi stent agent contam nation areas.

.8 __ Reports location and type of contam nation to the higher
command el ement, and plots the location per FM 3-3.

.9 _ Determines if inmediate relocation to a clean area
i's necessary or possible and advi ses the higher
command el enent .

.10 _ Determnes decontanmination priorities and requests
decont am nati on support, if required.

.11 Waps, marks as contam nated, and evacuat es wounded
in action (WA s) as mission permts. Wirns nedical
treatnment facility.

.12 _ Waps, marks as contam nated, and evacuates killed
in action (KIA s) as mission pernits. WAarns graves
registration collection point.

NONPERSI STENT AGENT
.13 Fol | ows unmaski ng procedures. (KI)

.14  Evacuates WA's to the nedical treatnment facility as
m ssion permts.

.15  Evacuates KIA's to the graves registration collection
point as mission permts.

.16 _ Services detector units and returns themto operation
.17 __ Replaces expended chemi cal defense itens, as required.
.18 _ Adjusts MOPP | evel, as required.

.19  Plans and provides first aid treatnent to casualties

in a chem cal environnent.

EVALUATOR | NSTRUCTI ONS:  Sel ected personnel are presented decontam nation
training kits and first aid treatnent training devices to "treat designated
casualties". Every attenpt nust be nade to provide a realistic situation

t hrough devi ces, scenarios, or other aids devel oped through innovation

The key to a thorough evaluation is a realistic, believable, wel

supported situation inposed by the trainer/evaluator. N nety percent of

t he personnel nust successfully acconplish the tasks for the unit to
receive a "yes" evaluation
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KEY | NDI CATORS:

CHEM CAL CASUALTI ES

Cheni cal casualties are described as:

1. Personnel w thout mask and hood within arnms reach, without
decontam nation kits, or not wearing chem cal protective clothing.

2. Personnel not taking inmediate corrective actions upon
perceiving the attack, hearing a chem cal agent alarm
bei ng ordered to mask, or using incorrect nasking
procedures (not masking within 9 seconds), or neking
incorrect use of decontamination kits/first aid treatment itens.

3. Marines who unmask or therew se assune a | esser degree
of MOPP without being authorized to do so.

UNVASKI NG PROCEDURES

When a detector kit is available, the foll owi ng unmaski ng procedures will
be adhered to:

1. After deternmi ning absence of agents, two or three Marines unmask
for 5 mnutes.

2. Marines remask and are exanined in a shady area for synptonms for
10 mi nutes.

3. If no synptons appear, remrainder of unit may unnmask

When no detector kit is available, the follow ng unmaski ng procedures wil|l
be adhered to:

1. Two or three Marines take a deep breath, hold it.

2. Then they clear their nasks, reestablish the seal, and
wait 10 m nutes.

3. If no synptons appear, the same Marines break the seal of their
masks, take two or three deep breaths, clear and reseal their nasks.

4. |If after 10 minutes no synptons have appeared, the sanme Mari nes
unmask for 5 m nutes and then remask.

5. If after 10 nore minutes no synptons have appeared, the
rest of the unit may unnmask.

TASK: 12A.4.18 PERFORM HASTY DECONTAM NATI ON

CONDI TION(S): Personnel and equi pnent have been contam nated by a chem ca
agent. Tinme is not available for conplete decontam nation. The hazard is
such that hasty decontam nation is required. All personnel are maintaining
a maxi mum MOPP

STANDARDS: EVAL: Y; N, NE

.1 _ Decontam nates individual weapons and MCSF unit equi prent
usi ng appropriate decontam nation kits.

.2 __ Determnes extent of decontam nation and establishes
decontam nation priorities.

.3 ___ Renpves contam nated protective covers and decont am nat es,
or discards.

.4 __ Uses appropriate decontam nation procedures for itemnms being
decontam nated. (KI)

.5 __ Decontam nates equi prent and vehicl es using appropriate
expedi ent devi ces.

.6 __ Determ nes adequacy of decontarm nation
.7 ___ Discards contanminated materials according to tactical SOP
mar ks as cont am nated, and provi des | ocations to higher
command el enent .
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.8 __ Reduces MOPP level, if required

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

DECONTAM NATI ON PROCEDURES

If support is not available for conducting hasty decontam nation, initia
decont anmi nation of unit equi pment, vehicles and weapons may be acconplished

by:

1. Rempving all gross liquid contam nation with sticks or other
i nprovi sed devices, which are buried after use.

2. Uilizing ML1 decontami nation apparatus filled with DS2 to spray
areas frequently used or touched (water is used to sinulate DS2
in a training environnment).

Contanminated itens that nay need special decontam nation treatnment are:

1. POL, food, and water containers and nunitions. These are
washed with soapy water, rinsed, and thoroughly air dried.

2.  Communi cati ons equi pnent, electronic vans, and other electronic
equi pment are decontam nated with hot air, by weathering, or al
netal parts are wiped with rags soaked with detergent solvent #2
(DS2) (water is used for training purposes).

3. Optical instrunents are blotted with rags and then wi ped with | ens
cl eaning sol ution or organic solvent.

Adequacy of decontam nation is determ ned using the chemi cal agent detector
kit. |If contamnation is still present, procedures can be repeated,
decont ami nati on support can be requested, or the risk of using the

equi pnent can be accept ed.

TASK: 12A.4.19 COORDI NATE FOR DELI BERATE DECONTAM NATI ON OF EQUI PMVENT

CONDI TION(S):  Equi pnent has been contam nated by a chenical agent. Hasty
decont anmi nati on has been acconplished. Tine is available for conplete
decont anmi nation. Decontam nation support froma decontam nation unit is
avai |l abl e upon request.

STANDARDS: EVAL: Y; N, NE

.1 __ Coordinates with decontam nation unit for arrival tine,
| ocation, supplies, equipnent, and personnel support to
be furnished and estinmated tinme of conpletion

.2 ___ Dispatches advance party follow ng recei pt of route
cl earance to personnel/equi prent decontam nation
stations (PDS/ EDS) assenbly area

.3 ____ Moves main body to PDS/EDS assenbly area and organi zes
for processing.

.4 __ Begins decontamination as schedul ed.

.5 _ Reorganizes LAAM Bn/Btry personnel in a clean area

upwi nd of residual effects for the resunption of
their m ssion.

.6 Adj usts MOPP | evel, as required.
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EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.4.20 EXCHANGE PROTECTI VE CLOTHI NG

CONDI TION(S): The protective clothing is contam nated and a suitable
uncontam nated area i s avail abl e.

STANDARDS: EVAL: Y: N, NE

.1 __ Renpbves contam nated clothing wi thout transfer of
cont am nat i on.

.2 _ Changes to new protective clothing.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK: 12A.4.21 SCORE THE NBC EXAM

CONDI TION(S): O assroom At nosphere. An examnot to exceed 30 mi nutes,
will be prepared at the Wng/ G oup level. Al available personnel wll
take the exam

STANDARDS: EVAL: Y; N, NE

.1 __ Unit averaged 10 percent or higher
.2 ___ Unit averaged 20 percent or higher
.3 ___  Unit averaged 30 percent or higher
.4 __ Unit averaged 40 percent or higher
.5 Unit averaged 50 percent or higher
.6 Unit averaged 60 percent or higher
.7 _____  Unit averaged 70 percent or higher
.8 ____ Unit averaged 80 percent or higher
.9 __ Unit averaged 90 percent or higher
.10 __ Unit averaged 100 percent.

EVALUATOR | NSTRUCTI ONS:  Standards will be marked either Y or N, as
appropriate. As an exanple, if the team average was 76 percent,
Task 12A.4.21.1 through 12A 4.21.7 would be marked Y (Yes) and the
remai nder woul d be narked N (No).

Requi red dat a:

1. Nunmber of personnel in unit:

2. Nunber of personnel taking exam

3. Unit average:
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KEY | NDI CATORS: None.

12A.5 CLOSE QUARTERS BATTLE (COB)

TASK:  12A.5.1 CONDUCT SPECI AL RESPONSE TEAM (SRT) | N TI AL PLANNI NG

CONDI TION(S): A MCSF Bn unit is conducting security/tactical operations.
An SRT receives a mssion which may invol ve CQB

STANDARDS: EVAL: Y: N, NE

.1 Determ nes intelligence and other information requirenents.

.2 ___ Receives and analyzes the mission to identify specified
and inplied tasks.

.3 ____ ldentifies personnel and equi pnent requirenents.

.4 _ Establishes task organi zation

.5 _ ldentifies rules of engagenent.

.6 __ Establishes command rel ationshi ps.

.7 ____ Promul gates SRT pl anni ng gui dance whi ch addresses al

aspects of the operation.

. 8 I ntegrates the designated marksnman into the plan

.9 __ Miintains close and continuous planning coordination
with the tactical operations center (TOC) .

.10 __ Devel ops plans using standardi zed procedures
contained in SOP s and | ocal Navy contingency plans.

.11 __ Coordinates all conmunication requirenents to
i ncl ude a separate SRT frequency.

.12 Requests maps, charts, imagery, and other graphic aids.

.13 __ Receives and disseninates to all SRT nenbers
prelimnary intelligence estimte based on
conti ngency pl ans.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.5.2 ESTABLI SH SRT COVMAND AND CONTRCL

CONDI TION(S): An SRT, upon receiving a mssion which may involve CQB
establ i shes command and control

STANDARDS: EVAL: Y; N, NE

.1 __ Establishes TCC.
.2 ___  ldentifies SRT chain of comrand.
.3 ____ ldentifies unique comunications requirenents; i.e.

equi pment, format, procedures, etc., based on the
speci fic command and control relationshi ps established.

.4 __ Issues digital encryption system (DES) radi o comuni cation
for all SRT menbers.
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EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A. 5.3 CONDUCT ESTI MATE OF THE SI TUATI ON (BAMCI S AND METT-T)
CONDI TION(S): An SRT, upon receipt of a m ssion, must conduct

an estimate of the situation

STANDARDS

EVAL: Y: N NE

21

.2

.3

Applies BAMCI S and METT-T to specific SRT m ssion
| ssues warning order to SRT.

| ssues warning order to supporting el ements.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

An SRT, upon receiving a CQB nission, devel ops a concept of

Devel ops a plan which allows for isolation of the target area.

Identifies techniques, procedures, weapons, and expl osive

sni per, antiarnor, and other direct fire weapons positions.

Adopts a plan of attack which integrates all avail abl e assets,

TASK: 12A. 5.4 DEVELOP CONCEPT OF THE OPERATI ON
CONDI TION(S) :

enpl oyrent .

STANDARDS: EVAL: Y. N. NE

1

.2 ___ Plans three dinensional (at, above, and bel ow street
l evel ) ingress and egress routes, and plans for the
rapid seizure of objectives.

.3
devi ces, designhated narksman, etc., to neutralize eneny

.4 _ Develops a plan to rapidly regain control of the
obj ective area.

.5
both internal and external to the unit.

.6 __ Provides adequate gui dance to subordi nates; however
the concept demands centralized control but
decentral i zed executi on.

.7 ____ Provides guidance on the use of riot control agents.

.8 ___ Integrates the use of transport helicopters to take
advantage of their inherent ability to bypass
obstacl es and eneny (threat) strongpoints,
concentrate forces, provide fire support, and all ow
for i mediate resupply.

.9 __ Considers the use of snoke.

.10 _ Plans for the use of the designated nmarksman tean(s).
.11 _ Develops a detailed fire support plan that takes into
consi deration protected areas and fire support
coordi nati on nmeasures
.12

Provi des gui dance concerning assault site sensitivities.
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.13 _ Reviews the DoD use of force policy.

.14  Designates signals which are distinctive and wel
under stood, and which correspond with signals
contained in the unit SOP s.

.15 _ Plans for reinforcenent of the SRT.

.16 _ Plans mssion brief and rehearsals prior to the

depl oynent of forces.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.5.5 CONDUCT REHEARSAL

CONDI TION(S): An SRT, upon receipt of a mssion, if possible,
conducts a rehearsal .

STANDARDS: EVAL: Y; N, NE

.1 __ Conducts a detailed brief on the plan for all key
i ndi vi dual s.

.2 __  Wilizes a terrain nodel, sketch, aerial photographs, or
other training aids when briefing the plan

.3 ___ Ensures all personnel understand the plan, and are
cogni zant of their duties and responsibilities. (KI)

.4 _ Alows an opportunity for questions and comrents.

.5 __ Issues weapons and special equi prment, and conducts
mai nt enance, preops, and communi cati ons checks on
requi red special equipnent.

.6 __ Conmmences unit and individual training readiness drills.

.7 ___ Schedules an overall rehearsal during a period with the sane
expected illumnation conditions, if tine permts.

.8 ___ Rehearses breaching techniques, firing techniques,

nmet hods of entry, and crossing of critical areas.

.9 __ Sets BZO on all weapons and calibrates those with
ni ght vision sights nounted.

.10 _ Conducts classes for all SRT personnel on denolition
techniques if not previously conpl et ed.

.11 __ Ensures all personnel have received training on
speci al equi prent, weapons, or ordnance issued.

.12  Advises all personnel of the DoD use of force policy.
.13 __ Conducts final brief for key |eaders.
.14  Conducts final inspection for all personnel and equi pnent to

ensure prescribed itens are avail able, serviceable, carried
correctly, and all personnel understand all requirenent
aspects of the m ssion.

.15 Updat es concept of operations, if required.

EVALUATOR | NSTRUCTI ONS:  None.
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KEY | NDI CATORS: None.
TASK: 12A.5.6 CONDUCT SRT OPERATI ON
CONDI TION(S): An SRT conducts an operation involving CQB
STANDARDS: EVAL: Y: N. NE

.1 __ Exercises tactical novenent to the objective area
or target |ocation w thout detection

.2 ____ Conducts breaching of magazi nes, doors/hatches,
bul kheads, overheads and decks, as required.

.3 __  Wilizes discrimnating shooting techniques in known
spaces engagi ng targets w thout striking special
weapons/critical systens with assigned weapon(s).

.4 __ Conducts team novenent skills to include fast
rope/ rappel ling as per unit/shipboard SOP under
day/ ni ght/ NBC envi ronnents.

.5 Clears aroomutilizing close quarter battle tactics.

.6 __ Engages, neutralizes, and dom nates the threat.

.7 ___ Ensures designated narksman tean(s) utilizes

assi gned weapon(s) and precision shooting to engage
targets at |less than 500 neters.

.8 __ Ensures designated nmarksman tean(s) engage in
surveill ance, conmunications, and reporting.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.5.7 CONDUCT POST OPERATI ON PROCEDURES

CONDI TION(S): An SRT takes appropriate actions upon m ssion conpletion

STANDARDS: EVAL: Y; N, NE

.1 ___ Secures and consolidates the incident scene.

.2 __ Assists in collection of information/evidence for
investigative authorities.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.
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12A. 6 NUCLEAR REFUELI NG DEFUELI NG OPERATI ONS

TASK: 12A. 6.1 ESTABLI SH PROCEDURES FOR THE USE OF DEADLY FORCE

CONDITION(S): A MCSF unit is tasked with providing security for
nucl ear refueling/defueling operations. G ven a situation in
whi ch deadly force is authorized to protect nuclear
refueling/defueling, the unit responds appropriately.

STANDARDS: EVAL: Y: N, NE

.1 _ Explains the definition of deadly force.
.2 __ Explains/denonstrates how deadly force could be used.
.3 __ Explains the DoD s use of force policy as it applies

to nucl ear refueling/defueling operations.
.4 Describes ramifications of intent and tenper on deadly force

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK: 12A. 6.2 CONDUCT | NTERI OR GUARD

CONDITION(S): A MCSF unit is tasked with providing security for nuclear
refuel i ng/ defueling operations. The guard of the day is established per
NAVMC 2691A, NAVSEAI NST C1920. 22, applicable portions of OPNAVI NST C8126. 1,
and the local SOP. Personnel at their assigned posts/positions.

STANDARDS: EVAL: Y; N NE

.1 __ Denopnstrates know edge of general orders and interior guard
procedures per the | ocal SOP

.2 ___ Denpnstrates proficiency in conducting those operations
covered by | ocal special orders.

.3 ___ Explains/denonstrates proper nethods of apprehension
and restraint per the |ocal SOP

.4 Exerci ses OPSEC per the |ocal SOP

.5 _  ldentifies information that is not to be discussed
wi t h nonguard personnel

.6 _ Safeguards classified materi al

.7 ___ Accounts for classified materi al

.8 ___ Corrects and reports violations of OPSEC.

.9 _ Denpbnstrates the proper response to a bonb threat

per the local SOP

.10 _ Denobnstrates the unarned self defense nethods enpl oyed by
MCSF security guards

.11 _ ldentifies the individual protective neasures to prevent and
deter terrorist attacks.

.12 ~ ldentifies the local threat.

EVALUATOR | NSTRUCTI ONS:  None.
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KEY | NDI CATORS: None.

TASK: 12A. 6.3 CONDUCT CHALLENG NG PROCEDURES

CONDI TION(S): Sentries posted as part of the guard of the day encounter
unknown persons in vehicles and/or on foot, on or near their post.

STANDARDS: EVAL: Y: N NE

.1 Denonstrates the proper nmethod for chall engi ng.

.2 ____ Ensures challenged personnel are stopped in a position from
which the sentry can not be threatened.

.3 ___  ldentifies, positively, the person bei ng chal |l enged.

.4 __ Executes all challenges per the |ocal SOP

.5 Challenges a group of personnel properly.

.6 _ Denpnstrates the proper nmethod for chall engi ng vehicl es.

.7 ___ Ensures that while on vehicle patrol/post the driver drops the

assistant driver in a covered and conceal ed position.

.8 __ Ensures that the assistant driver assunes a covered/ conceal ed
position with adequate fields of fire and observation

.9 __ Ensures that drivers concentrate the head/spot |ight on the
chal | enged vehicle and driver

.10 | ssues the challenge and instructions with authority.

.11 _ ldentifies the types of perineter barriers, protective
lighting, intrusion detection systens and | ocking systens.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.6.4 EXECUTE REACTI ON FORCE ELEMENTS

CONDI TION(S): The normal guard of the day has been established
and discovers a threat to a nuclear refueling/defueling operation

STANDARDS: EVAL: Y; N, NE

.1 __ ldentifies the conposition of the initial response
force (IRF) and explains its nission

.2 Organi zes, arns and depl oys an | RF per the |ocal SOP

.3 ____  ldentifies the conposition of the back-up alert force (BAF)
and explains its mssion.

.4 __ Oganizes, arns and depl oys a BAF per the | ocal SOP
.5 ldentifies the conposition of the RF and explains its m ssion
.6 __ Oganizes, arns and deploys the RF per the | ocal SOP
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EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A. 6.5 EMPLOY GUARD WEAPONS

CONDITION(S): A MCSF unit is tasked with providing security for nuclear
refuel i ng/ defueling operations. The guard is arned per the | ocal SOP and
encounters tactical circunstances requiring the use of various weapons.

STANDARDS: EVAL: Y: N, NE

.1 __ Maintains proficiency with all weapons in the guard
i nventory.
.2 ___ Selects the proper weapon mx (to include grenades)

to resolve the tactical situation

.3 ___ Denopnstrates the proper enploynent of all guard
weapons under varying tactical circunmstances.

.4 __ Clears mal functions/stoppages on all weapons in the
guard inventory.

.5 _ Denonstrates field stripping and proper cleaning
procedures of all weapons in the guard inventory.

.6 _ Denonstrates the proper method of |oading and
unl oading all weapons in the guard inventory.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK:  12A.6.6 DEMONSTRATE CRI SI S/ STRESS SHOOTI NG

CONDITION(S): A MCSF unit is tasked with providing security for nuclear
refuel i ng/ defueling operations. Guard nmenbers are required to fire
weapons while subjected to stress.

STANDARDS: EVAL: Y; N, NE

.1 __ Denopnstrates proper nodern conbat shooting techniques with
assi gned weapons.

.2 __ Denopnstrates proficient tactical |oading and unl oadi ng of
assi gned weapons.

.3 ___ Engages multiple targets bal anci ng novenent, speed,
and accuracy.

.4 __ Clears mal functions under stress with assi gned weapons.
.5 __  Engages multiple targets accurately under stress.
.6 __ Engages targets accurately under low light and no |ight

conditions with assi gned weapons.

.7 ___ Conpletes a failure drill.

.8 __ Conmpletes a short range tinmed fire drill.

.9 __ Engages targets while wearing a gas mask

.10 _ Fires as a nmenber of a fire teamduring fire and novenent.
.11 __ Denonstrates/explains ricochet shooting.
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.12 _ Denonstrates/explains airborne target engagenent.

.13 Transitions to a back-up weapon

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A. 6.7 EMPLOY DESI GNATED NMARKSVAN

CONDI TION(S): The guard is given a situation requiring the use of highly
accurate rifle fire to elimnate a threat to nucl ear refueling/defueling
oper ations.

STANDARDS: EVAL: Y; N, NE

.1 A designated marksman program has been establi shed
and mai nt ai ned.

.2 Fires a mnimm of 100 rounds/nonth to mai ntain proficiency.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK: 12A. 6.8 UTILIZE ALARNS

CONDITION(S): An alarmsystemis utilized per the |local requirenents.

STANDARDS: EVAL: Y; N NE

.1 __ Denopnstrates know edge of |ocal security alarnms used
in support of refueling/defueling operations.

.2 ___ ldentifies/explains proper response to each type of
al arm provided by the | ocal system

.3 _ Denonstrates howto initiate an al arm status check

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK:  12A.6.9 CONDUCT NUCLEAR FUELI NG DEFUELI NG OR WEAPONS ACCI DENT
PROCEDURES

CONDI TION(S): During nuclear refueling/defueling operations events occur
requiring the guard to respond to various threats of accidents/incidents.
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STANDARDS: EVAL: Y: N, NE

.10

Defines the term nucl ear acci dent.

Expl ains the m ssion of the Marine Security Forces
during an acci dent.

Denonstrates know edge of |ocal nuclear accident procedures.

Expl ai ns the radiol ogical threat (al pha radiation) and
denonstrates protective neasures

Est abl i shes the inner perineter and tenporary entry
control point.

Identifies Navy enmergency response units (anbul ance,
RADCON t eam) .

Identifies and explains the purpose of the hotline.

Identifies and explains the chain of command during a
nucl ear acci dent.

Sel ects the proper communi cation net for use during a
nucl ear acci dent.

Denonstrates the use of the nuclear energency information
sheet in a nucl ear accident.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.6.10 CONDUCT COMMUNI CATI ONS

CONDI TI ON(S) :

The guard is equi pped with comruni cati ons assets per the

| ocal requirenents.

STANDARDS: EVAL: Y; N, NE

21

.10

11

Expl ai ns/ denonstrates famliarity with | ocal comrunications
assets used by the MCSF.

Uses voice radi o transm ssion procedures effectively.
Sel ects the proper radio net to be used during |ogistics noves.
Delivers a proper SALUTE report when the situation dictates.

Changes power supplies per proper procedures in hand-held
manpack radi os.

Enunci ates an alert over voice and radio circuits.
Identifies unit call signs and prowords per the |ocal SOP

Est abl i shes primary and alternate nmeans of comuni cations for
security forces

Reacts to jamming or interference on a radio net per the
proper procedures.

Descri bes hazards of electromagnetic radiati on (HERO).

Transnmits a proper radi o nessage.

EVALUATOR | NSTRUCTI ONS:  None.
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KEY | NDI CATORS: None.

TASK: 12A.6.11 EMPLOY THE RESPONSE FORCE ASHORE AND AFLOAT

CONDI TION(S): A duress systemis established and installed per OPNAV and
| ocal requirenents. The guard of the day is on duty. Situations arise
requiring the activation of the duress system

STANDARDS: EVAL: Y: N, NE

.1 __ Explains/denonstrates the |ocal duress system
(physi cal / ver bal / mechani zed) .

.2 ~_ Reacts appropriately to the al arm duress code when utilized.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK: 12A.6.12 RESPOND TO THE THREAT

CONDI TION(S): Situations arise requiring the guard of the day to respond
to a threat or perceived threat to nuclear refueling/defueling operations.

STANDARDS: EVAL: Y; N, NE

.1 Ensures all hands are aware of the threat.

.2 ___ Ensures Marines have recently FAMqualified with
per sonal weapons.

.3 ___ Ensures personnel are arnmed and equi pped per the |ocal SOP

.4 __ Ensures weapons with which Marines are arned are at BZO

.5 _ Ensures reports are conpleted per the |ocal SOP

.6 __ Ensures adequate conmunicati ons.

.7 ___  Wilizes proper radi o procedures.

.8 __ Meets minimumresponse tine criteria.

.9 _  ldentifies the eneny (threat).

.10 _ Denies access to or dislodges fromthe affected security area

any aut horized personnel

.11 _ Treats casualties utilizing the buddy system
.12  Reacts properly to chenical agents.
.13 __ Ensures personnel tactically maneuver using terrain and

man- made cover and conceal nent.

.14 Conducts a debri ef.

EVALUATOR | NSTRUCTI ONS:  None.
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KEY | NDI CATORS: None.

12A. 7 DENI AL AND RECONNAI SSANCE PATROLLI NG

TASK: 12A. 7.1 PLAN PATROLS

CONDI TI ON(S) :

A MCSF unit is conducting a security mssion and has been

tasked with conducting a patrol

STANDARDS: EVAL: Y: N, NE

21

.10

11

.12

.13

.14

.15

.16

.17

.18

.19

. 20

ENCLOSURE (1)

Anal yzes the m ssion and available information to
identify specific tasks with respect to the
commander’ s gui dance, METT-T, and KOCOA.

Reviews EEFI’'s and i mediately initiates neasures to reduce
OPSEC i ndi cators

Uses standardi zed procedures contained in SOP's to
devel op a day and ni ght patrol schedul e.

Revi ews avail able patrol reports in the area

Requests available intelligence and conbat infornmation on the
eneny (threat); his disposition; his capabilities; his
intentions; i.e., defend, reinforce, attack, wthdraw, or
delay (DRAWD); his identified vulnerabilities; the area of
operations; and the weat her

Requests aerial inagery and ot her avail abl e speci al
t opogr aphi ¢ products.

Conducts a detailed terrain analysis to highlight mlitary
aspects of terrain using KOCOA.

Prepares a detail ed description, sketch, or terrain
nodel of routes of advance into the patrol area.

Eval uates the effects of weather and astronom ca
data on both friendly and eneny (threat) forces;
e.g., anbient light levels and trafficability.

Coordi nates procedures to allow for tinely updates
on the threat and the weather while on patrol

| ssues commander’s pl anni ng gui dance.
Devel ops courses of action and estinmates of supportability.

Assigns a specific mssion and provides required support,
personnel , equi pnent, supplies, and amrunition

Provi des DoD s use of force policy to subordinates.

Speci fies adequate control neasures; i.e., patrol schedul es,
specific times of departure, tine restrictions, checkpoints,
directives, conmunications procedures, avail able | and NAVAI DS
and ni ght novenent procedures.

Identifies available fire support (i.e., air, NG, artillery,
and nortars) and procedures to request these assets.

Coordi nates patrol plan with adjacent units, if required.
Identifies insertion and extraction neans.
Prepares a patrol operations order.

Devel ops a withdrawal plan and plans for other contingencies;
e.g., downed aircraft and nass casualti es.
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EVALUATOR | NSTRUCTI ONS: The estimate of supportability and patro
operations order can be either witten or verbal depending on the
situation and tinme avail abl e.

KEY | NDI CATORS: None.

TASK: 12A. 7.2 PREPARE AND | SSUE A PATROL WARNI NG ORDER

CONDI TION(S): The unit either has devel oped a patrol schedul e
or is conducting patrols according to the unit SOP. Subordinate
units have been tasked to conduct both reconnaissance and
conmbat patrols. Patrol nenbers have been desi gnated

STANDARDS: EVAL: Y; N NE

.1 __ Prepares brief statenments on the eneny (threat) and
friendly situations and capabilities.

.2 ___ Cearly states the nission of the patrol

.3 ___ Lists all nmenbers of the patrol

.4 __ Establishes the chain of conmand.

.5 _ Assigns positions and duties in elenents and teans

to all patrol nmenbers, as required

.6 __ Covers all necessary individual requirenments in the
assi gnnment of positions and duties.

.7 ___ Follows established principles in organizing the
patrol into elenents and teans.

.8 __ Assigns a weapon for each patrol nenber to include
the provision for a suppressed weapon capability.

.9 _ Lists all special equipnent required to acconplish
the m ssion.

.10 _ Designates the proper elenent to carry the special
equi prent .
.11 __ Selects a conmmon uni form and equi pnrent based on

weat her, terrain, and nission

.12 _ Publishes a tine schedul e which includes the date/tinme of
the issuance of the patrol order, the rehearsal, the
i nspection schedule, and the issuance of supplies,
equi prent, and weapons.

.13 __ Ensures that all designated patrol nenbers initial
the patrol warning order

.14  Issues specific instructions to key individuals to
i ncludes duties and responsibilities.

.15 _ Issues warning order within 30 m nutes of receiving
a warning order from supported unit.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.
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TASK: 12A. 7.3 [SSUE A PATRO. ORDER

CONDI TION(S): The patrol |eader has issued a patrol warning order to patro
menbers, conpleted his patrol order, and is ready to issue the order

STANDARDS: EVAL: Y: N, NE

.1 __ Ensures that all patrol nmenbers are present prior to
i ssuing the order.

.2 ___  Conducts an orientation briefing for all nenbers
prior to issuing the patrol order.

.3 ___ Uses a terrain nodel, map sketch, or other training
ai ds when briefing the plan.

.4 __ Provides a weather forecast for the patrol period.
.5 _ Describes the terrain over which the patrol is to operate.
.6 _ ldentifies the size, type, capabilities, suspected

| ocations, and recent activities of eneny (threat)
units known or suspected to be in the area of
oper ati ons.

.7 ____ Provides planned routes of other patrols operating
in the i medi ate area

.8 __ Briefs the fire support plan, which includes all avail able
supporting arnms, and | ocation of approved targets.

.9 __ ldentifies any attachnents to the patrol

.10 _ Specifies the patrol m ssion

.11 __ Provides a conplete concept of the patrol’s operation

.12  Specifies the task of each elenment and all key individuals.
.13 __ Includes all coordinating instructions to include time of

departure and return, primary and alternate routes,

organi zati on for novenent, procedures for crossing danger
areas while en route, actions on eneny (threat) contact,
actions at rallying points, actions at the objective area,
actions at obstacles, energency extractions, and rules

of engagenent .

.14  PBriefs the patrol in the event of PONcapture, injury to
personnel, and inadvertent conprom se.

.15  PBriefs plan for insertion of patrol in detail as a separate
annex to the patrol order.

.16 _ Specifies tinmes and places of rehearsals and inspections.
.17 _ PBriefs those administrative and | ogistics itens requiring
hi ghl i ghting not covered in the warni ng order or not
previ ously nenti oned.

.18 Reviews all signals to be used within the patrol

.19  PBriefs comunications as a separate annex to the
patrol order.

.20 ldentifies time and frequency of required reports
to higher conmand el enent.

.21 ___ Covers intrapatrol and unit chall enge and passwords.

.22 __ Specifies the locations of the patrol |eader, assistant
patrol | eader, and el enent |eaders during all stages of
the patrol.

.23 ___ Ensures that all personnel understand the order and are

cogni zant of their duties and responsibilities.

EVALUATOR | NSTRUCTI ONS:  None.
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KEY | NDI CATORS: None.

TASK: 12A. 7.4 CONDUCT PATRO. REHEARSALS

CONDI TION(S): The patrol |eader has issued his patrol order and has
speci fied an inspection and rehearsal tine.

STANDARDS: EVAL: Y: N NE

.1 Al ots adequate inspection and rehearsal tine.
.2 __  Wilizes a prem ssion checklist.
.3 _____ Conducts the inspection in the patrol formations after

ammunition is distributed and rucksacks/| oadbeari ng
equi prent (LBE) are packed.

.4 __ Inspects the uniformfor conpleteness and correctness and
ensures that clothes fit |oosely.

.5 __ Ensures that essential existence/survival equipnment
is carried separately fromthe packs.

.6 __ Ensures that docunents, CEQ, maps, and notebooks
are carried in the sanme pocket.

.7 ____ Checks for the conpl eteness of all equi pnent
necessary to acconplish the mssion; e.g.
bi nocul ars, night vision goggles, canera, etc.

.8 ___ Inspects packs to ensure that no shiny netal is
evident, that all snaps and buckles are taped (but
not with paper tape), that a waterproof bag |ines
the inside of the pack, and that itens are adjusted
for noise discipline.

.9 __ Checks the contents of the pack for conprom sing
information, cigarette lighters, etc.

.10 __ Ensures that grenades are properly carried, taped,
and canoufl aged with black or olive drab (OD) spraypaint.

.11 _ Test fires all weapons and ensures that all weapons
swivel s and nuzzl es are taped and that cleaning
equi pnent is carried.

.12 _ Loads magazi nes per procedures contained in the unit
SOP; e.g., placenent of tracers to alert the shooter
of nunber of rounds renaining.

.13 __ Checks to ensure that each patrol has a map and that
the maps show an area of 5 to 10 km outside the
pl anned patrol route.

.14  Conducts an operational check of comrunications
equi pmrent, presets radio frequencies, inspects
spare radi o batteries to ensure that they are |left
in plastic, and ensures that erasers are carried to
cl ean radi o and handset term nals.

.15 _ Checks nedical supplies and ensures that cough and
st omach nedi ci nes, water purification tablets, and
aspirin are carri ed.

.16 _ Quizzes patrol nenbers.
.17 __ Places packs in a secure area to prevent tanpering.
.18 _ Tinme permtting, rehearses mmjor actions; e.g.

breaki ng contact, recovery of wounded, actions at
the objective, actions at danger areas, reaction to
anbush (right, left, front), reaction to contact,
and obstacl e crossing.

.19  Rehearses intrapatrol conmunications and control neasures.
.20 __ Rehearses insertion and extraction procedures.
.21 __ Prepares expedi ent antennas and rehearses antenna erection
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.22 ___ Conducts a ZIPPO brief prior to any pl anned
hel i copter insertion

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A. 7.5 CONDUCT A SECURI TY COVBAT PATROL

CONDI TION(S): A MCSF unit has been given a mission to conduct a conbat
patrol; e.g., an anmbush or a raid patrol. Eneny (threat) forces are known
to be operating in the area in snmall units, and they have direct and
indirect fire, both fixed and rotary-wing aircraft, and EWcapabilities.

STANDARDS: EVAL: Y; N NE

.1 __ Uses guides, NAVAIDS or other techniques to contro
novenent through the passage point.

.2 ____ Maiintains dispersion during the passage of lines, and
conpl etes the passage with mni mal confusion or del ay.

.3 ___ Conducts a security halt after noving fromthe
passage point and establishes conmunicati ons.

.4 __ Wilizes control neasures: checkpionts, rally
poi nts, stand to/stand down, etc.

.5 Uses patrol routes that avoid civilian centers,
roads, trails, etc.

.6 __ Except as necessary to nmintain comrunications,
avoi ds ridgelines or topographic crests or other
terrain features that are natural lines of drift.

.7 ____ Maintains all-around security.

.8 __ Conducts frequent security halts.

.9 __ Remmins oriented throughout the patrol, and is able

to locate the patrol within 200 neters at all tines.

.10 _ Enforces light and noise discipline (no talking,
noi ses, snoking, etc.) throughout the patrol

.11 __ Ensures that the count is passed forward
periodically, after crossing danger areas or
obstacl es, and after eneny (threat) contact.

.12  Designates rally points frequently or as designated
in the patrol order.

.13 __ Ensures that all nenbers are inforned of rallying points.
.14  Recogni zes danger areas and halts the patrol a safe
di stance away; then provides security and/or support
teanms to designated Marines reconnoitering the far side.

.15 _ Submts required reports in a detailed and tinely manner
.16 _ Takes immedi ate action on eneny (threat) contact, as
covered in the patrol order.

.17 ___ Maintains control over the patrol during eneny
(threat) contact.

.18 _ Uses all fire support neans avail abl e during eneny
(threat) contact.

.19  Halts the patrol a safe distance fromthe tentative
objective rally point and sends/takes the pointnan
forward to check for eneny (threat).

.20 Cccupies the objective rally point as planned and
rehearsed and provi des security.

.21 __ Reviews the contingency plan prior to conducting a
| eader’ s reconnai ssance.
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.22 ___ Takes appropriate personnel on the | eader’s reconnai ssance;
e.g., element |eaders and key individuals.
.23 ___ Conducts a | eader’s reconnai ssance of the objective
and, at a mninum prepares a sketch
.24 __ Maintains or ensures comrunication with the patrol
during the | eader’s reconnai ssance.
.25 __ Avoids eneny contact during the conduct of the |eader’s
reconnai ssance.
.26 Keeps the objective under surveillance by patrol
personnel after the | eader’s reconnai ssance.
.27 _____ lssues an appropriate FRAGO to el enment | eaders to either

change or confirmthe plans in the patrol order and
allows themtine to brief their el enents/teans.

.28 _ Enploys security teans prior to the assaul t/support teans
for an anmbush or at approxinately the sane tinme for a raid.

.29 Uilizes terrain effectively during the novenent to
the objective

.30 Mai ntai ns stealth during novenent to the objective.

.31 __ Exercises positive control over elenent, teans, and
i ndi vidual s at the objective.

.32 __ Actions at the objective acconplish the n ssion and
are according to the plan as briefed.

.33 __ Enploys supporting arns at the objective and during
wi t hdr awal .
.34 _ Wthdraws fromthe objective area quickly, quietly,

and according to the plan.

.35 __ Reorganizes at the objective rally point in an
expedi tious and orderly nmanner and di sseni nates
collected information to all patrol nenbers

.36 Security and stealth override any concern for speed.
.37 ____ Rotates the pointman often
.38 __ Changes direction frequently to confuse anyone who

is follow ng.

.39 Selects a harbor site away fromnatural lines of drift.

.40 __ Adheres to the priority of work within the harbor site and
establishes an alert plan.

.41 __ Ensures that all patrol nenbers are aware of the
evacuation plan fromthe harbor site.

.42  Conducts police calls after rest halts, after chow,
at patrol bases, etc., to ensure that no trace of
the patrol’s presence is |eft behind.

.43 Enf orces and supervi ses personal hygi ene nmeasures

.44  Maintains a detailed record of all information
coll ected and reports submtted.

.45 _ Uses proper procedures for security, recognition
etc., when reentering friendly lines.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.
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TASK: 12A. 7.6 CONDUCT PATROL DEBRI EFI NG

CONDI TION(S): A patrol has returned. The intelligence section, if
avai |l abl e, assists in the debriefs.

STANDARDS: EVAL: Y: N NE

.1 __ Coordinates the debriefing of the recovered patrol with the
S2 section, if available.

.2 Uses a post m ssion checklist.

.3 __ Debrief concentrates on answering the EEI’'s of the
unit conmander.

.4 __ Conducts a communications debrief.
.5 _  Ensures that the entire patrol participates in the debrief.
.6 __ Provides debriefers with all notes and map notations

made during the patrol

.7 Subnmits a detailed patrol report within 6 hours after recovery.

.8 __ Submits filmand a filmlog which includes detail ed
i nformati on concerni ng the photograph taken during the patrol

.9 __ Properly tags and turns over all eneny (threat) nateria
coll ected on the patrol

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

12A.8 SECURI TY FORCE REI NFORCEMENT

TASK: 12A.8.1 PLAN FOR A RElI NFORCEMENT OPERATI ON

CONDI TION(S): A MCSF Bn unit has been assigned a reinforcenent m ssion
The unit must plan for the operation.

STANDARDS: EVAL: Y; N, NE

.1 __ Initiates detailed planning upon receipt of the warning order

.2 ___ lssues a warning order to subordinate units expected to be
involved in the reinforcenment effort, and provides
information copy to higher headquarters. (KI)

.3 ___ Analyzes the m ssion to devel op specific tasks.

.4 _ Reviews EEFI and the vulnerability assessnment conducted during
contingency planning; and initiates inmedi ate nmeasures to
reduce OPSEC i ndicators.

.5 _ Reviews existing contingency plans, SOP s, |essons |earned,
and gathers all available intelligence information

.6 Requests direct liaison with other outside agencies,
as required.

.7 ___ Requests direct liaison authority inmediately to identify
security procedures, interoperability problenms wth host
nation forces, |ocation of positions, exchange of |iaison
personnel , conmuni cations, |ogistics requests, and rul es of
engagenent, etc.

. 8 | ssues commander’s gui dance.

.9 Devel ops courses of action and estinmates of supportability.
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.10 _ Arranges for and conducts a | eader’s reconnai ssance.
.11 _ Uses standardi zed procedures contained in SOP s and
contingency plans to develop the plan
.12  Ensures the DoD use of force policy is inplenented.
.13 __ Produces a detailed plan.
.14  Devel ops contingency plans.

EVALUATOR | NSTRUCTI ONS: Estinmates of supportability can be either verba
or witten.

KEY | NDI CATORS:

WARNI NG ORDER

The warni ng order should at a minimmcontain the follow ng information
m ssion, forces anticipated to becone involved, tineline, special

i nstructions, and available information on the area of operations.

The warning order should be witten, if time permts.

LEADER S RECONNAI SSANCE

If possible, the commander perforns a detail ed reconnai ssance of the area.
Based upon this reconnai ssance and ot her infornation obtained, he anal yzes
hi s defensive sector to determ ne which terrain feature(s) nust be
controlled to acconplish the mssion. After determning key terrain, the
commander anal yzes the avenues of approach into his sector from al
directions. He also analyzes the observation, fields of fire, conceal nent,
cover, and obstacles in the sector. Because of the uni queness of the

m ssi on, he must consider the rules of engagenent and plan for procedures
whi ch adhere to the rul es of engagenent while providing for early warning,
adequate security, and, nost inportantly, allow for adequate reaction tine.

The pl anni ng and coordination for the construction and/or inprovenment of
obstacles and barriers to enhance the defense is al so begun

RULES OF ENGAGEMENT

The commander coordinates the rul es of engagenent, and approved entry and
exit procedures. These procedures are not limted to, but should include
nmet hods for advanced word of official visitors prior to their arrival at

the conpound, and outline entry/exit checks to be used. |If not already in
use, the commander shoul d al so nmake known the requirenment to tenporarily
borrow hand-hel d radi os whi ch have approved encryption devices to coordinate
this effort. Special orders for the various fighting positions are agreed
upon as well as the profile and manni ng of those positions.

An exchange of |iaison personnel, information, and the devel opnent of
I i nkage measures nust be acconplished. The identification of
interoperability problens is key.

TASK: 12A. 8.2 CONDUCT | NTELLI GENCE PLANNI NG

CONDI TION(S): A MCSF Bn unit has been assigned a reinforcenent m ssion
The unit must conduct intelligence planning.

STANDARDS: EVAL: Y; N, NE

.1 __ Requests intelligence support from hi gher headquarters.
Requests imagery of the target area i medi ately, and
utilizing all avail abl e topographi c products, conducts
a detailed terrain anal ysis.

.2 ___ Enforces active counterintelligence neasures; i.e.
enforces strict security, isolates reinforcenent
force, and ensures classification of details.
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.4

.5

.13

Identifies requirenments for special equipnent
generated by terrain and weather, especially as it
effects the enpl oynent of night vision devices, and
ot her observation devices.

Estimat es eneny reaction capabilities.

Identifies ITT/CIT requirenents.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A. 8.3 DEVELOP CONCEPT OF OPERATI ONS

CONDI TI ON(S) :

A MCSF Bn unit has been assigned a reinforcement m ssion.

The unit must devel op a concept of operations.

STANDARDS

EVAL: Y; N NE

21

.10

11

.12

Integrates available intelligence and conbat information
into the overall planning process.

Anal yzes terrain and determ nes key terrain and maj or avenues
of approach.

Identifies forces to be involved in the reinforcenent
oper ati on.

Defines command structure and rel ati onshi ps.

Devel ops a security plan based on reconnai ssance and ot her
information which allows for the control of the assigned
objective, and allows for forces to acconplish any other
tasks that may becone necessary.

Integrates all available fire support nmeans into the
def ense pl an.

Det erm nes requirenments for obstacles, antitank/antivehicle
def ense, and ot her defensive neasures.

Est abl i shes necessary control and comruni cati on neasures.
Det erm nes adm ni strative and | ogi stics support requirenents.

Attenpts early coordination with reinforced unit to refine
the concept of operations.

Revi ews DoD s use of force policy.

Schedul es m ssion brief and rehearsals prior to depl oynment
of forces.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.
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TASK: 12A. 8.4 TASK ORGAN ZE

CONDI TION(S): A MCSF Bn unit has been assigned a reinforcenent m ssion
The unit must task organize to acconplish the m ssion

STANDARDS: EVAL: Y: N NE

.1 __ Oganizes according to the m ssion assigned, the eneny threat,
avail abl e assets, and policy limtations.

.2 Consi ders special skills and equi pnent of all units avail able.

.3 ____ Considers liaison personnel for assignnent to reinforced unit
forces with adequate comruni cati ons assets.

.4 __ Considers CSS/ nmedical support augnentation with assets for
communi cat i ons.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK: 12A. 8.5 PLAN COMMUNI CATI ONS

CONDI TION(S): A MCSF Bn unit has been assigned a reinforcenent m ssion
The unit must plan its comruni cations.

STANDARDS: EVAL: Y; N, NE

.1 __ ldentifies required comunicati ons needs.
.2 ____  Plans comuni cati ons redundancy.
.3 __  Wilizes wire communi cations extensively in all defensive
posi tions.
.4 __ Enploys various types of radios; i.e., UHF, VHF, and
HF, with enough redundancy to ensure reliable
comruni cations for all |ong range requirenents.
.5 _ Establishes communi cations with outside agencies as directed.
.6 _ ldentifies interoperability problems with reinforced unit.
.7 ___ Coordinates with the security force elenents to ensure

requi red connectivity is planned.

.8 ___ Devel ops communi cations contingency pl ans.
.9 __ Ensures an adequate nunber of frequencies are all ocated.
.10 __ Ensures conmuni cations discipline neasures are adhered to

during pl anni ng.

.11 _ Ensures that the comunications plan reflects correct key
lists and edition nunbers, and verifies that units
possess them

.12 _ Plans for HF field expedi ent antennas.
.13 __ Plans for spare parts to be depl oyed.
.14  Perfornms comuni cations checks with all elenents aboard ship

prior to deploynent, paying particular attention to those
radi os deened critical

.15 Di ssem nates any special conmuni cations to be used between

naval forces and the rei nforcenent force
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EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A. 8.6 CONDUCT LOd STI CS PLANNI NG

CONDI TION(S): A MCSF Bn unit has been assigned a reinforcenent m ssion
The unit must conduct its |ogistics planning.

STANDARDS: EVAL: Y: N, NE

.1 __ Initiates detailed planning upon receipt of the warning order
.2 ____  Analyzes the mssion to devel op specific CSS tasks.
.3 ___ Coordinates the size of the security force, type support

required, critical weapons systens, special equipnent
requi renents, distances involved, and the anticipated
duration of the operation.

.4 _ Develops a detailed CSS estimate of supportability
whi ch conpares all CSS related factors influencing
each proposed course of action.

.5 _ Reviews existing contingency plans, SOP s, and
| essons | ear ned.

. 6 Determ nes the feasibility of sustainability.

.7 ____ Calculates ambunts and types of special Cass V
support for the security effort and conti ngency pl ans.

.8 __ Develops a nedical energency evacuation plan for
the operati on.

.9 Ensures adequat e contmuni cation |inks and redundancy.

.10 Identifies other peculiar CSS requirenents.

EVALUATOR | NSTRUCTI ONS: The estimate of supportability can be either
written or verbal depending on the situation and tine avail abl e.

KEY | NDI CATORS: None.

TASK: 12A. 8.7 PREPARE FOR REI NFORCEMENT OPERATI ONS

CONDI TION(S): A MCSF Bn unit has been assigned a reinforcenent m ssion
The unit must prepare for the operation

STANDARDS: EVAL: Y; N, NE

.1 __ Conducts detailed brief on the plan to all key individuals.
.2 ___  UWilizes a terrain nodel, sketch, or other training aids
when briefing the plan.

.3 ___ Ensures all personnel understand the plan and are
cogni zant of their duties and responsibilities.

.4 _ Alows an opportunity for questions and comrents.

.5 _ Issues weapons and speci al equi pment, and conducts
mai nt enance checks, LTlI’s, and conducts preops checks
on required special equipnrent.
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.6 __ Conmmences unit and individual training readiness drills.
.7 ___ Sets battle sights zero (BZO on all weapons and cali brates
those with night vision sights (NVSs) nounted.
.8 __ Conducts classes for all MCSF personnel on denolition
techniques, if tine permts.
.9 __ Ensures all personnel have received training on specia
equi prent, weapons, or ordnance issued.
.10 _ Advises all personnel of DoD s use of force policy.
.11 _ Conducts final inspection for all personnel and equi pnent to

ensure prescribed itens are avail able, serviceable, carried
correctly, and all personnel understand all requirenent
aspects of the m ssion.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK: 12A. 8.8 CONDUCT HELI COPTERBORNE MOVEMENT

CONDI TION(S): A MCSF Bn unit has been assigned a reinforcenent m ssion
The reinforcement force has been ordered to execute the m ssion by
helicopter. L-hour has been established.

STANDARDS: EVAL: Y; N, NE

.1 __ Configures aircraft to conduct preplanned nission
(troops, internal cargo, external lift, etc.).
.2 ___ Conpletes all preflight requirenents prior to schedul ed

take-of f times. (zone inspection, planning,
preparation order).

.3 ___ Conducts a ZIPPO brief to ensure last mnute details
requiring coordination are di scussed face to face
between the air and ground comanders. (KI)

.4 __ Stages helicopter teans and conducts fina
inspection prior to calling the teans away.

.5 Manifests all Marines enbarked.

.6 __ Boards helicopters with mninmmdelay with each
Marine denonstrating a clear understandi ng of safety
procedures.

.7 ___ Exercises comunications discipline during flight operations.
.8 __  Inserts security force into correct |anding zone (LZ).
.9 __ Ensures Marines deplane quickly, safely, and

di sperse as helicopter’s lift out of zone.

.10 _ Lifts appropriate representatives in assault |ift
toinitiate LZ control

EVALUATOR | NSTRUCTI ONS:  The ZI PPO briefing guide, as foll ows,
shoul d be utilized.

M SSI ON NO.
UNI T SUPPORTED/ CALL SI GN /
ALO CALL SIGN

HC(A) CALL SIGN

TAC(A) / AFAC CALL SI GN

HELO TRANSPORT CMDR CALL S| GN

ATTACK HELO FLI GHT COORDI NATOR/ LEADER

CALL SIGN
F/ W CALL SI GN NUMBER
AND TYPE OF HELCS /
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Pl CK- UP COORDI NATES

LZ DESCRI PTI ON

DROP COORDI NATES

LZ DESCRI PTI ON

APPROACH RETI REMENT ROUTES

TOTAL TROOPS/ HEALTEAM SI ZE

| NTERNAL CARGO LOADS: TYPE/ VEI GHT

EXTERNAL CARGO LOADS: TYPE/ WEI GHT

ASSAULT FM PRI SEC
ASSAULT UHF PRI SEC
GROUND TACTI CAL/ LZ CONTROL

CALL SIGN PRI SEC
F/ W CONTROL FM UHF

WEATHER M NI MUMS/ ALTERNATE PLAN
Pl CK- UP Tl ME/ LATEST ACCEPTABLE
L- HOUR/ LATEST ACCEPTABLE

ARTY PREP Tl ME/ END OF M SSI ON
F/ W FLI GHTS/ TOS/ ORDNANCE / /
F/ W CAP/ TOS/ ORDNANCE / /
RULES OF ENGAGEMENT/ CLEARANCE /

TO FI RE /

| NTELLI GENCE

~ O~~~ I~

REFUEL
M N Bl NGO # M NS
M SSI ON UNDERTAKE # M
LENGTH OF (EST.) M

MEDEVAC
PRIORI TY
PRECEDENCE

RESUPPLY
| NTERNAL EA SORTI E #W___LIFTS

EXTERNAL #W___LIFTS

KEY | NDI CATORS: None.

TASK: 12A. 8.9 ORGANI ZE THE DEFENSE

CONDI TION(S): A MCSF Bn unit has been assigned a reinforcenent
m ssion. The unit has reinforced and nust organi ze t he defense.

STANDARDS: EVAL: Y; N, NE

.1 __ Establishes priorities for the organization of the ground.
.2 ___ Ensures subordinate units prepare positions wthin
the assigned frontages. (KI)

.3 ___ Ensures machi neguns are positioned to deliver
flanking, grazing, and interlocking fires from
mut ual |y supporting positions.

.4 __ Ensures individual frontline Marines are assigned
def ensi ve positions and sectors of fire. Automatic
riflenmen are assigned a principle direction of fire
within their sector of fire

.5 __ Ensures crew served weapons squads prepares range
cards to permt accurate all weather engagenents of
targets.
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.6 _ Ensures indirect fire weapons are displaced to the rear to
ensure continuous support shoul d penetration occur

.7 ___ Ensures assault/antitank weapons are enplaced to
engage vehicles attacking on avenues of approach

.8 __ Ensures observation posts equipped with | ong-range
observation or direction devices such as NOD s
MJULE' s, RABFAC beacons, and ground surveill ance
radar, etc., are established.

.9 __ Enploys ground sensors.
.10 _ Controls the rooftops within the assigned sector
11 Constructs obstacles and barriers both inside

and outside buildings, and, if time is avail able,
i nprove them

.12 __ Ensures underground avenues of approach, sewers,
utility conduits, etc., are |ocated and obstacl es
enmpl aced, areas flooded, search lights installed, etc.

.13 Installs wire communi cati ons.

.14  Established local security patrols, LPs, and OP's
as well as urban checkpoints, if required.

.15  Enploys snipers effectively.
.16 _ Ensures enpl oynent of night vision devices is maxim zed.
.17 Restricts and controls novenent of civilians in and

around the defensive positions.

.18 _ Attenpts to shutdown all novenent at night.
.19  Enforces strict conmunications/noise discipline, and
ensures all radio transm ssions are covered.

.20 __ Schedul es counterm ne sweeps where required.
.21 __ Reinforces positions with sandbags, and screens
wi ndows and doors to protect against thrown grenades
and other projectiles.

.22 Est abl i shes a reaction force capability.

.23 __ Disperses logistics installations and material, and
pl aces themin covered |l ocations to linmt damage
and/ or destruction.

.24  Ensures first aid kits are made individually avail able as
evacuati on rmay be inpossible i mediately.

.25 _ Ensures individual Marines fully understand DoD s
use of force policy.

.26 __ Ensures fire control procedures are sinple, distinctive, and
wel | under st ood.

.27 _____ Preplans supporting fires, to include attack helicopter and
fi xed-wi ng delivered ordnance, if avail able.

.28 __ Maintains close liaison with counterintelligence personnel
if avail abl e.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

DEFENSI VE POSI TI ONS
If buildings are available for use during security operations, the unit
| eader is able to ascertain the suitability of a buildings. He selects
key buil dings for occupation which provide himw th the best observation
fields of fire, nutual support, shelter, and conmunications. An
under standi ng of the different types of construction materials used
in buildings is necessary in the building evaluation process.
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1. Concrete Reinforced Buildings. These buildings are the
nost suitable for defense. Their ceilings have a great
resi stance which provides increased protection fromindirect
fires. The exterior walls on this type of building are
extrenely difficult to breach because of the steel reinforcing
bars. The basenents in these type buildings are suitable for
conversion to covered positions for personnel and storage of
suppl i es. However, concrete reinforced buildings normally
require nore work to convert themto defensive positions
because of the |larger wi ndow openings and |lightly constructed
interior walls.

2. Natural Stone and Brick. These buildings are also suitable
for defense. The strong walls of larger buildings can normally
wi t hstand bonbardment. The cellars, however, do not always
have the necessary strength to support the rubble and therefore
are reinforced with tinbers.

3. Half-Tinbered Buildings. Half tinbered buildings and
bui I di ngs of wood are the | east suitable for defense. Their
construction nethod and conbustibility nake them a constant
danger to the defender.

SELECTI ON COF KILL ZONES

1. In selecting a "kill zone," the small unit |eader |ooks for
narrow streets, turns in roads, road intersections (ideally
a "T" intersection), bridges, tunnels, split-level roads,
crests of hills, and areas where street rubble will channelize
or restrict vehicular novement. Antiarnor and anti personne
weapons positions are selected in conjunction with the "kill
zone." The antiarnor weapons positions provide the gunner with
a flank, oblique, rear, or top shot. Positions which are
obvi ous and easy to distinguish and designate are avoi ded.
Prior to engaging arnor targets, a distraction of sone sort is
created to attract the arnored vehicle crewnman’s attention.
This can be acconplished through the use of various expl osives;
e.g., hand grenades, claynores, etc. Wen establishing
priority of targets, the small unit |eader engages the npst
dangerous target first. |If a tank and a | oaded arnored
personnel carrier appear in the "kill zone," the personne
carrier is engaged first. The reason for this is that the
infantry troops of the arnored personnel carrier present a
potentially greater threat to friendly forces.

2. Establishnent and Use of CObservation Posts. Cbservation
of the battle area is critical for both the attacker and the
defender during conbat operations in a build-up area. Wile
el evation over the battle area is inportant, the small unit
| eader does not assume that this is an overriding consideration
The small unit |eader selects an inconspicuous |ocation that
is difficult to designate even when spotted rather than obvious
| ocations which can be expected to be taken under fire by
eneny direct and indirect fire weapons. An exanple of this
woul d be a position located relatively high in a nmultistory
bui l ding and several windows in fromthe corner of the
building. Once the position is selected, it is extrenely
i mportant that communication is established and nmaintai ned.
Ideally, wire comruni cations are the best and nost reliable.
During the hours of darkness or reduced visibility, small units
def endi ng buil di ngs post |istening posts observation posts (LP/
OP) in prepared positions, outside of buildings to preclude
the eneny from approachi ng through stealth or surprising the
defender. Each norning, all buildings occupied by friendly
forces are searched for infiltrators who nmi ght have slipped by
the LP/OP's during the night.

3. Barricading of Buildings. Wen conducting a defense in a
built-up area, every effort is made to i npede and hamper the
eneny’s novenent through the area. 1In addition to constructing
barri cades and obstacl es outside buildings, the sane efforts
are enpl oyed inside buildings to sl ondown and/or to stop
personnel novenent, if the situation allows. Severa

techni ques can be enployed. In unoccupied buildings, doors,
and wi ndows are blocked with furniture, concertina wire, etc.
The stairwells are renmoved or blocked. |n occupied buildings

the same precautions are taken with the exception that interior
passages shoul d not be conpletely blocked. Specific routes

bet ween various floors are designated, and the renainder

barri caded. Wndows are barricaded or screened to keep out
eneny grenades and pernit the defender to fire wthout
disclosing his position. Care is taken to barricade other

wi ndows in a |like manner to avoid giving away occupi ed

posi tions.

RESTRI CTI ON AND CONTROL OF DEFENSI VE AREA
Entry and exit procedures will be rigidly enforced. A systemwhich allows
t hor ough screening and the protection of U S personnel and equi pnent is
instituted. This systemis three tiered at a mininum The first tier
consi sts of signs which indicate who nmay enter, and posts the rates of speed
for vehicles approaching the checkpoint. The second tier, the trigger
position, is where searches are conducted as well as identificationis
checked. The third tier is where weapons capabl e of destroying incom ng
vehicles are located. Special orders for each post are established. The
last tier, however, has the well defined m ssion to destroy, inmediately,
any vehi cl e passing the checkpoint without proper authorization.
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12A. 9 ANTI TERRORI SM

TASK: 12A. 9.1 DETERM NE AUTHORI TY AND JURI SDI CTI1 ON

CONDI TION(S): A MCSF Bn unit is assigned a security mssion. The unit
must have and understanding of its legal authority and jurisdiction. 1In
the case of Marine Corps units overseas, requirenments 12A.9.1.2 and
12A.9. 1.3 woul d not apply.

STANDARDS: EVAL: Y: N, NE

.1 _ Determines the authority/jurisdiction over terrorist
events based upon geographic |ocation

.2 Under st ands Secretary of the Navy Instructions 5820. 7A

.3 ___ The unit comrander and his principal staff understand the
jurisdiction of the FBI over terrorist acts within the U S

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK:  12A.9.2 DEMONSTRATE GENERAL/ SPECI AL ORDERS

CONDI TION(S): A MCSF Bn unit has been assigned a security nmission. Menbers
of the MCSF Bn denpnstrate know edge of general/specific orders. The guard
is at assigned posts/positions.

STANDARDS: EVAL: Y; N, NE

.1 Ensures that NCO s denonstrate know edge of general orders.

.2 ___ Ensures that nonrated Marines denonstrate know edge
of general orders.

.3 ___ Publishes unit special orders and promul gates DoD s
use of force policy.

.4 Ensures that NCO s denonstrate know edge of special orders.

.5 __  Ensures that nonrated Marines denonstrate know edge
of special orders.

EVALUATOR | NSTRUCTI ONS: Randomy sel ected NCO s and nonrat ed
Marines to eval uate know edge of general and special orders.

KEY | NDI CATORS: None.
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TASK:  12A.9.3 DEVELOP ESSENTI AL ELEMENTS OF | NFORVATI ON (EEI’s BASED
UPON THE NATURE OF TERRORI SM

CONDI TION(S): A MCSF Bn unit has been assigned a security nission. Based
on mission requirenents, the unit devel ops appropriate EEl’s.

STANDARDS: EVAL: Y: N NE

.1 __ Contacts local |aw enforcenent officials and the
Naval Investigative Service to ascertain how they
m ght assist the unit in an antiterrorismrole.

.2 ____ Ensures that key personnel have appropriate security
cl earances and access to intelligence information

.3 ___ Ensures that operations and intelligence personne
create a protrait/profile of the terrorist
organi zation(s) in the local or intended area of
oper ati ons.

.4 __ Consults open sources to determ ne additiona
information on terrorismin the intended area of
oper ati ons.

.5 Est abl i shes a threat assessnment group

.6 _ Develops EEI's to fill in know edge gaps of the
terrorist threat in the intended area of operations.
The intelligence cycle is enployed.

.7 ___ Denpnstrates a general awareness of the nature of
terrorismto include weapons and activities.

. 8 Denonstrates a general awareness of terrorist goals

.9 __ Denpbnstrates a general awareness of the mlitary
as a terrorist target.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK:  12A.9.4 PROCESS ESSENTI AL ELEMENTS OF | NFORMATI ON (EEI’ s)

CONDI TION(S): A MCSF Bn unit has been assigned a security nission
Based on m ssion requirenents, the unit has devel oped appropriate
EElI’s. The unit now processes the EEl’s.

STANDARDS: EVAL: Y; N, NE

.1 Ensures EElI’s have been devel oped.

.2 ___ Ensures EEI’'s are under continuous review for applicability,
pertinence, and reliability.

.3 __ Ensures that as EElI's are filled they are expeditiously
passed to the operational forces

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.
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TASK: 12A.9.5 EXECUTE ACTI ONS DURI NG TERRORI ST THREAT CONDI T1 ON
(THREATCON) ALPHA

CONDITION(S): A MCSF Bn unit is operating in an area where there is a
possibility of terrorist activity. THREATCON ALPHA has been decl ared.

STANDARDS: EVAL: Y; N. NE

.1 __ Acknow edges declaration of THREATCON ALPHA
.2 ___ Inplenments THREATCON ALPHA protective neasures. (KI)
.3 __ Inplenments, if necessary, selected neasures from

THREATCON BRAVO.  (KI)

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

THREATCON ALPHA

Threatcon ALPHA is declared as a general warning of possible terrorist
activity, the nature and extent of which are unpredictable, when the
circunst ances do not justify full inplenmentation of the measures contained
in a higher THREATCON. However, it may be necessary to inplenment selected
nmeasures from THREATCON BRAVO

(Measure 1) At regular intervals, remnds all personnel, including
dependents, to be suspicious and inquisitive about strangers, particularly
those carrying suitcases or other containers; alerts for unidentified
vehicles on, or in the vicinity of, US. installations; and alerts for
abandoned parcel s or suitcases or any unusual activity.

(Measure 2) Keeps available at all tines the duty security officer, or

ot her appoi nted personnel, who have access to plans for evacuating

buil dings and areas in use and for sealing off any areas where an expl osion
or attack has occurred. Keeps on call key personnel who nay be needed to

i mpl enent security plans.

(Measure 3) Secures buildings, roons, and storage areas not in regular use.

(Measure 4) Increases security spot checks of vehicles and persons entering
the installations and noncl assified areas under the jurisdiction of the US
conmand and agency.

(Measure 5) Limits access points for vehicles and personnel comensurate
with a reasonable flow of traffic

(Measure 6) As a deterrent, apply one of the foll owi ng neasures from
THREATCON BRAVO i ndi vi dual Iy and randon y

1. Secures and regularly inspect all buildings, roons, and
storage areas not in regular use. (Measure 14)

2. At the beginning and end of each workday and at ot her
regul ar and frequent intervals, inspect the interior and
exterior of buildings in regular use for suspicious
activity or packages. (Measure 15)

3. Checks all deliveries to nesses, clubs, etc. (Advise
dependents to check all hone deliveries.) (Measure 17)

4. As far as resources allow, increase surveillance of donestic
accommodat i ons, schools, nesses, clubs, and other soft targets
to inprove deterrence and defense and to build confidence
anong staff and dependents. (Measure 18)

(Measure 7) Reviews all plans, orders, personnel details, and logistic
requirenents related to the introduction of the higher THREATCON

(Measure 8) Reviews and inplenents, as appropriate, security neasures for
hi gh-ri sk personnel.

(Measure 9) A spare nmeasure is designated.
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TASK:  12A.9. 6 EXECUTE ACTI ONS DURI NG TERRORI ST THREAT CONDI TI ON
(THREATCON) BRAVO

CONDITION(S): A MCSF Bn unit is operating in an area where there
is an increased and predictable threat of terrorist activity.

STANDARDS: EVAL: Y: N. NE

.1 __ Acknow edges decl arati on of THREATCON BRAVO

.2 I nplements THREATCON BRAVO protective neasures. (KI)
EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

THREATCON BRAVO

Threatcon BRAVO i s decl ared when there is an increased and nore
predictable threat of terrorist activity even though no
particul ar target has been identified.

(Measure 10) Repeats Measure 1 and warns personnel of any other
formof attack to be used by terrorists.

(Measure 11) Keeps all personnel involved in inplenenting antiterrori st
contingency plans to call.

(Measure 12) Checks plans for inplenentation of the neasures
contained in the next THREATCON

(Measure 13) \Were possible, cars and such objects as crates,
trash containers, etc., are to be noved at |east 25 nmeters from
bui |l di ngs, particularly those buildings of a sensitive or
prestigious nature. Considers the application of centralized
par ki ng.

(Measure 14) Secures and regularly inspects all buildings,
roons, and storage areas not in regular use.

(Measure 15) At the beginning and end of each work day and at
other regular and frequent intervals, inspects the interior
and exterior of buildings in regular use for suspicious
packages.

(Measure 16) Examines all mail for letter or parcel bonbs.
(This exam nation is increased above nornal.)

(Measure 17) Checks all deliveries to nesses, clubs, etc.
(Advi se dependents to check all hone deliveries.)

(Measure 18) As far as resources allow, increases surveillance
of donestic accommodati ons, schools, nesses, clubs, and ot her
soft targets to inprove deterrence and defense and to build
confi dence anong staff and dependents.

(Measure 19) Makes staff and dependents aware of the genera
situation in order to stop runors and prevent unnecessary
alarm

(Measure 20) At an early stage, infornms nenbers of |oca
security commttees of any action being taken and why.

(Measure 21) Upon entry of visitors to the unit, physically
i nspect them and a percentage of their suitcases, parcels, and

ot her cont ai ners.

(Measure 22) \Werever possible, operates randompatrols to
check vehicles, people, and buil dings.

(Measure 23) Protects off-base military personnel and mlitary
transport per prepared plans. Renmind drivers to |ock parked
vehicles and to institute a positive system of checking before
they enter and drive a car.

(Measure 24) Inplenments additional security neasures for
hi gh-ri sk personnel, as appropriate.

(Measure 25) Briefs personnel who may augnment guard force on
use of deadly force.

(Measures 26-29) Spare neasures are designated.
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TASK: 12A. 9.7 EXECUTE ACTI ONS DURI NG TERRORI ST THREAT CONDI TI ON
(THREATCON) CHARLI E

CONDI TION(S): A MCSF Bn unit is operating in an area where a terrori st
i nci dent has occurred. THREATCON CHARLI E has been decl ared.

STANDARDS: EVAL: Y: N NE

.1 __ Acknow edges decl arati on of THREATCON CHARLI E

.2 I pl ements THREATCON CHARLI E protective measures.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: THREATCON CHARLI E is decl ared when an i nci dent
occurs or when intelligence is received indicating that sone
formof terrorist action is immnent.

(Measure 30) Continues all BRAVO THREATCON neasures or
i ntroduce those outstanding.

(Measure 31) Keeps available at their places of duty all personne
who are responsible for inplenenting antiterrorist plans.

(Measure 32) Linmts access points to absolute nini num

(Measure 33) Strictly enforces control of entry and searches a
per cent age of vehicles.

(Measure 34) Enforces centralized parking of vehicles away from
sensitive buil dings.

(Measure 35) Issues weapons to guards. (Local orders should
i ncl ude specific orders on issue of amunition.)

(Measure 36) Introduces increased patrolling of the installation

(Measure 37) Protects all designated vul nerable points (VP s) and gives
special attention to VP s outside mlitary establishnent.

(Measure 38) Erects barriers and obstacles to control traffic flow

TASK: 12A.9.8 EXECUTE ACTI ONS DURI NG TERRCORI ST THREAT CONDI TI ON
(THREATCON) DELTA

CONDI TION(S): A MCSF Bn unit is operating in the i medi ate area where
a terrorist incident has occurred. THREATCON DELTA has been decl ar ed.

STANDARDS: EVAL: Y; N, NE

.1 __ Acknow edges declaration of THREATCON DELTA.

.2 | mpl ement s THREATCON DELTA protective nmeasures. (KI)

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

THREATCON DELTA

THREATCON DELTA is declared in the imedi ate area where a terrori st
attack has occurred or when intelligence has been received that
terrorist action against a specific location is likely. Nornally,
this THREATCON is declared as a | ocalized warning.
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(Measure 40) Continues or introduces all neasures |isted for THREATCON
BRAVO and CHARLI E

(Measure 41) Augnents guards as necessary.

(Measure 42) ldentifies all vehicles already on the installation
Wit hin operational or mssion support areas.

(Measure 43) Searches all vehicles entering the conplex or installation
as well as vehicles contents.

(Measure 44) Controls all access and inplenents positive identification
of all personnel.

(Measure 45) Searches all suitcases, briefcases, packages, etc., brought
into the conplex or installation

(Measure 46) Takes neasures to control access to all areas under the
jurisdiction of the US command or agency concer ned.

(Measure 47) Makes frequent checks of the exterior of buildings and
of parking areas.

(Measure 48) Mninmizes all admnistrative journeys and visits.
(Measure 49) Consults local authorities about closing public (and

mlitary) roads and facilities that m ght nake sites vul nerabl e
to terrorist attack.

TASK: 12A.9.9 UTILIZE OPSEC MEASURES

CONDITION(S): A MCSF Bn unit is assigned a security mssion in
an area where terrorist actions are possible. The MCSF unit
denonstrates utilization of OPSEC neasures

STANDARDS: EVAL: Y; N NE

.1 ~_ Ensures unit has an OPSEC PI an.

.2 ___ Ensures planned OPSEC neasures are understood and
denonstrated by individual Marines of the unit.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.9.10 RAISE THE LEVEL OF THREAT AWARENESS

CONDI TION(S): A MCSF Bn unit is assigned a security nission
Terrorist actions are possible. The unit raises the |eve
of threat awareness.

STANDARDS: EVAL: Y; N, NE

.1 __ Ensures all personnel are nmade aware of the terrorist
threat in general

.2 ___ Ensures personnel are made aware of specific threat
targeting of people or facilities, as appropriate.

.3 ____ Encourages personnel to learn the preventive
nmeasures which they can use to counter the threat.

EVALUATOR | NSTRUCTI ONS:  None.
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KEY | NDI CATORS: None.

TASK: 12A.9.11 EDUCATE PERSONNEL ON ANTI - TERRORI SM PROCEDURES

CONDI TION(S): A MCSF Bn unit is assigned a security nmission. Terrorist
actions are possible. Education of personnel is necessary.

STANDARDS: EVAL: Y: N NE

.1 __ Ensures all personnel receive training in crinmne
prevention techni ques.

.2 ___ Encourages mlitary personnel and dependents to
participate in crinme watch prograns.

.3 ___ Ensures all personnel know how to report suspicious
activities.

.4 __ Ensures all personnel receive self-protection training.

.5 __  Ensures personnel know how to appear |ess conspi cuous.

.6 _ Stresses precautionary neasures to be taken while traveling.

.7 ____ Ensures that use of special protective neasures are based on
the threat.

.8 __ Ensures all personnel know techni ques used to survive as
a host age.

.9 __ Ensures all personnel know proper reactions to bonb threats.

.10 __ Ensures all personnel know proper reactions to extortion
threats.

.11 __ Ensures all personnel know proper reactions to bonbings or
assaul ts.

.12  Stresses famlies to practice personal security.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.9.12 CONDUCT PERSONAL SECURI TY ACTIONS TO PROTECT PERSONNEL
AT H GH RI SK

CONDI TION(S): A MCSF Bn unit is providing security in an area of possible
terrorist activity. Certain personnel are considered to be at high risk.
The unit must educate these people on personal security actions.

STANDARDS: EVAL: Y; N, NE

.1 Pl ans personal security mssion carefully in advance.

.2 ____ Miintains close and continuous coordi nati on between al
agenci es involved in a personal security nission

.3 Defines every phase of the security m ssion

.4 __ Ensures security neasures include protection of tenporary
i ving acconmpdati ons, when used.

.5 Ensures personnel assigned to a teamto provide persona

- security are trained for this type of mssion
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.6 __ Ensures the team providing personal security is allowed
direct access to the person to be protected.

.7 ___ Ensures the person to be protected is briefed on the
exact nature of the threat.

.8 __ Ensures the person to be protected is briefed on the
nmeasures which will be used.

.9 _ Ensures the driver assigned to the person to be protected
is trained in evasive driving techniques.

.10 _ Stresses famlies to practices personal security.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK:  12A.9.13 EXECUTE HOSTACE/ BARRI CADED SUSPECT PROCEDURES

CONDI TION(S): A MCSF Bn unit is perform ng an assigned security m ssion
A hostage/ barricade situation has devel oped. The unit takes appropriate
action.

STANDARDS: EVAL: Y; N, NE

.1 __ Ensures plans/SOP' s enphasize priority for safety of hostages
and ot her persons involved.

.2 ____ Ensures sequence of actions to be conducted when terrori st
host age/ barri cade situation occurs are specified.

.3 ___ Ensures actions to be taken by the initial response
force are contained in the SOP

.4 __ Ensures all sentries and/or mlitary police patrols
not directly involved with the initial response
remain in their assigned areas.

.5 _  Ensures the inner perinmeter security el enent establishes
the inner perineter.

.6 _ Ensures the outer perinmeter security el enent establishes
the outer perineter.

.7 _____ Notify the FBI/host nation that a hostage incident
has occurred.

.8 ___ Supports the FBI/host nation force in cases where
they assunme control of the situation

.9 __ Ensures that in the event, FBI or host nation declines
jurisdiction the nmlitary commander takes steps to
resol ve the situation

.10 _ Ensures that a course of action involving appropriate
|l evel of force is decided upon

.11 __ On order, the Crisis Managenent Plan is inplenented.
.12  TMF activated and deploys to scene of the incident.
.13 __ FBlI/host nation force is supported in cases where

they assunme control of the situation
.14 Encourage famlies to establish fam |y security procedures.

EVALUATOR | NSTRUCTI ONS:  None.
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KEY | NDI CATORS: None.

TASK: 12A.9.14 PREPARE FOR THE THREAT OF MOBI LE BOVBS

CONDI TION(S): A MCSF Bn unit is providing security in an area of possible
terrorist activity. The threat of nobile bonbs has increased. Appropriate
precautions are required.

STANDARDS: EVAL: Y: N, NE

.1 __ Ensures the threat assessnent group develops EEl’'s to assess
potential threat for nobile bonb use by terrorists.

.2 __ Ensures specific intelligence agencies are tasked to
satisfy the EElI’'s devel oped.

.3 __ Determines the vulnerability of the unit areal/installation
to attack by nobile bonb.

.4 __ Reviews physical security nmeasures in effect which
provi de protection against vehicle bonbs.

.5 Determnes physical security neasures which need i nprovenent
or need to be inplenented.

.6 _ Determines inprovenents to physical security which
can be made with | ocal assets.

.7 ___ Ensures that inprovenents to physical security which
cannot be nade with existing assets are contracted
for or requested from hi gher headquarters.

.8 ___ Monitors and supervises all actions underway to
i nprove physical security.

.9 __ Stringent programis in effect to control vehicle decals
(including issuance, nonitoring, and recovery).

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

12A. 10 WEAPONS PERFORMANCE EXERCI SES

TASK: 12A.10.1 DEMONSTRATE PROFI Cl ENCY W TH THE ML6A2 RI FLE

CONDI TION(S): Menbers of the unit are assigned the MLBA2 rifle
as their personal weapon. Denonstrated proficiency is required.

STANDARDS: EVAL: Y; N, NE

.1 Identifies the four safety rules.

.2 ___ Performs operator maintenance on ML6A2 rifle, nagazine,
and ammuni tion.

.3 ___ Loads, reduces a stoppage, and clears the ML6A2 rifle.
.4 __ Sets battle sight zero an ML6A2 rifle.

.5 Qualifies with the ML6A2 rifle.

.6 _ Performs limted visibility techni ques.

.7 ___ Performs nounting and disnounting a night vision

sight on an ML6A2 rifle.
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.8 __ Zeroes a night vision sight when nmounted on the ML6A2 rifle.

.9 __ Engages a target with the service rifle using night
vi sion sight.

.10 _ Engages a target with the service rifle using night vision
devi ce.

.11 _ Engages a target with the service rifle using field firing
t echni ques.

.12 _ Loads weapon to Condition 1. (KI)

.13 __ Loads weapon to Condition 3. (KI)

.14  Unl oads weapon to Condition 4. (KI)

EVALUATOR | NSTRUCTI ONS:  None.

KEY I NDI CATORS: Condition 1: A round in the chanber, fully | oaded
magazi ne in magazine well, bolt forward, safety engaged.

Condition 3: Fully | oaded rmagazi ne in magazi ne well, no rounds
in the chanber, hanmer forward.

Condition 4. No rounds in the chanber, no rounds in nmagazi ne
wel |, hamrer forward, safety engaged

TASK: 12A.10. 2 DEMONSTRATE PROFI Cl ENCY WTH THE .45 CAL. PISTOL

CONDI TION(S): Menbers of the unit are assigned the .45 cal. pistol as
their personal weapon. Denonstrated proficiency is required.

STANDARDS: EVAL: Y; N, NE

.1 __ Inspects the service pistol

.2 ____ Maintains the service pistol

.3 __ Qalifies with the service pistol

.4 _  Sinmulates i mediate action.

.5 __ Loads the weapon to Condition 1. (KI)

.6 __ Loads the weapon to Condition 3. (KI)

.7 ____ Unloads the weapon to Condition 4. (KI)

.8 __ Engages targets with the service pistol using the

Weaver stance and grip.

.9 _ Engages targets with the service pistol at varying
di stances during lowlight and nightti ne.

.10 _ Engages single and nmultiple targets with the service
pi stol at varying distances using the weak hand only.

EVALUATOR | NSTRUCTI ONS:  None.

KEY I NDI CATORS: Condition 1: A round in the chanber, fully | oaded
magazi ne in magazi ne well, hammer cocked, safety engaged.

Condition 3: Fully | oaded rmagazi ne in magazi ne well, no rounds
i n chanmber, hamer forward.

Condition 4. No rounds in the chanber, no rounds in the nagazine well,

hamer forward, safety engaged
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TASK: 12A.10. 3 DEMONSTRATE PROFI Cl ENCY W TH THE SHOTGUN

CONDI TION(S): Menmbers of the unit are assigned the shotgun as their
per sonal weapon.

STANDARDS: EVAL: Y: N NE

.1 __ Performs inspection of the shotgun

.2 ___ Nanes the parts of the shotgun

.3 ___ Fieldstrips and reassenbl es the shot gun

.4 __ Conducts a function check of the shotgun

.5 _ Denopbnstrates and explains the four readiness

condi tions of the shotgun.

.6 Loads the shotgun with four rounds into Condition 1. (KI)
.7 ___ Loads the shotgun with four rounds into Condition 3. (KI)
.8 ___  Unloads a | oaded shotgun to Condition 4. (KI)

.9 __  Unloads a shotgun in Condition 3 to Condition 4. (KI)

.10 _ Fires one round fromthe shotgun and cycles the action

imrediately after firing the weapon

.11 Perforns preventive nai ntenance on the shot gun

.12 _ Perforns i mediate action on the shotgun

.13 _ ldentifies the four nbst comon nal functions of the shotgun
.14  Cdears the shotgun

.15 _ Conducts famliarization firing with the Mb90 shot gun

.16 _ Engages single and multiple targets with the shotgun

at varying di stances.

.17 __ Engages targets with the shotgun at varyi ng distances
during lowlight and nighttine.

.18  Engages single and multiple targets with the shotgun
at varying di stances using the weak hand only.

.19 Performs i mmedi ate action on the shotgun

EVALUATOR | NSTRUCTI ONS:  None.

KEY I NDI CATORS: Condition 1: A round in the chanber, fully | oaded
magazi ne, bolt forward, safety engaged.

Condition 3: Fully | oaded rmagazi ne, no rounds in the chanber
hamrer forward.

Condition 4. No rounds in the chanber, no rounds in the nagazine,
saf ety engaged.
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TASK: 12A.10. 4 DEMONSTRATE PROFI Cl ENCY W TH THE M203 GRENADE LAUNCHER

CONDI TION(S): Members of the unit are assigned the M203 grenade | auncher
as their personal weapon. Denonstrated proficiency is required.

STANDARDS: EVAL: Y: N, NE

.1 __ Inspects the grenade | auncher.
.2 ____ Miintains the grenade |auncher.
.3 ___ Zeroes the grenade | auncher.
.4 __ Engages a target with the grenade | auncher.
.5 _  Engages a target using limted visibility techniques.
.6 _ Perfornms imediate action.
.7 ___ Loads weapon to Condition 1. (KI)
.8 ___  Unloads the weapon to Condition 4. (KI)
.9 __ Clears the M203 grenade | auncher.
.10 Conducts familiarization fire with the M203 grenade | auncher.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: Condition 1: A round in the chanber.

Condition 4: No round in the chanber.

TASK: 12A.10.5 DEMONSTRATE PROFI Cl ENCY W TH THE M249 SQUAD AUTOVATI C
WEAPON ( SAW

CONDI TION(S): Menbers of the unit are assigned the M249 ( SAW.
Denmonstrated proficiency is required.

STANDARDS: EVAL: Y; N, NE

.1 __ Inspects the M249 squad automatic weapon.
.2 ____ Miintains the M249 squad autonati c weapon.
.3 ___ Zeroes the M49 squad automatic weapon.
.4 _ Field zeroes the M249 squad automati c weapon.
.5 Qualifies with the M249 (SAW using the night vision sight.
.6 __ Engages a target with the M249 (SAW using night vision sight.
.7 ___ Engages a target with the M249 (SAW using limted
visibility techni ques.
.8 __ Clears the M249 (SAW.
.9 __ Conducts famliarization firing with the M249 (SAW.
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EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.10. 6 DEMONSTRATE PROFI Cl ENCY W TH THE SHOULDER- LAUNCHED
MULTI PURPOSE ASSAULT WVEAPON ( SMAW

CONDI TION(S): Menbers of the unit are assigned the SMAW Denonstrat ed
proficiency is required.

STANDARDS: EVAL: Y: N, NE

.1 __ Inspects the SMAW

.2 ____ Maintains the SMAW

.3 ___ Engages a target with the SMAWtraining and noi se sinul ator
.4 __ Engages a target with the SMAWtactical or practice round.
.5 Simulates inmmediate action for a SMAW spotting rifle.

.6 __ Sinmulates imrediate action for a SMAW | auncher.

.7 ___ Engages a target with the SMAWusing a night vision sight.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.10. 7 DEMONSTRATE PROFI Cl ENCY WTH THE M2.50 CAL MACH NE GUN

CONDI TION(S): Menbers of the unit are assigned to a M2 .50 cal. nachine
gun. Denonstrated proficiency is required.

STANDARDS: EVAL: Y; N NE

.1 __ Inspects the M2 machi ne gun

.2 ___ Maintains the M2 nachi ne gun

.3 ____ Mounts and enpl aces the M2 nmachi ne gun on the ground.
.4 __ Constructs an M2 a nachine gun position

.5 __ Mounts the M2 machine gun on a vehicle.

.6 __ Sets head space and timng

.7 ___ Zeroes the M2 machi ne gun

.8 ___ Lays the M2 nmchi ne gun

.9 __ Prepares a range card for the M2 machi ne gun
.10 __ Fires the M2 machi ne gun

.11 Qualities with the M2 nachi ne gun
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.12  Engages a target with the M2 machi ne gun using a night
vi sion sight.
.13 _ Simulates i mediate action on the M2 nachi ne gun
.14  Maintains the night vision sight.
.15 _ Loads the M2 machine gun to Condition 1. (KI)
.16 __ Unloads the M2 machine gun to Condition 4. (KI)
.17 __ Cears the M2 nachine gun
.18  Conducts famliarization firing with the M2 machi ne gun

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: Condition 1: A round in the chanber, bolt forward,
saf ety engaged.

Condition 4. No round in the chanber, bolt forward, safety engaged.

TASK: 12A.10. 8 PERFORM M60 MACHI NE GUN DRI LL

CONDI TION(S): A machine gun squad is preparing for security/tactica
operations. The squad has conpleted its novenent and initial
preparati on and has begun rehearsing its actions.

STANDARDS: EVAL: Y; N, NE

Machi ne gun team nenbers nust:

.1 _ Possess correct equipnent. (KI)

.2 __ Denopbnstrate their know edge of the M50 machi ne gun
by verbal ly explai ni ng what they are | ooking for
when exam ni ng the equi prent.

.3 ___ Report any discrepancies that cannot be corrected by the team
.4 __ Position and place the M60 nmachine gun in action
within 90 seconds. Start: Assistant gunner pl aces
tripod in the direction of fire.
Stop: Q@unner reports, "Gun up."

.5 _ Execute the change of barrels using the correct
procedures within 25 seconds.

.6 Take the M0 machi ne gun out of action

EVALUATOR | NSTRUCTI ONS: Live ammunition is NEVER used in gun drill.

KEY | NDI CATORS:

EQUI PMENT
Squad Leader: Binocul ars and conpass.

Team Leader: Tripod and one bandol eer of dumry, blank, or expended
amuni tion.

Gunners: Machine gun with pintle and platformgroup attached, one
bandol eer of dunmy, blank, or expended antmunition, and conbi nati on wrench.

Ammunition Bearer: Spare barrel, case, traversing and el evati ng mechani sm
and one box of dummy, blank, or expended ammunition
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TASK: 12A.10.9 CLEAR MALFUNCTI ONS AND STOPAGES

CONDI TION(S): A machine gun teamis placed in action and the teamis in
position to fire the gun. The evaluation can occur during daylight or
under limted visibility conditions.

STANDARDS: EVAL: Y: N, NE

Machi ne gun team nenbers nust:

.1 _ Denpnstrate correct inmediate action procedures to
reduce stoppages.

.2 ___ Denpbnstrate the correct procedures to use to renedy
sl uggi sh operation of a nachine gun

.3 ___ Denonstrate the correct procedures to stop a runaway
machi ne gun.

EVALUATOR | NSTRUCTI ONS:  Eval uator has team nenbers rotate duties unti
all Marines have denponstrated their know edge of reducing mal functions
and stoppages.

KEY | NDI CATORS: None.

TASK: 12A.10.10 CONDUCT FI ELD ZERO NG OF THE M50 MACHI NE GUN

CONDI TION(S): A machine gun squad is preparing for security/tactica
operations. The squad has conpleted its novenent and initial preparation
and has begun rehearsing its actions. Each team has been provided with
three six-round belts of amunition

STANDARDS: EVAL: Y; N NE

.1 _ Denpnstrates the ability to estimate range to within
50 neters.
.2 __ Conpletes field zeroing using not nmore than one six-round

belt of anmunition

.3 __ Confirms the field zeroing by firing the second six-round
belt of amunition

.4 _ Conpletes the field zeroing after firing a third
si x-round belt of anmmunition

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.10.11 PERFORM PREDETERM NED TARGET ENGAGEMENT FROM THE
TR POD (M50 M3)

CONDI TION(S): A machine gun squad is supporting security/tactica
operations. The squad is on the nove and is tasked to fire on a
nunber of targets using the ML22 tripod. Each teamis provided
with a 50-round belt of ammunition.
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STANDARDS: EVAL: Y: N, NE

.1 _ Selects firing positions that separate the guns by
a mni num di stance of 35 neters

.2 ___ Places the guns into position, issues fire comands,
and fires the first round within 45 seconds after alert.

.3 __ Engages a wide target of at least 50 mils in width
at a range in excess of 400 neters with six-round
bursts, firing approxi mately 30 rounds.

.4 __ Ensure the squad | eader, on command, shifts fire
to successfully engage an oblique target of at
least 50 mls in width at a range in excess of 400
neters, engaging it with six-round bursts, firing
approxi mately 30 rounds.

.5 __ Ensure the squad | eader, on command, shifts fire to
successfully engage a columm-type target which is
nore than 200 neters in depth at a range in excess
of 400 meters, engaging it with six-round bursts,
firing until the original belt fires out.

EVALUATOR I NSTRUCTIONS: This task is evaluated three tinmes, once with
each belt of amrunition. One of these repetitions is fired with al

t eam nmenbers masked sinulating an NBC environnent. Eval uator can
elimnate the ammunition limt and nunber of rounds to engage the
targets (but not the burst size) if in his opinion the range does

not allow for grazing fire.

KEY | NDI CATORS: None.

TASK: 12A.10.12 CONDUCT A FI ELD FI RI NG ENGAGEMENT OF PREDETERM NED
TARGETS (M50 M3)

CONDI TION(S): A machine gun squad is supporting security/tactica
operations. The squad has been enplaced in a defensive position

STANDARDS: EVAL: Y; N, NE

.1 __ Ensure team /| eaders prepare rough terrain sketches (range
cards) within 45 mnutes based on the sector lints, fina
protective fires, and predeternined targets provi ded by
the squad | eader to include the T&E data for each

.2 ___ Ensure team|l eaders prepare partially conpleted range cards
for supplenentary positions.

.3 Lays guns on FPL or PDF when cards have been conpl eted.

.4 _ Delivers final protective fires per SOP or at the rapid rate
for a full 2 mnutes foll owed by the sustained rate unti
cease-fire command is given

.5 _  Ensure targets are covered by the beaten zone of the
fire delivered

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.
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TASK: 12A.10.13 DELIVER OVERHEAD FIRE WTH THE M50 MACHI NE GUN

CONDI TION(S): A machine gun squad is supporting security/offensive
operations. The squad has been tasked to deliver overhead fire.

STANDARDS: EVAL: Y: N, NE

.1 _ Estimates range to within 50 neters.

.2 __ Selects a safety linit after the exact positions of
the guns have been established and identifies a
readily identifiable terrain feature which
corresponds to the safety lint.

.3 __ Delivers effective overhead fire until friendly
troops reach the safety limt on the ground,
ceasing or shifting fires, as directed.

.4 __ Prepares a sketch of the overhead fire situation

.5 __ Enploys overhead fire in a safe and control | ed
manner, using the tripod depression stops, observing
the safety limt, and not firing if the gun-target
range exceeds the maxi num effective range of the gun.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK: 12A.10.14 CONDUCT A FIELD FI RING ENGAGEMENT USI NG A VEH CLE MOUNT
M50 MG

CONDI TION(S): A machine gun squad is supporting security/tactica
operations. The squad is tasked to fire on three targets using a vehicle
mount. All targets are at ranges greater than 400 neters. Each teamis
provided with a 50-round belt of amrunition

STANDARDS: EVAL: Y; N, NE

.1 __ Engages the initial target within 30 seconds after | oading.
.2 ___ Shifts fire on command to two additional targets
after effectively engaging a target.

.3 ___ Denpbnstrates the ability to deliver controlled fire
onto each target in three to five round bursts,
whose beaten zones inpact on each target safely and
wi thin the 50-round all ocation.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.10.15 DELIVER DEFI LADE FIRE WTH THE M50 MACHI NE GUN

CONDI TION(S): A machine gun squad is supporting security/tactica
operations. The squad has been tasked to deliver fire from defil ade.

ENCLOSURE ( 1)
Xl |- A 89



MCO 3501. 13
6 Jan 92

STANDARDS: EVAL: Y: N, NE

.1 _ Selects suitable defilade (i.e., maxi mum mi ni num
or partial defilade positions) based on the
situation and terrain avail able.

.2 ___ Establishes mnimmmask cl earances (m ni mum el evation) for
the entire sectors of fire or for each individual target.

.3 ____ Lays the machine guns for direction
.4 __ Lays the machine guns for elevation
.5 Adjusts fire and designates targets.
.6 __ Engages the targets successfully.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK: 12A.10.16 SELECT AND PREPARE M50 MACHI NE GUN PGSI TI ONS

CONDI TION(S): A machi ne gun squad or section has had prinary, alternate,
and supplenmentary firing positions designated. The machi ne gun teans are
preparing to occupy these positions using the ML22 tri pod.

STANDARDS: EVAL: Y; N, NE

.1 __ Ensure squad | eader designates the exact primary firing
positions for each machi ne gun, assigning sectors of fire
and final protective line (FPL) or principal direction
of fire (PDF).

.2 ___ Ensure squad | eader designates the exact alternate
positions for both machi ne gun teans from which the
assi gned sector can be covered.

.3 ___ Lays machine guns inmediately to cover the sector

.4 __ Prepare primary positions for machi ne gun teans,
usi ng available materials, including overhead
protection and canoufl age, and draw up range cards.

.5 _ Ensure squad | eader identifies two suppl enentary
positions where he would likely enplace his machi ne
guns as dictated by probable changes in the machi ne
gun m ssi on.

.6 __ Ensure positions are conpleted, range cards submitted, and
machi ne guns are laid in on the FPL or PDF within 4 hours
of the command to begin.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.
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TASK: 12A.10.17 CONDUCT AERI AL GUNNERY W TH THE M50 MACHI NE GUN

CONDI TION(S): The machi ne gun section is supporting security/tactica
operations. Threat forces have rotary and fixed-wing aircraft as well
as RPV's. The machi ne gun teans have been assigned sectors of scan
The hostile criteria, weapons control status, and air defense warnings
are established. Eneny aircraft are approaching friendly units.

STANDARDS: EVAL: Y: N, NE

.1 __ Assigns a primary and secondary sector of fire for
each machi ne gun team

.2 ___ Estimates range in which hostile aircraft are entering
the maxi num ef f ective range

.3 __ Determines a point of aim and line and | ead angl e
depending on the type aircraft engaged.

.4 _ Adjusts fire as necessary based on observation of the
tracer stream

.5 Fires guns continuously throughout the engagenent.

. 6 Engages the target aircraft successfully.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK: 12A.10.18 CONDUCT QUALI FI CATI ON FIRING ON THE 12.7 METER TARGET
WTH THE M50 MACHI NE GUN

CONDI TION(S): The machine gun section is preparing to support security/
tactical operations. The nachine gun teans have zeroed their guns and
are prepared to fire on a 12.7 nmeter course. Each nachine gun teamis
provi ded four 6-round belts, one 30-round belt, and two 48-round belts.

STANDARDS: EVAL: Y; N, NE

Team numnber one:

.1 __ Achieves expert gunner

.2 ___ Achieves first class gunner
.3 ___ Achieves second cl ass gunner
.4 _ Teamis unqualified.

Team nunber two:

.5 Achieves expert gunner

.6 __ Achieves first class gunner
.7 ____ Achieves second cl ass gunner
.8 __ Teamis unqualified.

Team nunber three:

.9 __ Achieves expert gunner
.10 _ Achieves first class gunner
.11 __ Achieves second class gunner
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.12 _ Teamis unqualifi ed.

Team nunber four:
.13 __ Achieves expert gunner.
.14  Achieves first class gunner.
.15 __ Achieves second class gunner.
.16 _ Teamis unqualifi ed.

Team nunber five:
.17 __ Achieves expert gunner.
.18  Achieves first class gunner.
.19 _ Achieves second class gunner.
.20 Teamis unqualifi ed.

Team nunber si x:
.21 Achieves expert gunner.
.22 ___ Achieves first class gunner.
.23 ____ Achieves second class gunner.
.24 Teamis unqualified.

EVALUATOR | NSTRUCTI ONS:  FMFM 6-4A and OH 6-9 provide anplifying details.
For each machi ne gun teamthere should be one "Y' and three "NE' narks.
The "Y" will signify the level of qualification for the team

KEY | NDI CATORS: None.

TASK: 12A.10.19 CONDUCT RECONNAI SSANCE, SELECTI ON, AND OCCUPATI ON OF
60 MM MORTAR POSI TI ONS

CONDI TION(S): The 60 mmnortar section is supporting security/tacti cal
operations. An area for the establishnent of a nortar position and a
sector of fire has been designated.

STANDARDS: EVAL: Y; N, NE

Section | eader:

.1 __ Conducts a reconnai ssance of the assigned area and
consi ders position selection criteria and tine
requirenents for site preparation. (KI)

.2 ___ Evaluates the factors of METT-T in determ ning which
formation to use in a given firing position.

Mortar section:

.3 ___ Checks the position and the imediate vicinity for
m nes, NBC contam nation, and eneny forces.

.4 __ Conducts a rapid neasurenent of mask cl earance and
over head obstructi on.

.5 Prepares a section overlay, selecting targets within
the sector; plotlines themw th target nunbers; and
illustrates the FPF.

.6 Est abl i shes | ocal security.
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.7 ___ Ensures section is ready to fire within 7 mnutes after
arrival in position.
.8 __ Digs in the weapons and canoufl ages the positions.
.9 _ Ensures section |l eader and Marines not assigned wthin

the nortar pits prepare and canouflage fighting hol es.

.10 Prepares alternate and supplenentary positions as tine pernmits.

.11 Conpl etes nortar section position within 4 hours.

Prior to displacing:

.12 Retrieves wire, claynores, trip flares, etc.

.13 __ Inspects nortar position for docunents, overlays,
litter, and anything that may conprom se security.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

PCSI TI ON SELECTI ON CRI TERI A

Wth mssion acconplishnent the nost inportant factor, nortar firing
positions are sel ected based on:

1. Tactical situation
2. Range criteria

3. Survivability

4. Surface conditions
5.  Comuni cati ons

6. Routes

7. Overhead and mask cl earance

TASK: 12A.10.20 CONDUCT 60 MM MORTAR PREFI RE SAFETY CHECKS

CONDI TION(S): The 60 nmnortar section is supporting security/tactica
operations. The nortar section is in position and the guns have been
mounted and laid. The guns are ready for action following the prefire
saf ety checks.

STANDARDS: EVAL: Y; N, NE

.1 __ Conducts a nmask cl earance and overhead interference
check for each nortar using the deliberate nethod
of measuremnent.

.2 __ Locks the tubes to the baseplate and ensures that the open
ends of the socket cap are pointed in the direction of fire.

.3 ____ Inspects the tube and swabs the bore.
.4 __ Secures the yoke coupling.
.5 __ Ensures that the bipod leg cable is taut.
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.6 __ Ensures that the |ocking sleeve nut is handtight.
.7 ____ Inspects the amunition
.8 __ Ensures that the weapon is on drop fire.
.9 _ Conpletes all of the safety checks within 2 m nutes

with no errors.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.10.21 REMOVE A 60 MM MORTAR M SFI RE

CONDI TION(S): The nortar section is supporting security/tactica
operations and a msfire has occurred.

STANDARDS: EVAL: Y; N NE

.1 _ Handl es misfires correctly.

.2 ___ Conpletes the required sequence of action correctly
and within 5 mnutes.

EVALUATOR | NSTRUCTIONS: Al menbers of the squad are required to
dermonstrate their know edge per the procedures contained in FM 23- 36.

KEY | NDI CATORS: None.

TASK: 12A.10.22 MOUNT AND LAY THE 60 MM MORTAR FOR DI RECTI ON
(DI RECTI ONAL STAKES)

CONDI TION(S): The 60 nmnortar section is supporting security/tactica
operations. A nortar position has been selected and is ready for
occupation. Prenount checks have been made and the squad | eader

has enpl aced the base plate stake and the direction stake.

STANDARDS: EVAL: Y; N, NE

.1 __ Assenbles the nortar correctly within 90 seconds
and neets the safety criteria.

.2 ___ Ensures vertical crosshair of the sight is within 2
mls of the left edge of the directional stake.

.3 ___ Ensures deflection setting is 3200 nmls and the
el evation setting is 1100 mls

.4 __ Ensures both leveling bubbles are centered and the tube
is positioned at center traverse (within two turns).

EVALUATOR | NSTRUCTI ONS: Vertical crosshair on the sight reticle is to be
positioned on the left edge of the directional stake with all bubbles |evel.
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KEY | NDI CATORS: None.

TASK: 12A.10.23 FIRE REG STRATI ON AND ADJUST A PARALLEL SHEAF W TH THE
60 MM MORTAR

CONDI TION(S): The 60 nmnortar section is in support of security/tactica
operations. The section is required to register and adjust a parallel sheaf.
The section is in established positions. A registration point has been
identified.

STANDARDS: EVAL: Y: N, NE

.1 _ Adjusts and records firing data in the registration
point within 12 m nutes.

.2 ___ Ensures the last adjusting round hits within 25 neters
of the registration point.

.3 Makes parall el sheaf adjustnents in another 12 m nutes.

EVALUATOR | NSTRUCTI ONS: Conpl etes the task within an all ocation of
5 WP rounds and 10 HE rounds.

KEY | NDI CATORS:  None.

TASK: 12A.10.24 H T AN AREA TARGET WTH THE 60 MM MORTAR

CONDITION(S): A 60 mmnortar section is supporting tactical operations.
The section is in prepared positions. An area target has been identified
by an FO and a call for fire is initiated.

STANDARDS: EVAL: Y; N, NE

.1 __ Fires the first adjustnment round within 3 nminutes after
receipt of the call for fire.

.2 __ Ensures section fires for effect within 12 m nutes
of receiving the call for fire.

.3 Fires for effect hit within the target area.

EVALUATOR | NSTRUCTI ONS: Conpl etes the task within an allocation of 5 W
and 10 HE rounds.

KEY | NDI CATORS: None.

TASK: 12A.10.25 SH FT FIRE TO AN AREA TARGET WTH THE 60 MM MORTAR

CONDITION(S): A 60 mmnortar section is supporting tactical operations.
The section is firing fromprepared positions. The section has just
conmpleted fires for effect and a second target has been identified within
400 neters of the last target. The FO has requested a shift fire m ssion

STANDARDS: EVAL: Y; N, NE

.1 _ Fires for effect on the second target within 3 m nutes of
the request.

.2 ~ Fires for effect hit within target area.
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EVALUATOR | NSTRUCTI ONS: Conpletes the task within an all ocation of
10 HE rounds.

KEY | NDI CATORS: None.

TASK: 12A.10.26 CONDUCT ADJUSTMENT OF A FI NAL PROTECTI VE FI RE
WTH THE 60 MMV MORTAR

CONDI TION(S): The 60 nmnortar section is supporting security/tactica
operations. The section is in prepared positions. An FO has been given
the grid of an assigned FPF not nore than 100 neters forward of

friendly troops (sinmulated).

STANDARDS: EVAL: Y; N NE

.1 Makes all adjustnments within 20 m nutes.

.2 ___ Ensures final adjusting round lands within 25 neters
of the target.

.3 Uses the creeping nmethod to adjust onto the target.

EVALUATOR | NSTRUCTI ONS: Conpl etes the task within an all ocation of 5 WP
rounds and 10 HE rounds.

KEY | NDI CATORS: None.

TASK: 12A.10.27 FIRE PROTECTIVE FIRE WTH THE 60 MM MORTAR

CONDITION(S): A 60 mmnortar section is supporting security/tactica
operations. The section is in prepared positions. The unit conmander
has called for the FPF to be fired.

STANDARDS: EVAL: Y; N, NE

.1 ~ Fires the first rounds within 30 seconds after the call

.2 ~ Fires for effect hit within the target area.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.10.28 H T AN AREA TARGET W THOUT AN FDC WHI LE ENMPLOYI NG THE
60 MM MORTAR

CONDITION(S): A 60 mmnortar section is supporting security/tactica
operations. The section is in the process of occupying a new position.
The FDC is not established. The squad | eader noves to a position within
100 nmeters of the gun target I|ine.

STANDARDS: EVAL: Y; N, NE

.1 __ Fires the first adjusting rounds after receipt of the fire
m ssi on.
.2 Ensures section fires for effect within 8 m nutes of

the receipt of the m ssion

.3 Fires for effect hit within the target area.

ENCLOSURE (1)
XII-A 96



MCO 3501. 13
6 Jan 92

EVALUATOR | NSTRUCTI ONS: Conpletes the task within an allocation of 5
WP rounds and 10 HE rounds.

KEY | NDI CATORS: None.

TASK: 12A.10.29 PROVIDE BATTLEFIELD ILLUM NATION WTH THE 60 MM MORTAR

CONDITION(S): A 60 mmnortar section is supporting security/tactica
operations. The section is firing fromprepared positions. The section
is prepared to support operations under limted visibility conditions.

STANDARDS: EVAL: Y: N, NE

.1 _ Delivers illum nation over the designated target within 4
m nut es of request.

.2 ___ Maintains illumnation on a continuous basis for 2 mnutes.
EVALUATOR | NSTRUCTI ONS: This task can be evaluated during the conduct of
other tasks. A maxinmumof 10 illum nated rounds is allocated for this

m ssi on.

KEY | NDI CATORS: None.

TASK: 12A.10.30 SCREEN FRI ENDLY MOVEMENT W TH SMOKE UTI LI ZI NG THE
60 MM MORTAR

CONDITION(S): A 60 mmnortar section is supporting security/tactica
operations. The section is firing fromprepared positions. The section
has received a call for fire to screen the novenent of friendly troops
with snoke. An area of about 100 neters w de nmust be screened. One

m nute of obscuration is required.

STANDARDS: EVAL: Y; N NE

.1 __ Establishes an effective screen within 12 m nutes of
the request for fire.

.2 ~_ Maintains an effective screen for 1 minute.

EVALUATOR | NSTRUCTI ONS: Conpl etes the task within an all ocation of
10 WP rounds.

KEY | NDI CATORS: None.

TASK: 12A.10.31 PERFORM MK 19 GUN DRI LL

CONDITION(S): A MK 19 squad is preparing for security/tactical operations.
The squad has conpleted its novenent and initial preparation and has begun
rehearsing its actions.

STANDARDS: EVAL: Y; N, NE

MK 19 squad nenbers:

.1 Possess correct equi pnent. (KI)

.2 ___ Denpbnstrate their know edge by verbally expl ai ni ng what
they are | ooking for when exam ni ng the equi pnent.

.3 Report any di screpancies that cannot be corrected

- by the team
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.4 __ Position and place the nachine gun in action within 90
seconds. Start: Assistant gunner places tripod in the
direction of fire. Stop: Qunner reports, "Gun up"
.5 __ Take the machine gun out of action

EVALUATOR | NSTRUCTI ONS: Live ammunition is NEVER used in gun drill.

KEY | NDI CATORS:

EQUI PMENT
Team Leader: MK 19, binocul ars, and conpass.

Assi stant Gunner: Tripod and one box of dummy or expended anmuniti on

Ammunition Bearer: Equi pnent bag, cradle, and traversing and el evating
mechani sm and one box of dumry or expended amrunition

TASK: 12A.10.32 CLEAR MK 19 MALFUNCTI ONS AND STOPPAGES

CONDI TION(S): A machine gun teamis placed in action and the teamis in
position to fire the gun. The evaluation can occur during daylight or
under limted visibility conditions.

STANDARDS: EVAL: Y; N, NE

Machi ne gun team nenbers

.1 _ Denpbnstrate correct inmediate action procedures to
reduce stoppages.

.2 ___ Denpbnstrate the correct procedures to use to renedy
sl uggi sh operation of a gun

.3 ___ Denonstrate the correct procedures to stop a runaway
machi ne gun.

EVALUATOR | NSTRUCTI ONS:  Eval uator has team nenbers rotate duties unti
all Marines have denponstrated their know edge of reducing mal functions
and stoppages.

KEY | NDI CATORS: None.

TASK: 12A.10.33 FIELD ZERO NG OF THE MK 19 MACHI NE GUN

CONDITION(S): A MK 19 squad is preparing for security/tactical operations.
The squad has conpleted its novenent and initial preparation and has begun
rehearsing its actions. Each team has been provided with three 6-round
belts of ammunition.

STANDARDS: EVAL: Y; N, NE

Machi ne gun team nenbers

.1 Denonstrate the ability to estinmate range to within 50 neters.

.2 ___ Conplete field zeroing using not nore than one 6-round
belt of amunition

.3 Confirmthe field zeroing by firing the second 6-round belt

of anmuni ti on.
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.4 _ Conplete the field zeroing after firing a third 6-round belt
of anmunition.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.10.34 PERFORM TARGET ENGAGEMENT OF PREDETERM NED TARGETS FROM
THE TRIPOD WTH THE MK 19 MACHI NE GUN

CONDITION(S): A MK 19 squad is supporting security/tactical operations.
The squad is tasked to fire on a nunber of targets using the M3 tri pod.
Each teamis provided with a 50-round belt of amrunition

STANDARDS: EVAL: Y; N NE

.1 __ Ensure team | eaders prepare rough terrain sketches
(range cards) within 45 m nutes based on the sector
limts, final protective fires, and predeterni ned
targets provided by the squad | eader to include the
T&E data for each.

.2 ___ Ensure team|l eaders prepare partially conpleted
range cards for suppl enentary positions.

.3 ___ Lay nmmchine guns on FPS or PDF after cards have been
conpl et ed.
.4 Delivers fires within 45 seconds on a target |ocated

in excess of 500 neters distant after receiving
a fire command, using six-round bursts with 2 m|l
shifts in elevation and deflection after each burst.

.5 __ Cover target with the beaten zone of the fires delivered.
EVALUATOR I NSTRUCTIONS: This task is evaluated three tinmes, each tine
with a 50-round belt of anmunition: once during the daylight, once
during nighttinme, and once in a nasked NBC environmnent.

KEY | NDI CATORS: None.

TASK: 12A.10.35 DELIVER OVERHEAD FIRE WTH THE MK 19 MACHI NE GUN

CONDI TION(S): A machine gun squad is supporting security/offensive
operations. The squad has been tasked to deliver overhead fire.

STANDARDS: EVAL: Y; N, NE

.1 _ Denpnstrates the ability to estimate range to within
50 neters.
.2 __ Selects a safety |linit after the exact positions of

the machi ne guns have been established and identifies
areadily identifiable terrain feature which
corresponds to the safety lint.

.3 __ Delivers effective overhead fire until friendly
troops reach the safety limt on the ground, ceasing
or shifting fires, as directed.

.4 __ Prepares a sketch of the overhead fire situation

.5 __ Enploys overhead fire in a safe and control |l ed
manner, using the tripod depression stops,
observing the safety limt, and not firing if the
gun-target range exceed the nmaxi num ef fective range
exceeds the maxi num ef fective range of the guns.
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EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.10.36 CONDUCT FI ELD FI RI NG ENGAGEMENT USI NG A VEH CLE MOUNT
(MK 19 M3

CONDITION(S): A MK 19 squad is supporting security/tactical operations.
The squad is tasked to fire on three targets using a vehicle nmount. Al
targets are at a range greater than 400 neters. Each teamis provided
with a 50-round belt of ammunition

STANDARDS: EVAL: Y: N, NE

.1 Engages the initial target within 30 seconds after |oading.

.2 ___ Effectively engage a target and on command shift to two
additi onal targets.

.3 __ Delivers controlled fire onto each target in three
to five round bursts, the beaten zones inpact on
each target safely, and within the 50-round all ocation

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:  None.

TASK: 12A.10.37 DELIVER DEFI LADE FIRE WTH THE MK 19 MACHI NE GUN

CONDI TION(S): A machine gun squad is supporting security/tactica
operations. The squad has been tasked to deliver fire from defil ade.

STANDARDS: EVAL: Y; N, NE

.1 _ Selects suitable defilade (i.e., maxi mum mininum or
partial defilade) positions based on the situation
and terrain avail abl e.

.2 ___ Establishes mnimum mask cl earances (mn ni mrum el evati on)
for the entire sectors for the entire sectors of fire
or for each individual target.

.3 ___ Lays the machine guns for direction
.4 __ Lays the machine guns for elevation
.5 Adjusts fire and designates targets.
.6 __ Engages the targets successfully.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.
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TASK: 12A.10.38 SELECT AND PREPARE MK 19 MACHI NE GUN POSI Tl ONS

CONDI TION(S): A MK 19 squad or section has had primary, alternate,
and supplenmentary firing positions designated. The machi ne gun teans
are preparing to occupy these positions using the M3 tripod.

STANDARDS: EVAL: Y: N, NE

.1 __ Ensures squad | eader designates the exact primary firing
positions for each gun, assigning sectors of fire and
FPL or PDF

.2 ___ Ensures squad | eader designates the exact alternate

positions for both gun teans from which the assigned
sector can be covered.

.3 ___ Lay machine guns to inmediately cover the sector

.4 __ Prepare primary positions for machi ne gun teans, using
avai l abl e materials, include overhead protection and
canmouf | age, and draw up range cards

.5 _  Ensure squad | eader identifies two supplenentary positions
where he would likely enplace his guns as dictated by
probabl e changes in the machi ne gun nission

.6 __ Ensure positions are conpleted, range cards are submtted,
and machine guns are laid in on the FPL or PDF within
4 hours of the command to begin.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.10.39 EMPLOY MACH NE GUNS I N THE DEFENSE

CONDITION(S): A MCSF Bn unit with organic or attached nachine guns is
conducti ng defensive operations.

STANDARDS: EVAL: Y; N, NE

.1 __ Ensure unit commander assigns mssions to machi ne gun squads.
.2 ___ Ensure unit commander designates primary and alternate firing
positions for each machi ne gun squad that allow the squad to
cover the primary infantry avenues of approach and to enpl oy
grazing fire as close to the maxi numrange of 700 neters
as possi bl e.

.3 ___ Ensure unit commander defines each machi ne gun squad’s area
of responsibility by assigning a sector of fire to each
squad that does not exceed 800 mls (45 degrees) and that
overl aps the adjacent nachi ne gun squad’s sector of fire.

.4 __ Ensure unit commander assigns an FPL to each squad that
conprises the rear boundary of its sector, nmaxin zes
flanking fires, allows nmachine gun fire to interlock
provi des nutual support between units, and m nim zes
dead space.

.5 _  Ensure unit commuander assigns a principal direction of fire,
when terrain or mssion does not permt effective FPL's, to
each squad that falls within the sector of fire or
conprom ses either of its boundaries.

.6 __ Ensure unit commander identifies supplenentary positions in
which to enplace his squads in order to acconplish other
def ensi ve m ssi ons.

.7 ___ Ensure unit commander ensures positions are conpleted, range
cards are submitted, and guns are laid in on the FPL or PDF
within 4 hours of the command to begin.
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EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

PCSI TI ON SELECTI ON CRI TERI A

Wth mssion acconplishnent the nost inportant factor, machine gun firing
positions are selected to provide:

1. Fields of fire.

2. (Qbservation of friendly naneuver units.

3. Direct fire without prenature nasking.

4. Cover and/or conceal nent.

5. Covered routes for occupation and resupply.

6. Sufficient space to allow dispersing the weapons with
at | east 35 neters between weapons.

7. Availability and accessibility of alternate positions.

8. Local security.

TASK: 12A.10.40 EMPLOY MACH NE GUNS I N THE OFFENSE

CONDI TION(S): A MCSF Bn unit with organic or attached nmachine guns is
conducti ng of fensive operations.

STANDARDS: EVAL: Y; N, NE

.1 __ Ensure unit commuander assigns m ssions to nachine
gun squads.

.2 ___ Ensure unit commander initially positions squads near LD/ LC
or moves themforward to occupy initial positions that
al l ow machi ne guns to provide effective supporting fire
to the conpany al ong the route of novenent of the conpany
and, if possible, at the objective.

.3 ___ Ensure unit commander displaces machi ne gun squads forward
to new positions by echelon in order to provide continuous
support.

.4 __ Ensure unit commander displaces machi ne gun squads forward

when objective is seized to aid in consolidation or shifts
fires to newtargets to support other m ssions.

.5 __ Ensure unit commander assigns each nachi ne gun squad
an area target to engage. Point targets are assigned
only when nore suitable weapons are not avail abl e.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.
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TASK: 12A.10.41 EMPLOY MK MACHI NE GUNS | N THE DEFENSE

CONDITION(S): A MCSF Bn unit with attached MK 19 machi ne guns is
conducti ng defensive operations.

STANDARDS: EVAL: Y; N. NE

.1 Ensure unit commander assigns mssions to MK machine
gun squads.

.2 __ Ensure unit commander designates prinmary and alternate
firing positions for each MK 19 machi ne gun squad t hat
all ow the squad to cover the primary eneny avenues of
approach with fire as close to the maxi mum effective
range of 1500 neters as possible. He assigns areas
that cannot be engaged by direct fire (dead space) to
the MK 19 machi ne gun squads.

.3 __ Ensure unit conmander defines each MK 19 machi ne gun
squad’ s area of responsibility by assigning a sector
of fire to each squad that does not exceed 800 nils
(45 degrees) and that maximzes flanking fires, allows
MK 19 machine gun fire to interlock with other nachine
guns, provides nutual support between units, and
m nim zes dead space.

.4 __ Ensure unit commander assigns a principal direction of fire
to each squad that falls within the sector of fire or
conprises either of its boundaries.

.5 __ Ensure unit conmmander identifies a priority for target
engagenent that includes point targets, such as |ight
arnored vehi cl es and crew served weapons; and area
targets, such as disnounted infantry or suspected positions.

.6 Ensure unit conmander identifies supplenmentary positions in
whi ch to enplace his squads in order to acconplish other
def ensi ve mi ssi ons.

.7 _____ Ensure unit commander positions are conpleted, range
cards are subnitted, and guns are laid in on the
FPL or PDF within 4 hours of the command to begin.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12A.10.42 EMPLOY MK 19 MACH NE GUNS | N THE OFFENSE

CONDITION(S): A MCSF Bn unit with attached MK 19 machi ne guns is
conducti ng of fensive operations.

STANDARDS: EVAL: Y; N, NE

.1 _ Ensure unit conmander assigns nissions to MK 19 nachi ne
gun squads.

.2 ____ Ensure unit conmmander initially positions squads near LD/ LC
or nmoves them forward to occupy initial positions that all ow
MK 19 machine guns to provide effective supporting fire to
the conpany al ong the route of novenent of the conpany and,
if possible, at the objective.

.3 __ Ensure unit commander displaces MK 19 nachi ne gun
squads forward to new positions by echelon in order
to provide continuous support.

.4 __ Ensure unit commander assigns each nachi ne gun squad
a portion of the target or point targets to engage.

.5 _ Ensure unit conmmander displaces squads forward when
objective is seized to aid in consolidation or
shifts fires to new targets to support other m ssions.
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EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.
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SECTI ON 12B

COVBATTI NG TERRORI SM
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| NTRODUCT1 ON

The nunber of terrorist attacks against mlitary personnel, units, and
installations has increased considerably during recent years.

Antiterrorism neasures decrease the probability of a terrorist act.
Antiterrorismis the proactive, preventive stage of conbatting terrorism

Counterterrori smmneasures are taken in response to an ongoing terrori st
incident. Counterterrorismis the reactive, tactical stage of conbatting
terrorism

Successful operations to prevent terrorist action against a unit or an
installation require systematic neasures to be taken to decrease the
probability of a terrorist incident occurring. This includes steps to
ensure that the unit/installation is prepared to respond if an incident
does take place.

This is one of several types of security operations, unique in that
they are the only operational nissions that are shared by Fleet Marine
Forces (FMF s) and other Marine Corps organizations such as posts and
stations.

The MPS's contained in this section, therefore, are designed to be
applicable to both operational forces and the support establishment.
In certain instances FMF units have built in agencies to handle
functions such as intelligence/threat assessnment and crisis response,
etc., and do not need to form separate organi zations described in this
section to deal with a terrorist situation. Accordingly, plans, SOP s,
and orders that provide for the functions described, but use already
exi sting agencies to performthe required actions, are acceptable. Those
Mari ne Corps units/organizations that do not possess these agencies should
be capabl e of tenporarily organizing into the structure described to
conbat terrorism

Eval uation of the unit’'s capability to conbat terrorismnecessarily
i ncl udes an eval uati on of those counterterrorism acti ons commensurate
with inplementing the Crisis Managenent Pl an devel oped as part of the
antiterrorismreadi ness preparations.

The MPS contained in this section which deal with antiterrorism
neasur es i ncl ude:

9D.1 - Antiterrorism

Know edge

9D. 2 - Antiterrorism

Intelligence

9D.3 - Antiterrorism- Planning

9D.4 - Antiterrorism

Operations Security

9D.5 - Antiterrorism

Personnel Security

9D.6 - Antiterrorism

Physi cal Security
The | ast MPS:
9D.7 - Counterterrorism- Managenent of a Crisis Response
Cont ai ns standards whi ch are designed to allow eval uation of the adequacy
of a unit/installation plan as well as their preparations for its
i mpl enent ati on.
REVI EW
These MPS' s shoul d be reviewed, applied, and validated as appropriate.
Recomendati ons for additions/changes to these proposed standards
shoul d be submtted to the Comrandi ng General, Marine Corps Conbat
Devel opnent Cormand (TE 31), Quantico, VA 22134-5000.
Subm ssion should be in the follow ng fornmat:
Itemto be changed (MPS, task, requirement, or text |ocation);
Conment ; and,
Recommendat i on.
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GLOSSARY - ACRONYMS
ACRONYM DEFI NI TI ON
ACC Al arm Control Center
BAF Backup Al ert Force
ClB Conbat I nformation Bureau
Ccmr Crisis Managenent Team
CSs Combat Servi ce Support
coC Combat Operations Center
DoD Depart ment of Defense
ECP Entry Control Point
EEFI Essential Elenents of Friendly Information
EEI Essential Elenents of Information
EOD Expl osi ve Ordnance Di sposal
HERO Hazards of El ectromagnetic Radi ation
HUM NT Human Intelligence
| ED | mprovi sed Expl osi ve Devi ces
LOD Li ne of Departure
NAVAI DS Navi gati on Ai ds
OR s O her Intelligence Requirenents
OPPAT Operational Patterns
PHOTI NT Phot oi ntel I i gence
PRP Personnel Reliability Program
RCE Rul es of Engagenent
SIGNIT Signhals Intelligence
SIR Serious Incident Report
SJA Staff Judge Advocate
SOFA Status of Forces Agreenent
SRT Speci al Reaction Team
SOP St andi ng Operating Procedures
SWAT Speci al Wapons and Tactics
TMF Threat Managenent Force
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12B.1 ANTI TERRORI SM - KNOW EDGE

TASK: 12B.1.1 |DENTIFY THE NATURE OF TERRORI SM

CONDI TION(S): This standard is evaluated by oral interview of randomy
sel ected nmenbers of the unit by eval uators.

STANDARDS: EVAL: Y: N NE

.1 __  Training is being conducted by the unit on the nature
of terrorism (KI)

.2 A general awareness of the nature of terrorismto include
weapons and activities is displayed by nmenbers of the unit.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

NATURE OF TERRORI SM

DEFINITION: The unlawful use or threatened use of force or violence by a
revol uti onary organi zati on agai nst individual (s) or property, with the
intention of coercing or intimdating governnents or societies, often for
a political or an ideol ogical purpose.
Terrorismmy be used by individuals or well-organized groups to attain
goal s that are beyond their capability by other means such as
denmonstrations, political processes, or nore conventional armed conflict.
Terrorismis lowintensity warfare in that the terrorists are normally few
in nunber and relatively lightly armed. The notivation can be i deol ogi cal
financial, or the result of nental inbalance. They may sharet the comon
features of:

1. Pronoting fear

2. Being mlitarily weaker than opposing police or mlitary forces.

3. Striving for news nedia attention above tactical success.

4. Hgh mobility.

5. Exploiting the cheapness of terror

6. Possessing limted resources.

7. Operating under varying degrees of cover

8. Believing in small groups for security.

9. Causing confusion, disruption, and del ayi ng techni ques that pronote
psychol ogi cal terror within target audience/area.

TERRORI ST GOALS

Most short termterrorist goals are ained at gaining recognition, reducing
CGovernment credibility, obtaining funds and equi pnent, disrupting

comuni cations, denonstrating power, delaying the political process,
reduci ng the Governnent’s econony, influencing elections, or freeing

pri soners. Long range goals nmay be to topple governnents, influence top

| evel decisions, or gain legitinmate recognition for their cause.
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XIl-B-3



MCO 3501. 13
6 Jan 92

TERRORI ST GROUPS

Terrorist groups will often share assets as long as the groups are not

i deol ogi cal |y opposed. In sonme cases, governments will enploy terrorists
as a surrogate arny by funding their activities agai nst another nation
These groups tend to be snall and conpartnentalized for security reasons.
These groups will maintain their clandestine cells unless they are in an
area of considerabl e popul ar support where they may choose to nobve about
in the open while secure fromtheir enenies.

TERRORI ST WVEAPONS

Terrorists generally enploy basic arns and expl osives. These range from
handguns to |ight nachi neguns and from grenades to nobil e apparatus ful
of explosives. The terrorists seek portable, sophisticated weapons, but
do not always have access. The use of advanced weapons, such as surface
to air mssiles would add to the sensationalismof the act and, hence,

i ncrease news nedi a coverage. However, the favorite weapon of the
terrorist remains the homenade bonmb or I1ED. These IED s are nost often
enployed in pairs with the first device being smaller than the second.
The concept of enploynment is to draw a crowd with the first weapon and
then attack the crowd.

TERRORI ST ACTI VI TI ES

BOMBI NG  Si xty-seven percent of all terrorist incidents in the |ast decade
i nvol ved bombs; they are cheap, reliable, easy to nake, and naterials are
readily available. Additionally, a m x of real bonbs and hoaxes can tie-up
security forces and keep the public in a panic. As previously nentioned,
they are often used in pairs. Bonbs can be delivered by w de variety of
neans.

ARSON. Arson is a useful tactic against public utilities, hotels, houses
of governnent, and industrial centers. The incendiary devices are cheap
and easy to hide. An act of arson can also be used to draw a crowd to a
killing zone for a bonb or other weapon.

H JACKI NG VEHI CLE THEFT. A popular terrorist tactic to provide an
organi zation with the contents of the vehicle hijacked or stolen, and

to provide a nmeans of delivery. Hijackings or theft of certain vehicles
coul d indicate the intended use of a vehicle bonb.

SKYJACKI NG Al RCRAFT THEFT. A terrorist tactic to provide the organization
wi t h hostages and/or the means for unique delivery of explosives to a target.
Skyj acking and aircraft thefts could indicate the intended use of an aircraft
or "Kam kaze" type terrorist attack

ASSASSI NATI ON.  Assassination is one of the oldest terrorist tactics. It is
relatively easy, cheap, and terrifying. It is a favorable secondary activity
when physi cal security measures prohibit terrorists fromattacking major
installations.

AMBUSH. A wel |l -pl anned anbush all ows for assassination or kidnapping to
occur at the place and tine of the terrorist’s choosing. It is particularly
easy to acconplish if the victimalways uses the sanme routine.

KI DNAPPI NG Kidnapping is a favorite nmethod of financing terrorist novements
or forcing governments to accede to terrorist demands for prisoner rel ease
etc. Kidnapping generally requires a safehouse in which to keep the victim
whi | e bar gai ni ng.

HOSTAGE TAKING  Hostage taking is overt and is designed to attract and
hold the nmedia’s attention. Because the hostages lives are threatened,
this can be used to force concessions fromthe Governnent. The terrorist
has bargaining chips in the lives of his hostages.

ROBBERI ES AND EXPROPRI ATIONS. I n sone environments these nmet hods enhance
other terrorist activities. However, these are not required when
terrorists are functioning as surrogates of other nations.

PSYCHOLOG CAL TERROR. A formof terrorismdesigned to alter behaviora
characteristics of an individual, group or activity/organization through
t he application of sophisticated psychol ogi cal techniques.

Bl O.OG CAL _AND CHEM CAL ATTACK. The use of biological and chemnical agents
by terrorists cannot be dism ssed. Wiile there is no indication of such
terrorist activity in the past, this formof warfare nust be consi dered
when planning to conbat terrorism
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THE M LI TARY AS A TERRORI ST TARGET

The mlitary represents our nation throughout the globe. It is a synbol of
our national power and strength. W are terrorist targets as individuals or
groups on and off our ships and bases. Further, we present the terrorist
with a source of arns, amunition, and explosives. Attacks against U S.
mlitary personnel and facilities worl dw de are increasing.

TASK: 12B. 1.2 DETERM NE AUTHORI TY AND JURI SDI CTI ON OUTSI DE CONUS

CONDI TION(S): Prior to an act of terrorismoccurring, the unit comrander
and his principal staff officers should have a cl ear understanding of their
authority and jurisdiction in the event that a terrorist act occurs in U S.
or while deployed to a foreign country.

In the case of Marine Corps units overseas, requirenents 12B.1.2.2 and
12B. 1. 2.3 woul d not apply.

STANDARDS: EVAL: Y; N, NE

.1 _ Determine the authority/jurisdiction over terrorist
events based upon geographic location. (KI)

.2 ____ Ensure the unit has an understandi ng of the Posse
Comtatus Act. (KI)

.3 ___ The unit comrander and his principal staff understand the
jurisdiction of the FBI over terrorist acts within the
Uus (KI)

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

DETERM NI NG AUTHORI TY AND JURI SDI CT1 ON

The basis for determning primary authority and jurisdiction over
terrorist actions is determned prinmarily by location. In the
United States the primary authority is always the FBI. The
jurisdiction falls to the base commander, only if the act takes
pl ace aboard the base. CQutside of the United States, the host
country has primary authority as set forth in the internationa
agreenent. Basically, it’s their country unless it’s an
enbassy or you have classified itens the conprom se/capture of
which are threatened by terrorist activity. The follow ng
chart should assist the evaluator in clarifying questions of
authority and jurisdiction.

PRI MARY PRI MARY EXERCI SI NG PRI MARY
I NI TI AL AUTHCRI TY/ ENFORCE CONTROL OF I NVEST
LOCATION  RESPONSE ~ JURI SDI CT. RESPONSE =~ M LI TARY ASSETS  RESPONSE

Wthin the United States:

On Base Mlitary FBI / Base FBI / Provost Base or Unit FBI/ NI S
Poli ce Commander Mar shal | Conmander
(Support FBI)
O f Base Civilian FBI FBI Base or Unit FBI / Loca
Poli ce Conmander Aut horities
(Per Posse
Com tatus Act)

On Base Mlitary Host Gover nnent Base of Unit Host
Police Government/  Provost Comander CGover nirent /
Base Mar shal | applicable NI S
Commander St at us of

For ces Agreenent
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O f Base Host Host Host Base of Unit Host
Country Gover nnment Gover nnent Conmmander / Gover nment
Law Host Gover nnment
Enf or cenent (Per applicable
Status of Forces
Agr eement)

NOTE: Coordinate with the local SJA to clarify authority and questions of
jurisdiction. Coordinate with Departnment of State officials as required
Coordinate in advance with | ocal |aw enforcenent agencies to ensure response
support procedures are in place and established information/conmunications
channel s are functi oni ng.

POSSE COM TATUS ACT

This act is only applicable to nmilitary forces in the US. or its
possessions. |t does not apply in foreign countries nor to actions
aboard mlitary bases or in mlitary contracted buil dings or spaces,
or in guarding mlitary property in transit.

THE POSSE COM TATI S ACT (18 U.S.C. 1385)

The Posse Comitatus Act is a post-Civil WAr statute originally enacted in
1878 to curtail the use of nmilitary troops by |local Federal |aw enforcenent
agencies in the reconstructed South. Despite its age, the lawis in effect
today and nust be followed. It provides that:

1. "\Woever, except in cases and under circunstances expressly
aut hori zed by the Constitution or Act of Congress, willfully
uses any part of the Arny or Air Force as a posse conitatus
or otherwi se to execute the law shall be fined not nore than
$10, 000 or inprisoned not nore than 2 years, or both."

2. The term "posse comitatus" is defined as the power of
force of the country or the entire population of a
country which a sheriff may sunmon to his assistance in
certain cases; as to aid in keeping the peace, in
pursui ng and arresting felons.

3. The Act has been interpreted as a prohibition against
the use of the uniforned services of the DoD, either as
part of a posse conmitatus or in a nmilitary role other
than provided by statue, to assist local |aw
enforcement officers in carrying out their duties. The
same prohibition runs against the use of troops to
execute Federal laws [41 Op. Atty. Gen. 330 (1957); 16
Op. Atty. CGen. 162 (1878)]. This restrictive legislation
sought to restore congressional control over the manner
and circunstances under which mlitary power could be
used in domestic affairs.

CONSTI TUTI ONAL EXCEPTI ONS

The constitutional exceptions are based upon the inherent legal right of
the United States Governnent--a sovereign national entity under the Federa
Constitution--to ensure the preservation of public order and the carrying
out of governmental operations within its territorial limts, by force

if necessary. They are:

1. The energency authority--authorizes pronpt and vi gorous Federa
action, including use of nilitary forces, to prevent loss of life
or wanton destruction of property and to restore governnenta
functioning and public order when sudden and unexpected civi
di sturbances, disasters, or calanities seriously endanger life and
property and di srupt normal governnental functions to such an
extent that duly constituted local authorities are unable to
control the situation.

2. Protection of Federal property and functions--authorizes Federa
actions, including use of nmilitary forces, to protect Federa
property and functions when the need for protection exists and duly
constituted | ocal authorities are unable or decline to
provi de adequate protection

STATUTCORY EXCEPTI ONS

Congress pursuant to its constitutional authority has provided a broad range
of legislation authorizing the President to use regular and federalized
mlitia forces to execute the laws. To illustrate, the President is
currently enpowered to use mlitary forces:

1. To restore and mmintain public order.
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2. To respond to requests for aid fromstate governnents (10 U S.C. 332)
it is the constitutional duty of the President to see that the | aws
of the United States are faithfully executed (U S. Constitution
Article I'l, Section 3). Congress has inplemented this provision by
provi di ng that whenever the President considers that unlawful
obstructions, conbinations, assenbl ages, or rebellion against the
authority of the United States nake it inpracticable to enforce the
laws in any state or territory by the ordinary course of judicia
proceedi ngs, he nay utilize such Federal Arnmed Forces as he deens
necessary to enforce those |laws, or to suppress the rebellion under
this statute.

3. To protect the constitutional rights under certain conditions
(10 U.S.C. 333) the 14th Amendrment to the Constitution forbids
any state to deny equal protection of the laws to any person
within its jurisdiction. Congress has inplenented this provision
by providing that whenever insurrection, civil violence, unlawu
conbi nati ons, or conspiracies in any state so oppose, obstruct, or
hi nder the execution of the laws of the state, and any of the United
States, as to deprive any of the population of that state of rights,
privileges, and imunities named in the Constitution and secured
by laws, and the authorities of that state are unable, fail, or
refuse to provide such protection, it will be deened a denial by
that state of the equal protection of the |laws. Thereupon, it
becones the duty of the President to take such neasures, by
intervention with Federal Arned Forces, or by other neans, as he
deens necessary, to suppress such di sturbances.

4. To protect Federal property and functions (18 U. S.C. 1361 and 231
the latter prohibits participation in civil disorders affecting
commerce or Federal function and 50 U.S.C. 797).

To nmeet specified contingencies:

1. To assist the U S. Secret Service in protection of the President,
Vice President, mgjor political candidates, and foreign dignitaries
(HRJ Res 1292; 18 U.S.C. 3056).

2. To assist Federal magistrates in carrying out magisterial orders
relating to civil rights violations (42 U S.C. 1989).

3. To assist the Attorney Ceneral in the enforcenent of drug abuse
prevention and control [21 U S.C. 873(b)].

4. To assist the administrator of the Environnmental Protection Agency
EPA in water pollution control functions (33 U S.C. 1361).

5. To assist the FBI in congressional assassination, kidnapping, and
assault investigations [18 U S.C. 351(9g)].

To cope with domestic enmergencies and to protect public safety:

1. Furnish aid to civilians in tines of natural disasters
(42 U. S.C. 4401. 84).

2. Render humanitarian or energency assistance in cases of
national disasters (41 U S.C. 1855).

EMERGENCY RULE

When the calamity or extrene enmergency render waiting for instructions from
the proper mlitary departnent dangerous, a conmander nay take whatever
action the circunstances reasonably justify and conply with the foll ow ng:

1. Pronptly report the mlitary response to higher headquarters.

2. Docunent all the facts and surroundi ng circunstances to neet any
subsequent chal |l enge of inpropriety.

3. Retain mlitary response under military chain of command.
4, Limt mlitary involvenent to the m ni nrum demanded by necessity.

The policy of the DoDis to limt extensive relief operations by the
mlitary services to those neasures authorized by the D saster Relief
Act, except where the overriding demands of hunmanity conpel inmediate
action to save human life, prevent inmediate hunman suffering, mtigate
maj or property danage or destruction, and |ocal resources are clearly

i nadequate to cope with the situation. |In keeping with this policy, the
mlitary services can provide support, that is, furnish food, clothing,
shelter, medical help, or simlar aid in sudden energenci es which cal

for imediate action at the tine the aid is furnished. (42 U S. C 4431
(predi saster assistance)).
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1. Enmergency civilian or mxed civilian/mlitary fire-fighting
assi stance where base fire departnents have nutual aid
agreenents with nearby civil comunities.

2. Emergency EOD service. (See MCO 8027.1)

3. Energency use of working dog teams to aid in |ocating
| ost persons (humanitarian act) or expl osive devices
(donesti c emnergency).

4. Energency use of military aircraft in air piracy or
aircraft hijacking cases may be authorized by the
National MIlitary Commander Center (NMCC) (Deputy
SecDef neno, Subj: Support of Civil Authorities in
Ai rpl ane Hijacking Emergencies, 29 June 1972).
Mlitary aircraft may be commtted for use as chase
pl anes. Use of military personnel to apprehend
aircraft hijackers and the use of any type of mlitary
aircraft as platforms for weapons agai nst suspected
hi jackers are prohibited by the nenorandum Caveat:
Necessity gives birth to energency rule, determ nes
the degree of its application, and limts the duration
of its existence. Make sure it is an energency before
advi sing the commander to act.

AUTHORI TY OF THE FBI

The responsibility for the managenent of the Federal response to acts of
terrorismin the United States rests with the Attorney CGeneral. As the
chief |aw enforcenent officer of the Federal Governnent, the Attorney
General coordinates all Federal Government activities during a mjor
terrorismcrisis and advi ses the President as to whether and when to comit
mlitary forces in response to such a situation. Wthin the Departnent of
Justice the | ead agency for the operational response to a terrorist incident
is the FBI. The initial tactical response to such incidents is made by the
FBI special agent in charge (SAC) at the scene, under the supervision of
the Director of the FBI, who has overall responsibility for ongoing
operations to contain and resolve the incident.

Al mlitary preparations and operations, including the enploynent of
mlitary forces at the scene of a terrorist incident, will be the primary
responsibility of the SecDef. In discharging these functions, he wll
observe such | aw enforcenent policies as the Attorney General may determ ne.
To the extent practical, such |aw enforcenent policies will be formul ated
during the early stages of the terrorist incident to ensure that nmlitary

pl anni ng and operations are consistent with adm nistration policy and the
requi renents of |aw

The responsibilities of the DoD will be carried out principally through the
Departrent of the Arny, inasmuch as the Secretary of the Arny is assigned
primary responsibility for such matters, as DoD Executive Agent.

The Attorney General through the FBI will remain responsible (1) for
coordinating the activities of all Federal agencies assisting in the
resolution of the incident and in the admi nistration of justice in the
effected area, and (2) for coordinating these activities with those
state and | ocal agencies simlarly engaged.

Upon notification of a Presidential approval to use nilitary force, the
Attorney General will advise the Director of the FBI who will notify the
SAC, the SecDef will advise the nilitary task force conmander. The
mlitary commander and the SAC will coordinate the transfer of operational
control to the mlitary comrander.

Responsibility for the tactical phase of the operation is transferred to
mlitary authority when the SAC relinqui shes command and control of such
operation and it is accepted by the onsite nilitary task force comander.
However, the SAC may revoke the military commtnment at any tine prior to
the assault phase if he deternmines that nmilitary intervention is no |onger
required, provided that the mlitary comander agrees that a withdrawal can
be acconplished without seriously endangering the safety of military
personnel or others involved in the operation. The mlitary conmander may
utilize FBI personnel as hostage negotiators, translators, sniper/observers,
and in other simlar support roles, but FBI personnel nay not participate
in the tactical assualt unless expressly authorized by the SAC

When the mlitary task force commander determines that he has conpleted the
assault phase of the operation, command and control will be pronptly
returned to the SAC

The respective roles of the DoD, the Justice Departnment, and the FBI wth
respect to a terrorist incident on a mlitary reservation are essentially
t he sane as descri bed above. However, the installation conmander is
responsi bl e for the mai ntenance of law and order on a mlitary reservation
and may take such imedi ate action in response to a terrorist incident as
nay be necessary to protect life and property. The FBI will be pronptly
notified of all terrorist incidents and will exercise jurisdiction if the
Attorney General or his designee determ nes that such incident is a matter
of significant Federal interest. Wen the FBlI assunes jurisdiction, the
Attorney General will coordinate the Federal response. Should nmlitary
assi stance be required, it will be furnished in a manner consistent with
the principles of this nenorandum |If the FBI declines to exercise its

ENCLOSURE (1)
X 1-B-8



MCO 3501. 13
6 Jan 92

jurisdiction, mlitary authorities will take appropriate action to resolve
t he incident.

TASK:  12B.1.3 | DENTIFY GENERAL/ SPECI AL ORDERS

CONDI TION(S): Under field conditions, nenbers of the unit being eval uated
will be orally exam ned to determ ne know edge of general orders

Requi renment 12B.1.3.2 is designated as the critical conponent of this
task. A "NO' grade on this requirenent causes the unit to fail this task.
Menmbers of the guard/force will be eval uated concerning special orders and
ROE. These RCE nust reflect guidance received from hi gher headquarters.

STANDARDS: EVAL: Y: N, NE

.1 __ Randomy selected NCO s denpnstrate know edge of
general orders. (KI)

.2 ___ Randomy selected nonrated Marines denonstrate
knowl edge of general orders.

.3 Ensure unit has published special orders and ROE. (KI)

.4 _ Randomy selected NCO s denponstrate know edge of
speci al orders.

.5 _  Randomy sel ected nonrated Marines denonstrate
knowl edge of special orders.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

THE EL EVEN GENERAL ORDERS

(Sel ected nmenbers of the force nmust be orally exam ned.)
1. To take charge of this post and all Governnent property in view.
2. To walk nmy post in a mlitary nmanner, keeping al ways on
the alert, and observing everything that takes place within
sight or hearing.

3. To report all violations of orders | aminstructed to enforce.

4. To repeat all calls fromposts nore distant fromthe guardhouse
than nmy own.

5. To quit nmy post only when properly relieved.

6. To receive, obey, and pass on to the sentry who relieves ne
all orders fromthe conmanding officer, field officer of
the day, officer of the day, and officers and noncommi ssi oned
(petty) officers of the guard only.

7. To talk to no one except in the |ine of duty.

8. To give the alarmin case of fire or disorder

9. To call the Corporal of the Guard in any case not covered
by instructions.

10. To salute all officers and all colors and standards not cased.
11. To be especially watchful at night, and during the tinme for

chal l enging, to challenge all persons on or near ny post,
and to allow no one to pass w thout proper authority.
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SPECI AL ORDERS

ROE woul d come down chain of command to the evaluated unit. Unit specia
orders woul d be based on these approved ROE

Copi es of applicable special orders and ROE nmust be obtained fromthe unit
bei ng eval uated. Selected nenbers of the guard force nmust be orally
exam ned.

TASK: 12B.1.4 THE ROLE OF PUBLIC AFFAIRS IN A TERRORI ST ENVI RONMENT

CONDI TION(S): Guidance for public affairs is found in the Marine Corps
Public Affairs Manuals (MCO P5720.60 and P5720. 61).

Thi s shoul d be consulted when planning the unit’s use of public affairs
assets. GCenerally, MAGTF' s will establish agencies simlar to the CIB

When a unit does not have public affairs personnel assigned/avail abl e,
this need nust have been consi dered and assi gnment s/ pl ans/ preparati ons
must have been nade accordingly.

STANDARDS: EVAL: Y; N NE

.1 A public affairs officer (PAO or representative is
avail abl e, or the unit has designated a unit nenber
to act in this capacity. (KI)

.2 ___ The PAOis prepared to provide support to nearby
Marine Corps units or installations in the event of a
terrorist threat or act. (KI)

.3 ___ The MAGIF PAO published a plan for a CIB to be
activated in case of a terrorist operation. (KI)

.4 The MAGTF PAO is prepared to activate his CIB plan

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

PAQ REPRESENTATI VE DESI GNATED

Because the terrorist plays to all news nedia for recognition, the flow of
information to the news media nust be in the best interests of the unit.
When a terrorist incident takes place, there nmust be a flow of infornmation
to the news nmedia. As a mnimum this flow of information nust be screened
by the commander or his designated representative, to ensure proper

operations security and to protect the commander’s |egal position. In
cases where a PAO is assigned or available he would play a key role in
this process. |In other instances the unit nust have a designated staff

menber to performthese duties, as required, and until a PAO team can be
obtained, if required.

It nust be stressed that the news nedia should never be allowed to becone a
vehicle for debriefing terrorists after an operation. Wdespread

di ssenmi nation of |essons |learned and friendly operational procedures

will result in a better prepared, nore form dable terrorist for the

next event.

DUTI ES CF THE PUBLI C AFFAI RS OFFI CER/ REPRESENTATI VE

Check with the G 3/S-3 upon entering the COJ Crisis Managenent Center
Establish the CI B, per plan.

Control press rel ease; coordinate with G 3/S-3

Provi de other public affairs resources as required.

Control news nedi a personnel with press passes, escorts, etc.
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bt ai n approval for following items fromthe comrander

1. News rel eases;

2. News nedia personnel to enter outer perineter;

3. Release of photographs of suspects, victins, and i medi ate scene;

4. Interviews with anyone other than the commander; and

5. Direct communication with press personnel and suspect(s).

PUBLI C AFFAI RS SUPPORT OF NEARBY UNI TS

In cases where one is present in the area, the PAO nmust be prepared to
support nearby Marine Corps activities threatened by terrorism This
support nust be both proactive, such as using local news nedia to pronote
threat awareness in an antiterrorismrole, and reactive, such as setting
up a press center in a counterterrorismoperation. (See Kl 12B.5.2.)

COVBAT | NFORVATI ON BUREAU (CI B) PLAN

A sanple CIB plan is contained in the Marine Corps Public Affairs Manua
(MCO P5720.61). Obviously, this plan should include provisions for contro
of output to the news nedia in the event of a terrorist threat or a
terrorist operation.

Every effort nust be nade to deny the terrorist the ability to manipul ate
the press to his own ends.

12B.2 ANTI TERRORI SM - | NTELLI GENCE

TASK:  12B.2.1 DEVELOP ESSENTI AL ELEMENTS OF | NFORVMATI ON (EEI’ s)

CONDITION(S): Unit has arranged to utilize all available intelligence,
counterintelligence, and | aw enforcenent assets to determ ne what
processed intelligence is available on the terrorist threat in the
area of operations.

Requi renment 12B.2.1.5 does not normally apply to FMF units. As reflected
in the followi ng requirenment, the unit staff performs the threat assessnent.

STANDARDS: EVAL: Y; N NE

.1 __ The unit has contacted |ocal |aw enforcenent officials to
ascertain how they mght assist the unit in an antiterrorism
role. (KI)

.2 ____ The unit comrander has ensured that key personnel have

appropriate security clearances and access to
intelligence informtion

.3 __ Operations and intelligence personnel create a portrait/
profile of the terrorist organization(s) in the |ocal or
i ntended area of operations. (KI)

.4 __ Open sources are consulted to deterni ne additiona
information on terrorismin the intended area of
operations. (KI)

.5 Athreat assessnent group is established. (KI)
.6 __ EElI’"s are devel oped by the commander or his staff/threat
assessnent group to fill in know edge gaps of the terrori st

threat in the intended area of operations. The intelligence
cycle is enployed. (KI)
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EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

CONTACT LOCAL LAW ENFORCEMENT AGENCI ES

Local | aw enforcenent agencies in the intended area of operations can
provide crimnal information relative to terrorist activity. This can

be acconplished by working through established channels set up by SOFA's,
diplomatic efforts, or counterintelligence personnel. The relationship
between | ocal national agencies and U.S. mlitary forces is very sensitive
and rust be handl ed through existing channels. Jurisdictional nmatters
must be addressed and clearly understood by all concerned. Plans mnust
address the specifics of making this contact, which apply to an intended
area of operations.

A PORTRAIT OF THE TERRORI ST(S)

One of the basic tenants of warfare is "know your eneny." Accordingly,
threat anal ysis should be conducted on a continuing basis. This is best
acconplished by a trained intelligence staff/threat assessment group ready
to identify organizational and operational characteristics of threat
terrorist groups. The followi ng factors should be considered:
1. Oganizational characteristics:
a. Type - comittee, hierarchical
b. Politics - fascist, leftist, comunist.

c. Recruitnment - schools, prisons, ethnic, religious
organi zations, cults.

d. Goals - overthrow nodification/support of present governnent.
e. Financing - crimnal, foreign, private.
f. Conposition - sex, race, education
g. Connections - international support, schools.
2. QOperational characteristics:
a. Planning - precise, long, shoddy, SOP s.
b. Timng - special religious, party days.
c. Tactics - bonbing, assassination, kneecapping.
d. Collusion - reliance on insiders high or |ow
e. Training - type, extent, location, sponsor, quality.
f. Weapons and equi pnent - type, nunber, condition
g. Methods of operation
h. ldentities of personnel
i. Assessment of previous operational success.
Once these factors are mapped out, the threat analysis can be conti nued.
Additionally, if a factor cannot be determned, it may formthe basis for
an EElI to be presented to the intelligence conmunity.

TERRORI ST GROUP PERSONALI TY/ ORGANI ZATI ONAL PRCFI LE

Research has indicated an established organi zational pattern which is comobn
to nmost terrorist groups. This pattern is based upon sex, social status,
and education. It breaks the group into three elenments. These are the

| eaders, one or nore operators, and a group of idealists.
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The leader is irrationally dedicated to a set of ideals which differ from
those of the society which is being opposed. However, the | eader is not
irrational, but rather dedicated and singlemnded. 1In leftist terrorist
groups the leader is often female. In rightist terrorist groups, the

| eader is never a female. The |eader is al nost always hi ghly educated and
mani pul ative in that she (or he) allows subordi nate personnel to fulfil
their fantasies in support of the organizations goals. The |eader is
capabl e of policy devel opnent, intellectual pursuit, and will generally
have a background of radical behavior which precedes actual terrorist

i nvol verment .

The operator is nost often a male with a low |l evel of formal education and
a long record of crimnal/antisocial behavior which predates his invol verment
with terrorism He is an opportunist who is in the group for self-
fulfillment in the formof noney, sex, and/or drugs. He has little, if

any, group loyalty. He is not nentally ill, but is unable to feel guilt.

He is recruited fromprison popul ations by the | eader on pronise of ego
fulfillment through violent action. He acts as the operational trainer

and action |leader. He provides technical crinmnal skills to the group and
functions as field commander. He is manipul ated by the | eader, but

doesn’t care.

The idealists are a m xed group of mddle class, partially educated

ne’ er-do-wells. Their role is that of followers and drudge workers who
operate in support of the group. These nmen and wonmen are used to scout
potential robbery sites, map out safe houses, secure pay tel ephone nunbers,
and the like. They are sheep being | ead by the | eader and the opportunists.

NOTE: Wormen terrorists in the roles of both | eader and idealists tend to be
nore prone to violence and nore inflexible in their demands than their nale
counterparts. They are also nore likely to attenpt to surrender at the |ast
monment in order to avoid death at the hands of counterterrorist forces.

OPEN SOURCES

Because the terrorist often plays to the news nmedia in order to get public
recogni tion of his cause, open sources such as books, newspapers, and

magazi nes are good secondary intelligence sources. It is recommended that
all such sources be cross-checked for accuracy because m sl eadi ng propaganda
may be enbedded.

THREAT ASSESSMENT GROUP

The Threat Assessnent Group can be used by the commander of a base or
facility to assist himin devel opi ng a conprehensive threat statenent
and a threat analysis. The nenbership of this group nmay include the
personnel |isted below. An FMF conmander woul d use his staff for this
assessnment function.

1. G1/s-1.

2. G2/S-2 or Counterintelligence.

3. G3/S-3 or Operations Oficer.

4. G4/ S-4.

5. NS representative

6. G ound defense officer.

7. CDintelligence.

8. Medical.

9. Public affairs officer.

10. EOD.

11. Provost narshal.

THE | NTELLI GENCE CYCLE

Intelligence includes four consecutive phases and is cyclic in nature. For
exanple, after the initial deternmination of requirenents, an item of
information is collected, processed as intelligence and di ssenmi nated. As
a result, new questions arise. These are stated as intelligence

requi renents, and the cycle comences again.
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TASK:  12B.2.2 UTILIZE ESSENTI AL ELEMENTS OF | NFORVATI ON (EEI’ s)

CONDI TION(S): The unit/organization has devel oped EElI's, arranged for
security cl earances and access, conducted an assessnent of the threat,
and opened or planned to open information and intelligence contacts al ong
est abl i shed |ines of conmmunication

STANDARDS: EVAL: Y: N, NE

.1 __ EElI"s have been devel oped. (KI)
.2 ___ EElI"s are passed to collection agencies.
.3 ___ EElI"s are under continuous review for applicability,

pertinence, and reliability.

.4 _ As EElI's are filled they are expeditiously passed to the
operational forces.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

ESSENTI AL ELEMENTS CF | NFORMATI ON (EEI’ S)

The following terrorist considerations will apply in devel opi ng EEl’ s:
Organi zation (i.e., rigid cells, nmob, etc.) recruiting nethods
(solicitation, volunteer, etc.), recruiting places (university,

nmosque, etc.), recruited population (ethnic, religious, sex, etc.),

fi nanci ng net hods (robbery, external, etc.), international support

(rmoral, physical, etc.), national support (noral, physical, financial
etc.), political affiliation (left, right, center), religious affiliation
pl anni ng conplexity (denpnstrated ability to conduct intricate operations),
i nportant events (i.e., religious holidays, other dates of inportance to
the terrorists), tactics (nurder, kidnapping, robbery), favored weapons
(bonmb, handgun, garrote), nmethod of supply (purchase, theft, etc.), degree
of discipline (rabble or professional), notivation (glory, noney, politics,
religion), willingness to self-sacrifice (denpnstrated?), wllingness to
kill (demonstrated?), ground training skills (sapper, sniper, etc.),
aviation training skills (helo, fixed-wing), sea training skills (smnal
boat, ship).

TASK: 12B. 2.3 CONDUCT | NTELLI GENCE OBSERVATI ON

CONDI TION(S): EEI’s have been devel oped and di ssenmi nated. |ndividuals
are briefed on a need-to-know basis. Filled requirenments have been
passed to the operational forces. Applicable EEI's have been passed

to the operating forces.

STANDARDS: EVAL: Y; N, NE

.1 __ Qvbservation posts are manned by the sane personne
on a daily basis. (KI)

.2 ____ Sentry posts are nanned by the same personnel on a
daily basis. (KI)

.3 ___ Security patrols cover sane basic areas, but use
varying routes and tines. (KI)

.4 __ Covert observation points are established, as applicable. (KI)
.5 Sensors are enployed and nonitored, as applicable.
.6 ___ Vision and observation enhancenents (i.e., binoculars,

ni ght vi sion goggles) are enpl oyed for observation, as
appl i cabl e.

ENCLOSURE (1)
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EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

I NTELLI GENCE OBSERVATI ON

The "cop on the beat" attitude should be pronoted anpong the unit’s sentry
and patrol forces. These Marines should be told what terrorist threat

exi sts and what sort of action is expected. They should also be advised

as to what information higher headquarters requires such as neetings,
denmonstrations, etc., by assigning Marines to geographical areas and keepi ng
themthere, a sense of the normal and abnornmal can be instilled in each
sentry. Thus, when conditions are abnormal (all wonen off the streets, no
children playing, etc.) he can sense problens before they occur. Simlarly,
traffic patterns nonitored by sensors can be observed to deviate from

normal causing the unit to change its alert posture. Individual and unit
trai ning should stress observation and i medi ate reporting of abnornma

ci rcunst ances encountered by sentries/patrols.

TASK: 12B. 2.4 COCRDI NATE | NTELLI GENCE AND OPERATI ONS EFFORTS

CONDI TION(S): Individual Mrines have been assigned to posts and patro
teanms. Units are assigned geographical areas of responsibility.

STANDARDS: EVAL: Y; N, NE

.1 __ Operations officer devel ops courses of action (CA s)
consistent with the unit mssion

.2 ___ CA's are screened during the threat assessnent
process to determ ne supportability/vulnerability in
light of the terrorist(s) threat to the unit. (KI)

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

ANALYSIS OF THE CA' S

The staff/threat assessment group, in addition to its continuing duties

i nvolved in developing terrorist threat intelligence, should al so anal yze
CA's prepared by the operations officer. This analysis should reviewthe
CA's in light of information and intelligence about the terrori st

organi zati on whi ch woul d support the CA and review the vulnerabilities

of each CAto terrorist actions consistent with their capability.

12B.3 ANTI TERRORI SM - PLANNI NG

TASK: 12B. 3.1 CONDUCT OPERATI ONAL TASKI NG OF THE | NTELLI GENCE COVVUNI TY

CONDI TION(S): Subsequent to basic operational planning, the integration of
the operations and intelligence efforts nust begin.

ENCLOSURE (1)
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STANDARDS: EVAL: Y; N NE

.1 __ The unit has a specific threat awareness program i ntegrated
into unit training. (KI)

.2 ____  Vulnerability analyses of installations/positions within the
area of operations have been conduct ed.

.3 ___ The intelligence conmunity has been tasked to fill know edge
gaps of the operational forces. (KI)

.4 _ The commander’s priorities of effort to reduce vulnerabilities
to terrorist action have been established.

.5 The commander’s priorities of effort are reviewed as
the threat changes or develops. (KI)

.6 __ Tasking and response of the intelligence community is both
clear and rapid. (KI)

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS

SPECI FI C THREAT AWARENESS PROGRAM

Specific threat awareness training identifies the goals, weapons, and
activities of specific threat terrorist groups. This training should

i nclude the types of intelligence gathering techniques favored by

percei ved threat organizations to breach the unit’s operational security
neasures because terrorist intelligence gathering techniques are often
readily identifiable by alert Marines. This information nmust be reported
up the chain of cormmand to enable the staff to integrate it with other
known or perceived factors.

HUM NT to HUM NT i nvol ves the use of people to gather information about
mlitary installation, units, procedures, capabilities, and intentions.
The terrorist can enploy spies, conversations, and nany open unclassified
sources such as tel ephone directories to collect HUMNT. Marines should
becorme al ert when asked for or about such things as training schedul es,
unit novenents, building functions, telephone nunbers, and the |ike by
civilians who are w thout a need-to-know

SIGNT to SIGNT involves the intercept and exploitation of all forns of
comuni cations and el ectronic signals. The terrorist may be able to

noni tor many tel ephone transm ssions, uncovered radi o nets, and nmay even
enpl oy sophisticated listening devices. Marines should be alert to
personnel "repairing" tel ephones which have been working properly or

i ndi vidual s on tel ephone poles in, or near, the area occupied by the unit.
Simlarly, radios or antennas near the unit’s |location or vehicles or vans
with antennas could be used for gathering SIA NT information

PHOTINT to PHOTINT is used to gather information by taking pictures froma
variety of vantage points to include high ground and aircraft. It is
particularly useful to the terrorist in raid planning. Marines should be
alert to personnel taking pictures of, or near a mlitary unit’'s area.

Per sonnel taking pictures from buildings or high ground which overl ook a
unit’s area should al so be suspected.

OPPAT to OPPAT is used in many ways of conducting surveill ance of
operational patterns. Vendors are a conmon nethod of gathering this
intelligence. The absence of normal vendors could al so indicate inpending
action. Necessary contract services such as roonf hal | way cl eani ng, waste
di sposal, garbage pickup, and utilities repair are often used by terrorists
for OPPAT surveillance and/or raid rehearsal

VULNERABI LI TY ANALYSI S

The analysis of vulnerability to terrorist attack is a conplex task. There
are many factors to be considered and none of themis a sole deterninant of
security. If a terrorist group wants to target a unit or facilities within
its area, it probably will do so. The following factors are offered for
consi derati on.

UNI T AREA/ | NSTALLATI ON CHARACTERI STI CS AND SENSI TI VI TY

Strong factors favoring terrorist attack of a unit area or installation wll
be: If the installation contains special weapons or if VIP targets are
assigned. Simlarly, the vulnerability of a unit/installation wthout
personnel trained in counterterrorismwll be high. A well devel oped

hori zontal and vertical comrunications capability will reduce vulnerability,
especially if there are dedi cated
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| andl i nes and secure nets. Consideration should be given to the use of
tactical covered communi cations with assigned tactical frequencies during
conditions yellow and red. The rapid availability of well trained | oca

| aw enforcement personnel will tend to reduce the threat. Proximity to
other U S. military units/installations is also a threat reducing factor
The proximty to urban and hi gh popul ation density areas are threat
increasing factors as terrorists are often urban in nature and can hide
inacity. The international terrorist in the nodern age can cross
borders at wll.

OPERATI ONAL TASKI NG OF THE | NTELLI GENCE COVMUNI TY

Antiterrorismplanning assists in the prevention of terrorist acts agai nst
unit personnel or installations. 1t includes threat analysis and a
realistic assessnment of avail abl e personnel security resources. Threat
awar eness prograns nust be devel oped and integrated into unit training
programs. An analysis of installations within the unit’'s area of
responsibility nust be conducted with the aimof determ ning vulnerability
to terrorist attack. The unit nmust then task the intelligence conmunity
to fill know edge gaps so identified. This is a dynam c process which
assists the commander both in establishing his initial priorities and in
shifting those priorities as the threat changes or devel ops. The tasking of
the intelligence community nust be clear and concise. Additionally, the
feedback to the operational staff and the commander nust be positive and
rapid.

TASK: 12B.3.2 DEVELCOP A CRI SIS MANAGEMENT PLAN

CONDI TION(S): Aterrorist threat exists or is identified by the threat
assessnment process.

Potential threats are identified against friendly activities or involving
a particular type of terrorist attack

A Crisis Managenent Plan is devel oped as a coordinated staff effort. An FMF
unit would not be required to establish a separate crisis nanagenent center
(See Task 12B.3.2.9).

Task 12B. 3.2.12 woul d be acconplished by regular staff nenbers in
connection with normal operational duties.

Requi renment 12B. 3.2.14 woul d be acconplished by an FMF unit when the force
was desi gnat ed/ organi zed to nmanage the threat per task 12B. 3. 2. 16.

Task 12B. 3.2.29 woul d be acconplished by an FMF unit using its COC for this
purpose. No separate organization is required for the FMF unit being
eval uat ed.

STANDARDS: EVAL: Y; N. NE

.1 _ Crisis Managenent Pl an/SOP's have been prepared.
.2 ____ The Crisis Managenent Plan contains SOP's devel oped
to deal with separate types of terrorist activity.

.3 ____ The Crisis Managenent Plan addresses the general terrorist
threat situation facing the unit/installation

.4 ___ The outside agencies which will provide speci al
types of assistance are identified. (KI)

.5 _ The Crisis Managenent Plan will |ist any assunptions
upon which it is based.

.6 __ The Crisis Managenent Plan addresses terrori st
threat conditions. (KI)

.7 ____ The Crisis Managenent Pl an establishes progressive
security actions to be taken for each threat
condition. (KI)

.8 ___ The Crisis Managenent Plan specifies alert notification
procedures to be followed. (KI)

.9 _ The Crisis Managenent Plan establishes a crisis nanagenent
center for units/organizations which do not have an
exi sting command center/conbat operations center. (KI)

.10 The Crisis Managenent Pl an specifies nmenbership of CMI
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.11

.12

.13

.14

.15

. 16

.17

.18

.19

. 20

.21

.22

. 23

.24

. 25

. 26

.27

. 28

.29

.30

13

The Crisis Managenent Pl an
to ensure CMI is capabl e of

The Crisis Managenent Pl an
duties for each CMI nenber.

The Crisis Managenent Pl an
mai nt ai ni ng an operati onal

The Crisis Managenent Pl an
of the TMF. (KI)

The Crisis Managenent Pl an
for isolation of terrorist

The Crisis Managenent Pl an
organi zat i on/ equi prent for

The Crisis Managenent Pl an

establishes watch teans
24-hour operations.

cont ai ns checkli st of

(K

specifies the need for
log. (KI)

desi gnat es t he conmander
tasks the initial response force
i nci dent scene. (KI)

est abl i shes conposition/
the TMF.  (KI)

contai ns the concept of

operations and specific tasks to be acconplished by
the TMF and its subordinate teans. (KI)

The Crisis Managenent Pl an

provi des direction for

i mredi at e recording and debriefing of all wtnesses

to the incident. (KI)

The Crisis Managenent Pl an

specifies reporting

procedures/requirenents. (KI)

The Crisis Managenent Pl an
aid station location. (KI)

The Crisis Managenent Pl an

speci fies emergency first

speci fies for handling

and transporting nass casualties to major nedical

facilities.

The Crisis Managenent Pl an
tenmporary norgue. (KI)

The Crisis Managenent Pl an
operation of a press center

The Crisis Managenent Pl an

specifies | ocation of

specifies |l ocation and

. (K

specifies | ocation and

operation of an information center. (KI)

The Crisis Managenent Pl an

specifies procedures to

be foll owed concerning recovered property. (KI)

The Crisis Managenent Pl an
| EDJ Bonb di sposal by EOD.

i ncl udes provisions for

Pl ans are nmade for |ogistical support during a

prol onged incident. (KI)

The Crisis Managenent Plan

sets forth the chain of

command for conmand and control as well as reporting

of a terrorist incident. (

The location of the Crisis
desi gnated, as required.

KI )

Managenent Center is

Consi deration is given to establishing an on-scene

Crisis Managenent Center.

EVALUATOR | NSTRUCTI ONS:  None

KEY | NDI CATCRS:

Pl anni ng which will

CRI SI S MANAGEMENT PLAN SOP' S

identify appropriate preventive security measures and

correct response, should a terrorist incident occur, nust address actions
taken to prevent various types of attacks.

Al t hough nost terrorist attacks against m
bonbi ngs and other acts of sabotage, if a
prepared, plans nust be nade for the worst
pl anned to prevent each separate type of t
i ncorporated into separate SOP' s.

SOP's for

package bonbs,

handl i ng separate threats (i.e.,
car bonbs, hostage, barricade situation, etc.) should be
i ncl uded as annexes to the Crisis Managenent Plan. These SOP's shoul d
be coordi nated so that they conplinent each other.
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OUTSI DE AGENCY SUPPORT

Pl anning to deal with the threat of terrorismnust include detailed
coordi nation with agenci es outside the command which will provide
support in the event of an actual terrorist attack. The agencies

to be included in this planning/coordination will vary with the type
of unit/installation conducting the planning and whether it is

| ocated in CONUS or overseas, at the tinme the planning is conducted.

TERRORI ST THREAT CONDI T1 ONS

The following terrorist threat conditions which describe progressive |evels
of terrorist threat to U.S. nilitary facilities and personnel, have been
approved by the Joint Chiefs of Staff (JCS).

As JCS approved termnm nol ogy, these terms, definitions, and reconmended
security measures are intended to facilitate interservice coordination
and support U S. mlitary antiterrorismactivities.

Threat Condition Alpha is the |owest terrorist threat condition. It would
apply when a nonspecific threat of terrorismagainst U S. mlitary personne
or facilities exists in a general geographic area. (Threat nay be based on
information that terrorist elenments in area have general plans concerning
mlitary facilities.)

Threat Condition Bravo is a higher terrorist threat condition. It would
apply when a specific threat of terrorismagainst US. mlitary personne
or facilities exists within a particul ar geographic area. (Threat nay be
based on information that terrorist elenments are actively preparing for
operations in a particular area.)

Threat Condition Charlie is the next higher terrorist threat condition. It
woul d apply when there is inmnent threat of terrorist acts against specific
US mlitary personnel or facilities. (Threat nay be based on infornation
regardi ng plans or preparations for terrorist attacks against specific
persons or facilities.)

Threat Condition Delta is highest terrorist threat condition. It would apply
when terrorist acts are performed against specific U S. nmlitary personne
or facilities.

ACTI ONS TO BE TAKEN FOR EACH THREAT CONDI TI ON

Specific actions to be taken during each threat condition are planned. They
can be tailored for each specific unit’s situation; however, nininumactions
whi ch shoul d be consi dered are contained in the succeeding tasks to this MS:

1. Task 12B. 3.3 Actions Planned for Threat Condition Al pha

2. Task 12B.3.4 Actions Planned for Threat Condition Bravo

3. Task 12B.3.5 Actions Planned for Threat Condition Charlie

4. Task 12B. 3.6 Actions Planned for Threat Condition Delta

ALERT NOTI FI CATI ON PROCEDURES

Since attack by terrorists or an increase in threat condition my be decl ared
Wi t hout warning, at any hour, alert/reaction force response nust be

i nst ant aneous and cogni zant personnel nust be nade aware of ongoi ng/required
activity. To this end the Crisis Managenent Plan nmust establish an alert
notification checklist to assist all duty/watch personnel who m ght be the
first to sense terrorist activity or who night receive a threat condition
upgrade notification. Persons to be notified should be specified for Duty
NCO s/ Watch NCO s and for the Comrand duty officer/COC watch officer. These
checklists should provide appropriate tel ephone nunbers and nust be subj ect
to frequent review to ensure they remain current. The checklists should

al so provide a space to record the tinme each notification is nade and the
initials of the person acconplishing the notification
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SAVPLE CHECKLI ST FOR SUBCORDI NATE UNI T WATCH PERSONNEL
Notify Phone Nunber Tine Initials

Wat ch of ficer

Initial Response Force Conmander
PMO (as appropriate)

NI S (when avail abl e)

Di spensary

Crash crew (if applicable)

SJA (if assigned)

PAO (i f assigned)

ECD representative assi gned)

SAMPLE CHECKLI ST FOR COVMAND DUTY COC WATCH OFFI CER

Notify Phone Nunber Tine Initial

Commandi ng General /O ficer

Chief of Staff/Executive Oficer
Aneri can Counsel General

(if applicable)

Conmander of designative

Threat Managenent Force

H gher Headquarters

(if directed)

Augnent ati on Forces

(i.e., FBI, NIS, etc.)

CRI SI S MANAGEMENT CENTER

The | ocation fromwhich actions following a terrorist incident

are coordi nated nust be specified. It should be in a restricted
access area which is not itself inordinately vulnerable to
terrorist action. It nust be equipped with appropriate

conmuni cati ons neans, both secure and nonsecure. There nust be
separate working areas for the conmander, the staff, and any

ot her worki ng groups such as "think tanks" which will be used.
The tel ephone nunbers for the Crisis Managenent Center should
not be routinely listed in open source directories. This is
necessary to prevent concerned civilians/dependents/news
reporters, etc., fromcalling and jamr ng tel ephones which are
required for control of the crisis. The tel ephone nunbers,
however, nust be known to all agencies with whom coordi nat ed
actions will be taken in dealing with the terrorist incident.

FMF units woul d use existing COC s/ Command Centers.

MEMBERSHI P OF CRI SI S MANAGEMENT TEAM COVBAT OPERATI ONS CENTER

The CMI/ COC is made up of representatives of various mlitary
staff sections. The representatives advise the commander in
their areas of expertise and support the TMF as directed by the
conmander .
The CMI/ COC may include the representatives from

1. G 1/S-1 personnel.

2. G2/s-2 intelligence.

3. G 3/S 3 operations.

4. G4/ S-4 logistics.

5. Special staff sections including (in cases where they are
assi gned/ avai | abl e) :

a. Provost Marshal .
b. SJA
c. Public affairs.
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d. Mdtor transport.
e. Aviation.
f. Communi cati ons.
g. Facilities engineer.
h. Medical activity.
i. Chaplain
j. Explosive ordnance disposal section
k. Local CID office.
. Local NI'S office.
m Civilian authorities/representatives.
n. State and |local police.
0. Legal representatives such as the district attorney.
The CMI can becone too large to be effective quickly. It may be wise to use

key people only. The supporting staff can stand by at their duty sections.
Thi s reduces the nunber of unnecessary people in the CMI. Sone staff
agencies nmay only want a liaison person in the CMI with the key personne

at the staff section (i.e., the SJA nay want the key personnel to be at

the law office and only have a representative in the CMI. This would

al |l ow key people to research and discuss ideas freely w thout the confusion
normal |y associated with the nanagenment of a crisis. (Quidance and answers
will be transmtted through the SJA liaison person). Oher staff agencies
m ght consider sinmlar procedures to streanline the nmanagenent and operation
of their portion of a terrorist incident.

The CMI/ COC must never be place inside the outer perineter established by
the TMF commander.

Remenber, the task of the CMI is to serve as a specialized organization in
support of the conmander during a counterterrorismoperation. Activation
of the CMI shoul d conpl enent rather than conflict with nornmal operating

pr ocedures.

The CMI might be located in a roomthat is used for other purposes and
beconmes the Crisis Managenent Center only during exercises and actua

i ncidents. Having an area designated for CMI operations only during a
crisis may be dictated by availability of facilities. The roomcould be
nodi fied with tel ephone jacks and outlets that would all ow qui ck conversion
fromoffice or conference roomto Crisis Managenent Center

WATCH TEAMS ESTABL| SHED

The plan should al ways i nclude provisions for a prolonged event, including
assignment of alternate team nmenbers, including each position in training
exercises. Have plans for transfer of responsibilities during the incident.
Be sure that each team nenber and alternate team menber fully understands
the task assigned to the CMI as a whole and to thenselves in particul ar

CRISI S MANAGEMENT TEAM MEMBER CHECKLI STS

Once a specified threat occurs, it is inperative that the Crisis Mnagenent
Center be activated and initial actions be taken inmrediately by CMI nenbers.
Actions are often overl ooked. A checklist will help elinmnate this problem

It is recomended that the staff nenbers’ checklists be kept in separate
not ebooks within the Crisis Managenent Center/COC. The follow ng are
recommended checklists which should be expanded

as appropriate:

COVIVANDI NG GENERAL/ COMVANDI NG CFFI CER/ CHI EF OF STAFF/
EXECUTI VE OFFI CER

Make initial notification and periodic updates to the next higher
headquarters per reporting requirenents.

Verify SIR s prepared by the G 3/S-3.
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Meet with FBI representatives to determine jurisdiction and avail able FB
assets for CONUS scenarios. (See Task 12B.1.2.)
Provi de gui dance to subordi nates and nmeke operational decisions, as required.

PROVOST MARSHAL (WHEN ASSI GNED)

Est abl i shes i nmedi ate contact with the TMF, and nmi ntai ns constant nonitoring
of their activities.

Advi ses and inforns the commander on all devel opnents. Contacts the FBI
| ocal | aw enforcenent agencies, and CID. See Task 12B.1.2.)

Ensures ingress and egress on installation is controlled.

Ensures that all provost marshal assets are avail able, as needed.
Requests perm ssion fromthe CMC to conduct wire and oral communi cati ons
i nterceptions (coordinates with the counterintelligence/ NS/ SJA), when

appropri ate.

Est abl i shes the Crisis Managenent Plan/SOP’s (for bonb, arson, and other
threats), and inplenments them

NAVAL | NVESTI GATI VE SERVI CE REPRESENTATI VE (WHEN AVAI LABLE)

Checks with G 3/S-3 upon entering the Crisis Managenent Center
Alerts NI S assets/resources.

Coordi nates auxiliary investigators and assigns investigative |eads.
Begi ns investigative procedures on suspects and victi ns.

Ensures proper procedures are followed by all investigators (e.g., chain
of custody of evidence).

Ensures NI S personnel are at the TMF (i.e., data collection personnel
negoti ati on tean).

STAFF JUDGE ADVOCATE (VWHEN ASSI GNED)

Provi des applicabl e | egal guidance (jurisdiction, use of force,
del egation of authority, etc.).

PUBLI C AFFAI RS CFFI CER (VWWHEN ASSI GNED)

Checks with G 3/S-3 upon entering the Crisis Managenent Center
Establi shes CI B
Controls press rel ease; coordinates with G 3/S-3
Provi des other public affairs resources, as required.
Controls news nedia personnel with press passes, escorts, etc.
bt ai ns approval for the following itens fromthe comander
1. News rel eases.
2. News nedia personnel to enter outer perineter.
3. Release of photographs of suspects, victins, and i medi ate scene.
4. Interviews with anyone other than the comander
5. Direct conmmunication with press personnel and suspect.
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G 3/ S-3 OPERATI ONS OFFI CER

Activates the Crisis Managenent Center.

Alerts/notifies CMI personnel (minus CID, provost marshal, FBI) and ensures
their presence in the Crisis Managenent Center

Ensures Crisis Managenent Center equipnent is present and operational
Ensures other functions of Crisis Managenent Center continue normally.

Ensures that events occurring at the Crisis Managenent Center concerning
the special threat are recorded.

Alerts Training A ds Support Center photographers to provide pictorial and/
or video tape account of Crisis Managenent Center, TM-, and SRT operations.

G1/s1
Checks with G 3/S-3 upon entering the Crisis Managenent Center
Assures access to personnel files on suspects and victi ns.

Provi des other G 1/S-1 and personnel assets, as required.

G2/S-2
Checks with G 3/S-3 upon entering the Crisis Managenent Center
Ensures a G2/S-2 representative is located with or at the TM.
Ensures intelligence files are obtai ned on suspect or suspect’s group
Provi des other intelligence assets required.

G4/S-4

Checks with G 3/S-3 upon entering the Crisis Managenent Center
Al erts subordinate supply and transportation activities.
Ensures nmessing is available for CMI, TMF, and Press Center
Provi des ot her supply/ mai ntenance, and transportati on assets, as needed.
Alerts firefighting agencies.
Alerts procurenment for possible necessary |ocal purchase (e.g., itens needed
by TMF or to neet hostage demands; six-pack of beer, hanburgers, food,

clothing, etc.).

FACI LI TI ES ENG NEER/ HOUSI NG (I F ASSI GNED)

Checks with G 3/S-3 upon entering the Crisis Managenent Center
btains blueprints for facilities involved in the incident.

Al erts personnel capable of controlling electricity, water, air
condi tioning, etc.

Provi des ot her support, as required.

COVMUNI CATI ONS

Check with G 3/S 3 upon entering the Crisis Managenent Center
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Ensure tel ephone repairnen are avail abl e for connecting/di sconnecting |ines.
Set up backup commrunications to TMF (field phone, radio).
Test and setup recordi ng equi pnent and public address system as required.
Provi de ot her comuni cati ons assets, as required.
Al R OFFI CER
Checks with G 3/S-3 upon entering the Crisis Managenent Center
Knows status/availability of aircraft.

Have helicopter assets available for surveillance, nedical evacuation
and/or insertion (preflighted and on standby).

Determ nes safe LZ nearest to area of incident, and plans its organi zation
and control.

Provi des other aviation assets, as required.

MEDI CAL
Checks with G 3/S-3 upon entering the Crisis Managenent Center
Ensures medi cal personnel are onsite w th ambul ance.
Al erts energency room for possible gunshot and/or trauna victins.
Alerts nmedical facilities for possible nass casualties.
Provi des other nedical assets, as required.

MAI NTAI N AN OPERATI ONAL LOG

The operational |og nust be maintained. Entries will be nmade in
chronol ogi cal order in the handwiting of the person(s) assigned
to maintain the | og.
The followi ng shall be entered in the Operational Log:
1. The first entry concerning the incident shall include the identity
of the menber assigned to naintain the log, the tinme it was opened,
and a conci se but conplete description of the occurrence.

2. Record of notification made to other comrands, units within the
command, and ot her external conmands/agenci es.

3. Requests for additional personnel and equi pnent.
4. Assignnents of personnel and any changes thereof.

5. Record of all nessages transnitted and received (include tineg,
authority, and identity of person receiving/transmtting nessage).

6. Orders given, actions taken, procedures adopted, and devel oprments
at the scene.

7. Visits of officials of the Marine Corps or any other agency.

8. Wien the operation is discontinued, the date/tine and authority
for discontinuance shall be entered in the | og.

9. \Were possible, a tape recording of all tel ephone conversations

relative to the incident should be acconplished.
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THREAT MANAGEMENT FORCE

The Crisis Managenent Plan will designate the commander of the TMF. The
CO of the unit tasked with this nission within an FMF unit, would have
this title.

| SOLATI ON OF THE SCENE COF TERRORI ST ACTI ON

The Crisis Managenent Pl an specifies the nmission for the forces which nust
take i mredi ate action to isolate the scene of terrorist action. This IRF
i mediately identifies the nature of the situation and reports it. They
will isolate the incident and contain the situation until relieved.

COVPQOSI T1 OV ORGANI ZATI ON_ AND EQUI PMENT OF
THREAT MANAGEMENT FORCE

The TMF is organized into teans. These teans are discussed in Task 12B. 3.6
of this MPS.

CONCEPT OF OPERATI ONS FOR THREAT MANAGEMENT FORCE

Di scussi on of the approved courses of action for the TM-, as well as tasks
to be perforned by the various subordinate teans are listed in Task
12B. 3.6 of this MPS, as well as in Task 12B.5.5.

RECORD AND DEBRI EF ALL W TNESSES TO THE | NCI DENT

The I RF should inmediately record witnesses’ nanes, and direct the w tnesses
to a safe location for further debriefing.

REPORTI NG PROCEDURES

| medi ate and subsequent reporting to higher headquarters is necessary in
any terrorist situation. These would be reported via SIR, per MO 5740. 2

Local reporting requirenents will include i mediately advi si ng command/ COC
of a terrorist incident providing "who, what, where, when, how' infornation
upon whi ch decision to sound alert can be based.

Instructions concerning after action reporting. (See Task 12B.7.3.)

EMERCGENCY FI RST Al D STATI ON

The emergency first aid station would al so be addressed in planning and
within the Crisis Managenment Pl an.

Details would identify location of the aid station, anbul ance parking area,
triage, hospital and anbul ance augnentation, as well as other standard
equi pnent and personnel requirenents.

HOSPI TAL STANDBY FOR MASS CASUALTI ES

The Crisis Managenent Plan identifies hospitals for mass casualty evacuation
Pl ans shoul d identify projected nunber and type of casualties to be expected
by the hospital.

TEMPORARY MORGUE FACI LI TY

Tenporary norgue facility, if operating in an isolated environnent, wll
require support planning and execution above that available within the unit
capability. Specific planning for the support to locate, isolate, identify,
store, process, and prepare human remains will be required. Itens to be

i ncluded in these considerations are: |ocation, body bag and shroud

requi renents, tags, forns, and | og, and support required to assist in
identification of remains.
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PRESS CENTER ESTABLI SHED

A press center nust be established to provide a focal point as well as a
control measure in dealing with press representatives. Press considerations
i nclude: size of facility, sufficient outside telephone comruni cati ons, and
speedy gathering and transmtting of information. (See Task 12B.1.4.). The
press center is part of the CIB and will be established under the direction
of the AC CB

Command considerations are to tenper these press considerations with a
bal ance for the sake of safety, expeditious rescue operations, and other
security and energency requirenents. Discussion of the Press Center is
found in the sanple plan for the CIB contained in MCO P5720.61 (Marine
Corps Public Affairs Manual).

| NFORVATI ON CENTER ESTABL| SHED

The Information Center differs fromthe Press Center insofar as it handl es
the inquiries concerning mssing persons and property damage. The
Informati on Center should have the capability to obtain the lists of

the dead, injured, evacuees, and property damage.

Here again, release of this type of information would only be authorized
upon approval by the commander or his designated representative.

| NSTRUCTI ONS CONCERNI NG RECOVERED PROPERTY

The col |l ection, safeguarding, item zing, and disposal of recovered property
must be covered in the Crisis Managenent Pl an.

A very inportant part of this instruction includes reenphasis of the fact
that terrorists have a nasty habit of boobytrapping itens of equi pnent
(i.e., flashlights, fire extinguishers, radios, etc.). Troops nust be
instructed to | eave recovered/found property alone until trained personne
have screened them for bonbs.

Trai ned bonb detection dogs can assist in this screening process.

PLAN LOGQ STI CAL SUPPORT FOR A PROLONGED | NCI DENT

A terrorist incident may | ast for days, weeks, or even nonths.

Never assume that an incident will be resolved quickly, especially if
it involves a hostage/barricade situation

Logi stics support nust be planned for the TM/, CMI, conmmand/ COC, and others
such as the CIB which will be established inmediately follow ng the
terrorist incident. Preparations nmust be made to deliver food, nedica
suppl i es, and other |ogistical support to the hostages and their captives.

Speci al consideration nust be also be given to continuation of norma
operations of other activities on the installation during a prol onged
i nci dent .
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TASK: 12B. 3.3 PLAN ACTI ONS FOR TERRORI ST THREAT CONDI TI ON ALPHA

CONDI TION(S): Nonspecific threat of terrorismagainst US. mlitary
personnel or facilities in a general geographic area exists. (Condition
Al pha nay be based on infornmation that terrorist elenents in the area have
general plans concerning mlitary facilities.)

Setting Condition Al pha may occur within the exercise scenario or may be
caused by the evaluator, either through input of appropriate intelligence
i nformati on or announcing to the evaluated unit that Terrorist Threat
Condition Alpha is in effect.

STANDARDS: EVAL: Y; N, NE

.1 __ Terrorist Threat Condition Al pha is acknow edged/
reported to higher headquarters. (KI)

.2 ___  Unit antiterrorismsecurity plans are reviewed. (KI)

.3 ___ Appropriate security actions are inplenented. (KI)

.4 __ Security awareness of suspicious persons, vehicles,

and activities is reenphasi zed.
.5 Vehicles entering threatened unit areal/installation

- are spot checked.
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.6 __ Random check of identification is made of personne
entering threatened unit areal/installation

.7 Bonb threat procedures are reenphasized. (KI)

.8 __ Bonb threat checklists are avail able and used to
record data on bonb threats received by tel ephone.

.9 _ Deliveries to dining facilities, clubs, and PX s
are nonitored.

.10 __ Periodical checks nade of buildings and facilities
not in regular use.

.11 __ Personal security neasures for high-risk personne
are reviewed. (KI)

.12 _ Personal security neasures for high-risk personne
are inmplenmented, as appropriate. (KI)

.13 OpSec i s reenphasi zed.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

REPORT/ ACKNOALEDGE THREAT CONDI TI ON ALPHA

Terrorist Threat Condition Al pha may be set by the | ocal commander on the
advice of his threat assessnment group, or based upon his own assessnent.

Threat Condition Al pha may al so be decl ared by hi gher headquarters.

In either case, Threat Condition Alpha is reported to higher headquarters if
locally initiated, or acknow edged if set by higher headquarters. This
shoul d be acconplished via secure nmeans to avoi d uni ntended di scl osure

of this measure.

ANTI TERRORI SM PLANS REVI EVED

Antiterrorismplans are reviewed with specific attention paid to verification
of the availability of reaction forces specified in the plan, whether they
are U S. forces or are to be provided by the host country.

APPRCPRI ATE SECURI TY ACTI ONS | MPLEMENTED

Declaring a specific threat condition to exist does not automatically
include the requirenent to institute security actions associated with that
particular condition. Selection of the appropriate response to terrori st
threats will remain the responsibility of the commander havi ng control over
the threatened organi zation. Accordingly, sone of the specific requirenments
which are listed in this task may not be deened sufficient and nore stringent
nmeasures may be deci ded upon

BOVB THREAT PROCEDURES

Bonb threat procedures should be contained in a unit SOP. This should
normal |y be published as a division/w ng/ FSSG SOP. One SOP shoul d apply
to all units operating at the same | ocation

SOP bonb procedures include such things as:

1. Limting access to sensitive areas to authorized personnel only.

2. Locking of boiler roons, storage areas, engine roomnms, notor pools,
and adm nistrative offices when not in use.

3. Prepositioning and periodic inspections of fire-fighting equi prnent.
4. Reporting of personnel, acting in a suspicious nmanner (i.e., taking

phot 0s), suspici ous packages, nmil, or vehicles in the area.
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5. Designation of the priority sequence for facility/area searches.
6. Use of bonmb threat checklist to record data fromtel ephone threats.

7. | mmedi ate notification to the COC/ command center when bonb threats
are received.

8. Designation of personnel to search facilities during a bonb threat
(i.e., personnel who work or live in the area, MP's, others).

9. Instructions on how | ong search will continue (i.e., unti
conpletion, or until 10 mnutes prior to the threatened
detonation tine).

10. Determnation of the degree of evacuation required to safeguard
life and |inb.

11. Renoval of suspected incendiary devices by EOD personnel only.
Unit personnel will be instructed not to touch any suspected devi ces.

12. Prohibition against the use of two-way radios for a distance of at
| east 150 neters fromthe scene

13. Briefing all newWy arrived personnel on bonb threat procedures.
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BOVB THREAT REPORT FORM

I NSTRUCTI ONS:  BE CALM  BE COURTEQUS. LI STEN, DO NOT | NTERRUPT CALLER.
NOTI FY SUPERVI SOR/ SECURI TY COFFI CER BY PREARRANGED SI GNAL WHI LE CALLER
'S ON LI NE.

Dat e Ti me

Exact Words of Person Placing Call:

QUESTI ONS TO ASK:

When is the bonb going to expl ode?
Where is the bonb right now?
VWhat kind of bomb is it?
VWhat does it |ook |ike?
Why did you place the bonb?

Ok wNE

TRY TO DETERM NE THE FOLLOW NG (Cl RCLE AS APPROPRI ATE) :

Caller’s ldentity: Make Fenale Adult Juvenile Age___ years

Voice: Loud Soft Hgh Pitch Deep Raspy Pleasant Intoxicated O her

Accent: Local Not Local Foreign Region

Speech: Fast Slow Distinct Distorted Stutter Nasal Slurred Lisp

Language: Excellent Good Fair Poor Foul O her

Manner: Calm Angry Rational Irrational Coherent |ncoherent

Deliberate Enotional Righteous Laughing |Intoxicated

Background Noi ses: O fice Machines Factory Machines Bedlam Trains Animals
Music Qui et Voi ces M xed Ai rpl anes

Street Traffic Party Atnosphere

ADDI TI ONAL | NFORMATI ON:

ACTI ON TO TAKE | MVEDI ATELY AFTER CALL: Notify your supervisor/security
officer as instructed. Talk only to persons designated your supervisor/
security officer.
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RECEI VI NG TELEPHONE NUMBER PERSON RECEI VI NG CALL

The distribution of Bonb Threat Report Forms can be sinplified by printing
a copy of the formon the first page of the installation/unit telephone
directory and maki ng sure that everyone knows it is there.

PERSONAL SECURI TY MEASURES

At the earliest indication of a terrorist threat to high-risk personnel
they should be briefed on the threat and precautionary neasures which can
be taken to minimze vulnerability. Appropriate nmeasures should be
initiated. (See Task 12B.5. 4)

TASK: 12B. 3.4 PLAN ACTI ONS FOR TERRORI ST THREAT CONDI T1 ON BRAVO

CONDITION(S): Specific threat of terrorismagainst US. nilitary personne

or facilities in a general geographic area exists. (Threat Condition Bravo
may be based on information that terrorist elements are actively preparing

for operations in a particular area.)

Setting Threat Condition Bravo may occur within the exercise scenario or may
be caused by the evaluator, either through i nput of appropriate intelligence
i nfornmati on or announcing to the evaluated unit that Terrorist Threat
Condition Bravo is in effect.

STANDARDS: EVAL: Y; N, NE

.1 _ Terrorist Threat Condition Bravo is acknow edged/
reported to hi gher headquarters. (KI)

.2 __ Unit antiterrorismsecurity plans are revi ewed, as
required. (KI)

.3 Appropriate security actions are inplemented. (KI)

.4 Al personnel are briefed on the threat condition
and need to be alert.

.5 __  Random checks of vehicles, packages, suitcases, and
handbags carried into unit areal/installation are
initiated.

.6 Random check of personal 1D s is continued.

.7 ____ One-hundred percent |ID checks are conducted for

entry into controll ed-access facilities/areas.

.8 ___ Increased frequency of checks are during nonduty
hours of buildings, and special activity
perinmeters within unit/installation area.

.9 _ Personal security nmeasures in effect for high-risk
personnel are revi ened.

.10 __ Personal security neasures for high-risk personne
are increased. (KI)

.11 _ Reviewdirectives and regul ati ons and bri ef
personnel nmanni ng security posts concerning use of
deadly force and ROE. (KI)

.12 OpSec neasures are stressed.

.13 __ Barrier plan is reviewed and barrier materials are
checked as required.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

REPORT/ ACKNOW.EDGE THREAT CONDI TI ON BRAVO

As with Condition Al pha, Threat Condition Bravo may be locally initiated or
directed by hi gher headquarters. Either way, the declaration of Condition
Bravo shoul d be reported/ acknowl edged via secure neans.
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ANTI TERRORI SM PLANS REVI EVED

In cases where the Terrorist Threat Condition Al pha was in effect for an
extended period of time, and where the increase in threat of terrorism
causes the declaration of Threat Condition Bravo, w thout declaration of
Condition Al pha, plans should be reviewed to identify necessary update
action which may be indicat ed.

APPROPRI ATE SECURI TY ACTI ONS | MPLEMENTED

Normal |y, identification of a terrorist threat capable of engaging nmultiple
targets accurately under stress, is sufficient to warrant declaration
Threat Condition Bravo will dictate that security nmeasures specified for
Condition White be inplenented inmediately. Selection of the appropriate
response continues to be the affected conmander’s responsibility, and
accordingly, sonme of the specific requirenents which are listed for this
task may not be deened sufficient and nore stringent neasures nay be

deci ded upon.

PERSONAL SECURI TY MEASURES | NCREASED

The personal security neasures in effect for protection of high-risk
personnel shoul d be increased as the threat condition increases.

Measures to be considered include such possible actions as:
1. Limt public appearances.

2. Limted distribution/controlled accountability for general officer
schedul es/itineraries.

3. Discontinue flying general officer’s personal flags outside their
of fices when they are present. An alternative during periods of
hi ghest risk would be fly flag normally; however, relocate genera
to an alternate |ocation

4. Mintain surveillance/attendance by driver/security personnel on al
parked vehicl es used by high-risk personnel

BRI EF ON USE OF DEADLY FORCE

Al l personnel who perform security duty, whether as nenbers of a guard force
or as unit nenbers in a security perinmeter, nmust know the regul ati ons which

govern the use of deadly force. |In addition to the regulations explained in
essential subjects, all other RCE nust be thoroughly briefed and under st ood.
(See Task 12B.1.3.)

TASK: 12B. 3.5 PLAN ACTI ONS FOR TERRORI ST THREAT CONDI T1 ON CHARLI E

CONDITION(S): Imrminent threat of terrorist acts against specific U S
mlitary personnel or facilities exists. (Threat Condition Charlie may be
based on informati on regarding plans or preparations for terrorist attack(s)
agai nst specific persons or facilities.)

Setting Threat Condition Charlie may occur within the exercise scenario or
may be caused by the evaluator, either through input of appropriate
intelligence information or announcing to the evaluated unit that
Terrorist Threat Condition Charlie is in effect.

STANDARDS: EVAL: Y; N NE

.1 _ Terrorist Threat Condition Charlie is acknow edged/
reported to higher headquarters. (KI)

.2 ___ Appropriate security actions are inplenented. (KI)

.3 ___ Reaction forces are placed oncall

.4 Al personnel are briefed on the threat condition and need

to be especially vigilant.
.5 All vehicles and their contents are inspected prior to

- allowing entry into threatened area/installation. (KI)
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.6 __ Suspicious parked vehicles are reported and checked.

.7 Al packages, suitcases, and handbags entering the arealkey
facilities are inspected.

.8 __ Controlled access to key facilities is strictly enforced. (KI)

.9 _  Restricted parking near key facilities is strictly enforced.

.10 _ Frequency of perinmeter patrols in vicinity of facilities is
i ncreased.

.11 Al security posts/positions are manned.

.12 _ Personal protection is provided for high-risk personnel, as
required.

.13 __ OpSec neasures are stressed.

.14  Protection of classified material is stressed and energency

destruction procedures are revi ewed.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

REPORT/ ACKNOALEDGE THREAT CONDI TI ON CHARLI E

As with | ower threat conditions, Threat Condition Charlie nay be locally
initiated or directed by higher headquarters. Either way, the declaration
of Threat Condition Charlie should be reported/ acknow edged via secure neans.

APPROPRI ATE SECURI TY ACTI ONS | MPLEMENTED

Identification of a terrorist threat sufficient to warrant declaration of
Threat Condition Charlie will dictate that security measures specified for
| ower terrorist threat conditions be inplenented i nmedi ately.

Sel ection of the appropriate response is the responsibility of the affected
comander, who may al so i Mmedi ately inplenent all security actions planned
for Threat Condition Charlie.

ALL VEHI CLES ARE | NSPECTED/ SEARCHED

All vehicles entering the threatened area/installation will be thoroughly
i nspected, to include all the vehicle s contents. Trained expl osive
detection dogs can greatly assist in this effort.

If, as is their right, civilians choose not to enter the area rather than
submit to inspection, they should be turned away.

In cases where civilian | aw enforcenent or host national personnel are
present, they will handl e suspicious instances where vehicles voluntarily
turned away.

SUSPI Cl QUS PARKED VEHI CLES REPORTED/ CHECKED

Terrorists may have entered the threatened area/facility during a tine when
security on the gates was being done on a spotcheck or random i nspection
basi s.

Any vehicl e observed parked within or imedi ately adjacent to the threatened
area which is in any way suspicious should be reported and checked. Here
agai n, trained explosive detection dogs are of great assistance.

CONTROLLED ACCESS ENFORCED

Access to key facilities within the threatened area/installation is strictly
controlled and may be limted to personnel with previous authorization
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Control | ed access points provide another opportunity to i nspect any packages
or luggage carried by persons entering the key facilities.

TASK: 12B. 3.6 PLAN ACTI ONS FOR TERRORI ST THREAT CONDI TI ON DELTA

CONDI TION(S): Imminent threat or actual terrorist acts against specific
US mlitary personnel or facilities exists. (Threat Condition Delta nay
be based on information regarding plans or preparations for terrorist
attack(s) against specific persons or facilities.)

Setting Threat Condition Delta may occur within the exercise scenario or
may be caused by the evaluator, either through input of appropriate
intelligence information or announcing to the evaluated unit that
Terrorist Threat Condition Delta is in effect.

STANDARDS: EVAL: Y; N NE

.1 __ Terrorist Threat Condition Delta is acknow edged/
reported to higher headquarters. (KI)
.2 ___ Appropriate security actions are inplenented. (KI)
.3 ___ Reaction forces are called
.4 Al personnel are briefed on the threat condition and need to

be especially vigilant.

.5 Barri cades are nmanned at gates.

.6 Al vehicles and their contents are inspected prior to
allowing entry into threatened area/installation. (KI)

.7 Suspi ci ous parked vehicles are reported and checked.

.8 Al packages, suitcases, and handbags entering the arealkey
facilities are inspected.

.9 __ Controlled access to key facilities is strictly enforced. (KI)
.10  Restricted parking near key facilities is strictly enforced.
.11 __ Frequency of perinmeter patrols in vicinity of facilities is

i ncreased.
.12 Al security posts/positions are manned.
.13 __ Personal protection is provided for high-risk personnel

as required.

.14 OpSec neasures are stressed.

.15  Protection of classified material is stressed and energency
destruction procedures are revi ewed.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

REPCORT/ ACKNOALEDGE THREAT CONDI TI ON DELTA

As with | ower threat conditions, Threat Condition Delta nay be locally
initiated or directed by higher headquarters. Either way, the declaration
of Threat Condition Delta should be reported/ acknow edged via secure neans.

APPRCPRI ATE SECURI TY ACTI ONS | MPLEMENTED

Identification of a terrorist threat sufficient to warrant declaration of
Threat Condition Delta will dictate that security nmeasures specified for
| ower terrorist threat conditions be inplenented i nmedi ately.
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Sel ection of the appropriate response is the responsibility of the affected
comander, who may al so i Mmmediately inplenent all security actions planned
for Threat Condition Delta.

ALL VEHI CLES ARE | NSPECTED/ SEARCHED

Al'l vehicles entering the threatened area/installation will be thoroughly
i nspected, to include all the vehicle s contents. Trained expl osive
detection dogs can greatly assist in this effort.

If, as is their right, civilians choose not to enter the area rather than
submit to inspection, they should be turned away.

In cases where civilian | aw enforcenent or host national personnel are
present, they will handl e suspicious instances where vehicles voluntarily
turned away.

SUSPI Cl QUS PARKED VEHI CLES REPORTED/ CHECKED

Terrorists may have entered the threatened area/facility during a tine when
security on the gates was being done on a spotcheck or random i nspection
basi s.

Any vehicl e observed parked within or imedi ately adjacent to the threatened
area which is in any way suspicious should be reported and checked. Here
agai n, trained explosive detection dogs are of great assistance.

CONTROLLED ACCESS ENFORCED

Access to key facilities within the threatened area/installation is strictly
controlled and may be linmted to personnel with previous authorization

Control |l ed access points provide another opportunity to i nspect any packages
or luggage carried by persons entering the key facilities.

TASK:  12B. 3.7 ORGANI ZE THE THREAT MANAGEMENT FORCE (TMF)

CONDI TION(S): The Crisis Managenent Plan assigns a commander for the TM,
specifies its conposition and equi pnent.

The TMF is tasked to execute the provisions of the Crisis Managenent Pl an
gui ded by SOP's established to deal with various kinds of threats.

Wthin FMF units planning for antiterrori sm operations, an existing
organi zation (i.e., battalion, conpany) woul d be designated as the TMr

Smaller units (i.e., platoons, squads) would be designated as the SRT' s.

STANDARDS: EVAL: Y; N NE

.1 __ The TMF is organized in teans. (KI)

.2 ___ SRI's should contain at least five nen. (KI)

.3 __ SRI's train as a team (KlI)

.4 __ SRI's train at least 2 days per nonth, as a team to

mai nt ai n readi ness.

.5 SRT training includes all tasks assigned in the Crisis
Managenent Plan. (KI)

.6 __ The Negotiation Teamis established. (KI)
.7 ___ Negotiators are never decision-makers. (KI)
.8 ___ Negotiators avoid face-to-face neeti ng when dealing

with terrorists. (KI)
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.9 _ Equiprent is available for imredi ate use by Negotiation
Team (KI)
.10 _ The inner perinmeter security force is established.
.11 __ The outer perineter security force is established.
.12 TMF nmenber checklists prepared. (KI)

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

THREAT MANAGEMENT FORCE (TMF) 1S ORGANI ZED | N TEANMS

The TMF contains several types of teans. One type is the SRT which is the
mlitary equivalent of a civilian SWAT team Another is the hostage
negotiation team The third teamis split into inner and outer perineter

el ements. Depending on the size of the incident site, the third team nay

be augmented or even replaced by nmenbers of the SRT. The sniper team (al
personnel [sniper, spotter, security], rifles, spotting scopes, etc.), when
enpl oyed,is nornally attached to, and under the command of the SRT commander.

SRT ORGANI ZATI ON/ EQUI PMENT

The SRT should contain at |east five Marines. However, the nunber of
menbers may vary dependi ng upon existing circunstances. Ildeally, three
to four teans should be trained and avail able for every ngjor unit/
installation/base. Consideration should be given to training an SRT for
each mlitary police/security watch shift; the goal is to have an SRT
available at all tines.

A five-men team woul d consist of: An SRT team | eader, armed with a sidearm
and an additional weapon, as required. The team|eader may al so carry the
team radi o, binoculars, and other needed equi pnent. The SRT team | eader is
responsi bl e for locating and directing counterfire against targets, creating
a plan of attack, and supervising its execution.

An SRT scout, armed with a sidearmand a sem automatic rifle or shotgun.
This team nmenber will carry any equi pment necessary to lead the teamto

t he objective, such as a prybar, nan-hole hook, or boltcutters. This
team nmenber | eads the SRT to the objective by conducting a reconnai ssance
of the approach and wi thdrawal routes, building entrances and rooftops,
and by renoving obstacl es such as padl ocked doors. After conpleting

the scouting mssion, the scout may be assigned a defensive or security
role for the teamor be designated to participate in the assault.

An SRT marksman, armed with a sidearmand a high powered rifle with a

tel escopic sight. This team menber al so carries any specialized equi pnent
designated by the SRT team | eader. The SRT marksnman shoul d be trai ned and
depl oyed so that if the need arises, he can control the situation with a
few well placed shots at the command of the SRT team | eader.

An SRT team observer, arned with a sidearmand a sem automatic rifle. This
team nmenber carries a pair of binoculars for observation and fire direction
and other equi pnent, as required. This team nenber acts as the team
recorder, recording events preceding and follow ng the threat
neutralization for inclusion in the after action report.

An SRT defense man, armed with a sidearm and sem aut onati c weapon or 12-gauge
shotgun. This team nenber also carries such needed equi pment as rappelling
ropes, harnesses, or denolitions. This teamnmenber’s mssion is to protect
the team during anmbush, during the approach, cover the teanis wthdrawal,

and to assist and protect the SRT scout during reconnai ssance. |n addition
this team nenber provides close range assault fire against barricaded

of fenders or a hardened position

SRT _TRAI NI NG

The established SRT's should receive concentrated team and i ndi vi dua
training to establish their capability to performindividually and as
a team They shoul d receive extensive training in conbat in built-up
areas, marksmanship, rappelling, physical training, first aid, and the
use of specialized equi pnent.

Their training is designed to devel op and rehearse the procedures they wl|
use as a teamin neutralizing or apprehending a barricaded offender with a
m ni mum of danger to hostages, team nenbers, or other personnel
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All team nmenbers should receive cross-training in the specialized duties of
ot her nmenbers. Subsequent to initial training sessions, SRT training should
be schedul ed for at |least 2 days each nonth, to naintain the required |eve
of readiness. Preferable training is held 1 day, twice a nonth, at 2-week

i nterval s.

SRT TRAINS TO EACH TASK ASSI GNED I N CRI SI S MANAGEMENT PLAN

The SRT training program should ensure teamreadiness to performall m ssions
tasked in the Crisis Managenent Plan or which team ni ght be assigned during
an actual crisis. These include such tasks as:
1. Evacuation of innocents.
2. Rescue of hostages.
3. Apprehension of terrorists/crimnals.
4., Attack with riot control agents.
5. Fire by selected marksnen (countersniper fire).
6. Assault of a terrorist position by:
a. Scaling or rappelling buildings or obstacles.
b. Using helicopters or arnored vehicl es.

c. Directing full firepower on the terrorist position

NEGOTI ATI ON TEAM | S ESTABLI SHED

The negotiation team which interacts with the terrorists on order of the
TMF commander, should be established. A typical negotiation teamwould be
made up of the foll ow ng personnel

1. An officer in charge

2. A primary hostage negotiator (NI'S or other trained hostage
negoti ator).

3. A backup hostage negotiator (sanme qualifications).

4. An NIS or nmlitary police investigator

5. An NIS agent who is know edgeable in international terrorism
6. Alinguist, in the event a different |anguage is being used.

7. A specially trained psychol ogi st/ psychiatrist. (If not an actua
t eam nmenber, should be oncall.)

When sel ecting team nmenbers, the TMF conmander shoul d | ook for persons
havi ng the characteristics of successful negotiators. They should be:

1. Mature, nmentally and enotionally stable (with an absence of negative
factors |ike overbearing personality or antagonistic attitude).

2. ©ood listeners.

3. Experienced in comunication techniques.
4. Sincere.

5. Able to be flexible.

6. Physically fit (negotiations may go on for a prol onged period).
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NEGOTI ATORS ARE NOT DECI SI ON- MAKERS

Deci sion-makers (CG C'S, CO should never be negotiators. Negotiators
shoul d |'i kewi se not be used as deci si on- makers.

By renoving the negotiator fromthe decision-making process, you establish
the negotiator as a neutral who appears able to consider equally the
interests of the terrorists and the interest of society.

The negotiator should strive to:

1. Alowterrorist to set the pace, nood, and topic of conversation

2. Accept the terrorist’s views neutrally, expressing neither approva
nor di sapproval .

3. Keep the terrorists tal king.
The negotiator nust be able to establish a rapport with the terrorists which
will permt the negotiator to defer decisions and still naintain rapport when
dermands are del ayed or refused. The psychol ogi cal concept of transference
bet ween hostage-taker and negotiator is extrenely inportant.

NEGOTI ATORS AVA D FACE- TO- FACE MEETI NGS

The negotiation team if they are qualified and nornally carry arnms, should
be arned except during face-to-face negotiations. Face-to-face negotiations
are recommended only as a last resort. Terrorists will not see a person in
uniformor with a weapon as being neutral. They may even see them as a
direct threat to the terrorists’ security. |In face-to-face neetings

negoti ators should dress in civilian clothes.

EQUI PMENT TO BE USED BY THE NEGOTI ATI ON TEAM

Equi pnrent for use by the negotiation teamshould be readily available. A
useful nethod of ensuring that it is available when required is to set it
aside in portable containers, field desks, etc. |If it is prepacked itens
shoul d be frequently inspected and checked to ensure they renai n operational
Equi pnent useful to the negotiation teamincl udes:

1. A US. Arny CID comand hostage incident workbook, or simlar
ref erence.

2. I ndividual conceal abl e body arnor.

3. Regular cassette tape recorders and 10 hours of tapes.
4. Mcrocassette tape recorders and 10 hours of tapes.

5. Electronic nonitoring equiprent.

6. Ear mcrophones for tel ephones for recording and |i stening.
7. Portable typewiters.

8. Field tables and chairs.

9. Public address systens or bull horns.

10. Reliabl e comunications with the TMF and the terrorists.
11. Hand-hel d radi os.

12. Paper and pencils.

| NNER PERI METER SECURI TY FORCE ESTABLI SHED

The inner perineter security force will operate under the direct control of
the TMF comander

A typical inner perinmeter elenent includes:
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1. One officer in charge.
2.  One nonconm ssioned officer in charge.

3. EOD Support. The senior EOD nenber will be responsible for the
chosen Render Safe Procedure (RSP), if required.

4. Phot ogr aphi c/ vi deot ape recorder capability.

The phot ographic capability of the inner perineter el enent could be an
experienced mlitary police investigator or CID agent. They would be
trained in crimnal investigation photography.

Phot ographs can identify terrorists or hostages. They can place particular
items within the scene or surrounding area, and they provide evidence for
followup | egal action. Consider caneras that use self-devel oping or 35mm
film or videotape (best situation is all three).

The EOD support, if available to the inner perinmeter elenent, should have
two ECD technicians who can di spose of the explosive devices. They could
also help train SRT's and other initial response personnel to identify
expl osi ves and expl osi ve devi ses.

OUTER PERI METER SECURI TY FORCE ESTABLI SHED

The outer perineter security elenent has either an officer in charge or a
noncommi ssi oned officer in charge who is directly responsible to the TMF
conmander. The on-site conmander sets the size of the outer perineter
security teamto fit the needs of the installation. Renmenber this is a
tactical perinmeter and any passage of lines nust be coordinated. A single
entry point is encouraged to elimnate discretion on the part of nenbers of
this element. On installations with few resources, the outer perinmeter nay
be made up of mlitary police, augnented by other troops on a 4 or 5to 1
ratio. Units or installations with linmted or no | aw enforcenment personne
may use personnel other than nilitary police for this mssion

The outer perineter security team should be prepared to:

1. Establish and maintain the area outside the perineter of the
i nci dent scene.

2. Evacuate and seal off housing and troop billeting areas.

3. Control access to the incident area and installation

4. Guard all critical and restricted areas outside the incident area.
5. Augnent the installation |aw enforcenment mssion

THREAT MANAGEMENT FORCE MEMBER CHECKL| STS

Once a special threat incident occurs, it is inperative that the TMF be
activated and certain actions be taken imediately. It is recommended

t hat each nenber have a checklist of the actions perforned i mediately.

A copy of these are mumintained by the TM commander, and each team | eader
shoul d have a copy onhand upon arrival at the on-site command post. The
foll owi ng reconmended checklist shoul d be expanded as needed:

THREAT MANAGEMENT FORCE COVIVANDER

Ensures an on-site conmand post is established out of range and sight of
t he suspect.

Ensures the duty personnel have made TMF notifications.

Ensures conmuni cations are established and mai ntained with the CMI
Sends an initial situation report to the Crisis Managenent Center
Ensures events are being recorded on an operational |og, as they occur
Ensures inner and outer perineters have been established.

Ensures innocent personnel are being evacuat ed.
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Ensures negotiators have, or are attenpting to open, conmunications with
t he suspect.

SPECI AL REACTI ON_ TEAM COVIVANDER

Assesses the situation.

Checks with the TMF commander inmedi ately.

Ensures all SRT personnel and equi pnent are present.

Requests blueprints of affected buil ding.

Assumes i nner perineter.

Coordinates with the TMF commander for specialized resources, personnel, etc.

NEGOTI ATI ON TEAM CHI EF

Checks with TMF conmander i mmedi ately.
Ensures negotiators and equi pnent are present.

Attenpts to establish conmunications with the suspect, at the direction
of the TMF commander.

Ensures all conversation is being recorded and that successive tapes
overlap by 30 to 60 seconds.

Ensures that the negotiations teamis setup in a separate room or area,
and that access is linmted

I NI TI AL RESPONSE FORCE O ¢/ NCA C

Ensures the area is properly cordoned off so that unauthorized personne
cannot enter unnoti ced.

Est abl i shes an inner perineter.

Depl oys Marines so that:
1. Al exists fromsuspect’'s |location are observable.
2. Marines are conceal ed and covered fromrifle fire.

3. Any person leaving the inner perineter is considered a
suspect, and is searched and held for interrogation teans.

4. Marines relay any information observed fromtheir positions.

5. Prior to arrival of counterintelligence personnel, Marines
interview persons |eaving the inner perineter, or personne
inthe initial vicinity of the scene, to determ ne nunber of
suspects, nunber of hostages, number and type of weapons invol ved,
description of suspects, nanes of hostages, and |ayout of roomns
and/ or building containing suspects and/or hostages. Al
wi t nesses should then be directed to a safe location for further
debri efing.

6. Briefs TMF personnel on the situation upon their arrival

7. Perimeter must have one point of exit/entrance.

8. Ensures that personnel not specifically authorized inside the outer
perineter are not permtted entry. Al personnel not nornally

aut hori zed entry nust be approved by the TMF commander

9. Checks with TMF commander inmediately for situation update and
orders.

10. Ensures evacuation of innocent personnel is conpleted, or is
progressing in a safe, secure manner.

11. Relays all intelligence gathered to the TMF conmander and data

coll ection personnel (NIS/CID).
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12. Checks with mlitary police desk sergeant to ensure the team| eader’s
patrol area of responsibility has been assumed by soneone else, if
appropri ate.

TME SUPPORT COORDI NATOR

Checks with the TMF commander i medi ately.
Ensures the followi ng personnel are present wth equipnent:

1. Medical, with anbul ance (paranedics)

2. EOD (prepared for disposal and denolition)

3. Sniper team (all personnel [sniper spotter, security],
rifles, spotting scopes, etc.) and ensure the teamis
attached to, and under the command of the SRT conmander.

4. NS data collection, arrests, and interrogation personnel

5. Fire department.

6. Checks with SRT commander and chief negotiator to detern ne assets
needed i medi ately, or in the future.

7. Advises the CMI of requirenents (e.g., messing for special purpose
personnel , equi pnent needed).

12B.4 ANTI TERRORI SM - OPERATI ONS SECURI TY

TASK: 12B. 4.1 PLAN PREVENTI VE MEASURES

CONDI TION(S): The assessment of the vulnerability of the unit/area
installations to be protected, has been conpl et ed.

STANDARDS: EVAL: Y; N, NE

.1 __ Counterintelligence nethods to deny the terrorists
access to HUMNT are in effect. (KI)

.2 ___ Signals security nethods to deny the terrorists access to
SIGNIT are in effect. (KI)

.3 ___ Operations security nmethods to deny the terrorists access to
intelligence are in effect. (KI)

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

PLAN PREVENTI| VE MEASURES FOR OPERATI ONS SECURI TY

The best method of reducing the incidence of terrorismis proactive
(antiterrorisn) vice reactive (counterterrorisn). |If you can prevent

the terrorist act, you have won the battle. Operations Security (OPSEC)
goes hand-in-hand with personnel security as prevention measures.
Operations security involves denying the eneny any information in the
areas of: HUM NT, through good counterintelligence. Signal Intelligence
SI A NT, through good signhals security. Operational Intelligence, through
good operations security. The nmethods of denial are nany and vari ed.
Consequently, all types of denial nust be addressed. Additionally, once
a measure has been adopted, the terrorist may study and devel op a net hod
of breaching that neasure. OPSEC is an ongoi ng practice. Changes in the
perceived threat, the facilities being protected, the forces assigned, or
even the season of the year nmay require an adjustnent of OPSEC neasures.
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COUNTERI NTELLI GENCE

Counterintelligence involves those activities which are concerned with
i dentifying and counteracting the threat to security posed by hostile
intelligence services or organi zations, or by individuals engaged in
espi onage, sabotage, or suberversion (including terrorists).

SI GNALS SECURI TY

Signals security is a generic termwhich includes both conmunications
security and el ectronics security. Comunications Security (COVSEC) -

is the protection resulting fromall measures designed to deny unauthorized
persons information of value that m ght be derived fromthe possession and
study of telecomunications, or to m slead unauthorized persons in their
interpretation of the results of such possession and study. COVSEC i ncl udes;
cryptosecurity, transm ssion security, emn ssion security, and physica
security of conmunications security materials and information

El ectronics Security - is the protection security resulting fromall neasures
designed to deny unauthorized persons information of value that m ght be
derived fromtheir interception and study of noncommuni cations

el ectronagnetic radiations, e.g., radar

OPERATI ONS SECURI TY

The process of denying adversaries information about friendly capabilities
and intentions by identifying, controlling, and protecting indicators is
associated with planning and conducting military operations and ot her
activities.

TASK: 12B. 4.2 RECOGNI ZE TERRORI ST | NTELLI GENCE TECHNI QUES

CONDI TION(S): Preventive neasures have been pl anned and personnel have
been trained in denial of terrorist intelligence.

STANDARDS: EVAL: Y; N, NE

.1 __ Special orders to sentries address reporting of suspected
terrorist intelligence techniques. [(KI) and K@ 12B. 1. 3]

.2 ____  The unit specific threat awareness programteaches
recognition of terrorist intelligence techniques.
[(KI) also KI 12B. 3. 1]

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

RECOGNI ZE TERRORI ST | NTELLI GENCE TECHNI QUES

Terrorist intelligence techniques take many forns. |In a free and open
soci ety such as ours, there are many open sources which could aid the
terrorist. Even though these are not classified, they enable potentia
enenies to penetrate operations security neasures. The follow ng exanpl es
are listed by OPSEC techni que:

HUM NT - Questioning of individual Marines in public places about |ocations
of key personnel, unit activities, and the |ike.

SIA NT - Antennas intercepting mcrowave beans, |ocal base tel ephone
directories with job description and buil di ng nunber (al so base maps
are in all base tel ephone directories).

PHOTI NT - Base newspapers, cruise books, overflight by private aircraft,

and phot ography of installations fromnearby high terrain.
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SPECI AL ORDERS ADDRESS SUSPECTED TERRORI ST | NTELLI GENCE
TECHNI QUES

Terrorist intelligence gathering techniques are often readily identifiable
by al ert Marines.

HUM NT - Intelligence gathering techniques consist of efforts to obtain

i nformati on which is generally unclassified. Marines should becone alert
when asked for or about such things as training schedules, unit novenent,
bui l di ng functions, tel ephone nunbers, and the like by civilians who are
wi t hout a need-to-know.

SIANT - Terrorists will often attenpt to tap into tactical wire
comuni cations and tel ephone lines. Marines should be alert to
personnel "repairing" tel ephones which have been working
properly. Simlarly, individuals on tel ephone poles on, or

near, the base could be attenpting intrusion

PHOTI NT - Cbviously personnel taking pictures in restricted areas should
cause suspicion. Simlarly, personnel taking pictures from buildings
overlooking installations should be suspect. Further, closed vehicles
par ked near installations could be used as photographic platforns, bonbs,
or surveillance activities.

There are many ways of conducting surveillance of patterns. Vendors are a
comon net hod of gathering intelligence. The absence of normal vendors
could also indicate inmpending action. Necessary contract services such

as waste disposal, garbage pickup, and utilities repair are often used

by terrorists for OPPAT surveillance and/or raid rehearsal

Marines shoul d be aware that the terrorist can and will attenpt to gather
and solicit information for his efforts. Terrorist activities are, in
general, well planned and based on sound intelligence. Marines should be
aware of terrorist efforts and how to deny them success. Marines nust be
alert to the individual (s) who deny them success. Marines nust be alert to
the individual (s) who "does not fit," such as the dirty man in a clean area
the one in the neat uniform when everyone else is sweaty and dirty, the kids
who are not playing along the route today, or the ones who just started

pl ayi ng where they have never played before. Marines nust be alert,
suspi ci ous, and aware of the need to deny terrorists access to the
intelligence they need. Sonetines the best answer to a suspicious

question is, "Wy do you want to know?"

TASK: 12B. 4.3 UTILIZE OPSEC MEASURES

CONDI TION(S): Unit personnel have been trained to recognize terrori st
intelligence techniques. This task is evaluated by random oral exani nation
to determ ne understandi ng and conpari son of published procedures with
actual patterns.

STANDARDS: EVAL: Y; N, NE

.1 __ Planned OpSec neasures are understood by individua
Marines of the unit.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12B. 4.4 ASSESS OPSEC VULNERABI LI TI ES

CONDI TION(S): The unit has trained personnel in the areas of OpSec
awar eness and terrorist intelligence techniques. The unit has
publ i shed generalized procedures for OpSec that are understood by
menbers of the unit. (JCS Booklet J3M 947-83 applies.)
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STANDARDS: EVAL: Y: N. NE

.1 __ An OpSec team has been established. (KI)

.2 ___ The teamissues OpSec pl anni ng gui dance on an exception
basis. (KI)

.3 ___ The team conducts OpSec surveys. (KlI)

.4 __ The team anal yzes survey information

.5 The teamenters survey information into a historical data
base.

.6 __ The team conducts trend analysis of the data base.

.7 _____ The team keeps the conmander informed of OpSec vulnerabilities

and suggests CA's to reduce them

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

OPSEC TEAM ESTABLI SHED

In general the OpSec team shoul d consist of representatives of the follow ng
unit activities:

1. Operations.

2. Intelligence.

3. Counterintelligence.

4. Facilities (when assigned).

5. Provost marshal (when assigned).

6. Subordinate units.
OPSEC PLANNI NG GUI DANCE
OpSec pl anni ng gui dance shoul d be issued early in the planning cycle to aid
pl anners and participants to identify, during detailed planning, specific
OpSec threats.
Pl anni ng gui dance consi sts of:

1. Current adversary know edge.

2. Essential Elements of Friendly Information (EEFI’S).

3. OpSec threats.

4. | ndi cat ors.

OPSEC SURVEYS

Certain types of operations or other activities are conducted repetitively
fromthe same bases or in the same areas. This includes such things as
flight operations, tests on ranges, exercise nmssile firings on ranges,
sendi ng supplies to units, air interceptor practice on ranges, issuing
personnel orders, devel opnents of forces overseas, and other simlar
matters. The danger arising is that, overtine, routines will dull

per sonnel awareness of the need for OpSec. Stereotyped ways of doing
tasks or deviations fromroutine procedures can becone vulnerabilities
and can be overl ooked. In such situations, a thorough exam nation of
operational procedures and security practices should be carried out.
These exam nations are terned QpSec surveys.

ENCLOSURE (1)
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An OpSec survey checks on the effectiveness of all conmand operationa
functions fromthe standpoint of hostile intelligence systens. Surveys
are not inspections. All personnel should be infornmed when a survey is
to be conducted and that the survey is to inprove command security

ef fecti veness.

A concentrated exam nation of operational and security practices wll
generally turn up past and current deficiencies. Such results should

be expected. The purpose of the survey is to inprove future perfornmance,
not to find fault or punish individuals.

There are two basic kinds of surveys, command and formal. A conmand survey
is an internal exam nation of OpSec practices. A formal survey involves
formati on of a specific survey team with team nmenbers being drawn from both
i nside and outside the command. Fornal surveys nay be initiated by a letter
of request fromthe comander to hi gher headquarters which states the

speci fic scope and purpose of the survey, and when the survey is to be
conduct ed.

There are three basic steps in an pSec survey. The first is identification
of EEFI for the operation, or other activity, to be exanm ned. The second is
the conpilation of OpSec threat profiles of conmand functions. The third is
exam nati on and sanpling of sources to deternine information being made
avail abl e to adversaries prior to, during, and after operations and ot her
activities.

Once an OpSec survey has been conpl eted, the commander nust anal yze the
ef fect of vulnerabilities on operations. The comander nust deci de what
active counterneasures nust be taken or what risk of vulnerability is posed.

Detailed informati on on planning OpSec surveys is contained in JCS Bookl et
J3M 947-83 (OpSec Survey Guide) dated 15 June 1983.

SUGGESTED OPSEC SURVEY SEQUENCE AND CHECKLI ST

Pl anni ng phase:
1. Devel op survey scope/ purpose.
2. Select survey team
3. Familiarize survey teamw th survey techni ques.
4. Revi ew EEFI.

5. Develop a hostile intelligence threat/vulnerability assessnent
st at enent .

6. Familiarize survey teamw th operation/activity to be surveyed.
7. Develop functional outlines.
8. Plan general survey itinerary.
9. Announce survey.
Field survey phase:
1. Entrance brief (tean).
2. Command brief (unit).
3. Data collection (team
4. Exit brief (tean).
Anal ysi s and reporting phase:
1. Correlate functional outlines and enpirical studies data.
2. Resolve, as appropriate, discrepancies on data.
3. Reassess and, if appropriate, revise EEFI
4. Review all source threat.
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5. ldentify vulnerabilities through the correlation of events
(as reflected in the functional outlines), products of any
enmpirical studies, and the threat.

6. Prepare final report.

7. Final report.

8. Lessons | earned.

COURSE ANALYSI S

As the OpSec team continues to conduct surveys and enter the results in the
data base, long termtrends will start to energe. Such things as routine
nmorni ng formations, standard delivery tines at key installations, and other
routi ne operational patterns will becone evident. These patterns will then
be either randonized to confuse any potential terrorists, or disguised
through centralized deceptive neasures.

TASK: 12B. 4.5 EMPLOY SPEC FI C OPSEC PROCEDURES

CONDI TION(S): An OpSec vulnerability anal ysis has been conduct ed.
Specific procedures will now be addressed

STANDARDS: EVAL: Y; N, NE

.1 A specific OpSec plan for the area of operations has
been devel oped. (KI)

.2 The unit avoids a set pattern of operations. (KI)

.3 ____ The unit considers the enploynent of deception to
mask operational patterns which cannot be altered. (KI)

.4 The SJA has approved random i nspecti on procedures.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

SPECI FI C OPERATI ONS SECURI TY PLAN

A successful OpSec programwi |l deny the terrorist access to intelligence
and information. Since each unit’s nission area of operations and threats
will vary over both time and geography, specific OpSec procedures mnmust be
devel oped in an OpSec pl an

UNILT AVO DS A SET PATTERN OF OPERATI ONS

Changi ng operational procedures confuses the terrorists. The higher the

| evel of random activity, the less likely a terrorist is going to attack
your unit or installation. Such things as vehicular checks at gates during
high traffic periods will disrupt normal work routines, but they will also
reduce the chances of terrorists targeting the activity. You cannot always
stop a terrorist attack fromoccurring, but you can decrease the chance of
it occurring to your unit.

EMPLOYMENT OF DECEPTI ON

When a unit’s operational patterns cannot be altered, deception neasures
shoul d be considered to mask the patterns. However, the danger of deception
is that it can confuse your own people. For this reason, any deceptive
nmeasures nust be controlled at the highest level. Further, a rigorous

anal ysis nust be conducted to determ ne who has a "need-to-know' and who
does not. Then, the appropriate personnel nust be informed of any

deception operations. Deception may be tinmed to coincide with

threat satellite overhead tines
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STAFFE JUDGE ADVOCATE APPROVAL

Because of restrictions applying to personnel and vehicle searches, the
SJA shoul d be consulted prior to conducting random i nspections.

TASK:  12B. 4.6 DEVELOP ESSENTI AL ELEMENTS OF FRI ENDLY | NFORVATI ON ( EEFI )

CONDI TION(S): During the course of the OpSec survey, EEFI will surface and
be refined by the OpSec comittee.

STANDARDS: EVAL: Y: N, NE

.1 ~ The OpSec conmittee has devel oped EEFI threat.

.2 _ The conmmander has promul gated EEFI. (KI)

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

DEVELOP OF EEFI

EEFI’'s are derived fromthe OpSec surveys and data base. These are itens or
activities associated with friendly planning which, if exposed to hostile
agencies, would serve as intelligence indicators and tend to conproni se
friendly intentions. Some exanples of EEFI are:

1. Restriction of troops at a certain time prior to activity.

2. Special requisitions with a required delivery tinme (i.e., 12 hours,
24 hours, etc.).

3. Preassault bonbardnent.
4. Increased patrolling/reconnai ssance of an area.

PROMULGATI ON OF EEFI

Promul gati on of EEFI nust be controlled at the command | evel and promul gat ed
to planners at all command and staff |evels. EEFI considerations should
direct all planning efforts.

12B.5 ANTI TERRORI SM - PERSONNEL SECURI TY

TASK: 12B. 5.1 CONDUCT PLANNI NG AND PREPARATI ON

CONDITION(S): Staff is aware of the general terrorist threat which confronts
them Specific intelligence may al so be avail abl e which increases the
percei ved threat |evel

Threat assessnments and pl anni ng are ongoi ng processes which nay only require
review and, if appropriate, update of published antiterrorist plans/orders/
SOP's which deal with aspects of personnel security.

STANDARDS: EVAL: Y; N NE

.1 __ An assessnent of the threat by terrorists against
personnel is nade. (KI)

.2 _ An assessnent of personnel security resources is nade.
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.3 ___ Procedures to be followed for protection of primry and
secondary targets are planned.
.4 __ Special procedures to be followed for protection of

visiting VIP s or for high threat periods are planned.

.5 Al procedures devel oped are included in appropriate
pl ans/ order s/ SOP’ s.

.6 Awar eness/ educati on prograns are devel oped. (KI)

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

LEVEL OF THREAT | S ASSESSED

Per sonnel considered to be potential targets can be categorized as primry
targets, secondary targets, or randomtargets.

Primary targets are selected for their publicity value to the terrorists.
(An attack on a general attracts nore nedia attention than an attack on a
captain.) Primary targets are easily identifiable during a threat
assessnment. They al so may have been naned as selected targets in
intelligence reports.

Terrorist groups al nost al ways select alternative or secondary targets. |If
a primary target is identified and security neasures are instituted which
raise the risk to terrorists, they may decide to attack a secondary target.

Secondary targets are usually persons who are of |ower grade and risk than
primary targets, but who can still be of publicity value to terrorists.
Most recent terrorist actions against presel ected DoD personnel have been
agai nst secondary targets. These actions occurred after security measures
to protect primary targets were taken

Random targets include other personnel who, sinply because they are mlitary
personnel or dependents, may be considered fair gane by the terrorists.

PERSONNEL SECURI TY RESOURCES ASSESSED

The availability of resources for assignment to nmeasures which reduce the
threat of terrorist attacks agai nst personnel nust be assessed.

Personal security and protective services nay be appropriate for primry
targets.

Resource limtations usually preclude assignnent of personal security and
protective services to secondary targets. |n those cases individua
sel f-protection neasures may have to be relied upon

It is not possible to provide protective services for every possible random
target. Assessed requirenents in this area are the basis for basic crine
prevention trai ning and awareness briefing prograns.

AWARENESS/ EDUCATI ON PROGRANS

Mlitary personnel, dignitaries, civilian enployees, and dependents mnust be
made aware of the terrorist threat in general, as well as the perceived
threat level in the |ocal area.

The program devel oped may include periodic briefings and di sseni nati on of
printed materials. The program nust be devel oped in consultation with SJA
to ensure the provisions of the Privacy Act and other legal restraints on
the gathering, storage, and di ssem nation of information are conplied wth.
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TASK: 12B.5.2 RAISE THE LEVEL OF THREAT AWARENESS

CONDI TION(S): Threat assessnents have been nade. Plans and procedures to
be foll owed have been prepared.

STANDARDS: EVAL: Y; N. NE

.1 Al personnel are nmade aware of the terrorist threat
in general. (KI)
.2 ____ Personnel are nade aware of specific threat targeting of

people or facilities, as appropriate.

.3 __ Personnel are encouraged to learn the preventive nmeasures
whi ch they can use.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS

PERSONNEL MADE AWARE OF GENERAL TERRORI ST THREAT

Previously prepared briefings are presented and published infornation is
di ssem nat ed.

The PAO can assi st in devel oping and delivering awareness briefings outside
normal unit training channels.

Present ati ons can be nade at | ocal or base schools and to social and
servi ce organi zati ons.

These presentations shoul d be designed to rmake partici pants aware of the
personnel security threat in the area, rather than to frighten them

Personnel shoul d becone aware of the types of tactics, and the facilities
whi ch are potential targets, for the terrorists.

TASK: 12B. 5.3 EDUCATE PERSONNEL ON PERSONAL SECURI TY PROCEDURES TO BE USED

CONDITION(S): Threat Exists. Procedures have been devel oped and pl ans/
orders/ SOP' s have been revi ewned.

This task is eval uated by asking sel ected individuals about unit SOP's and
pl ans whi ch they by virtue of grade and duties woul d have need-t o-know.

Al t hough FMF units may be depl oyed (wi thout dependents), their dependents
are potential terrorists targets.

STANDARDS: EVAL: Y; N NE

.1 Al personnel receive training in crinme prevention
techni ques. (KI)

.2 ____ Mlitary personnel and dependents are encouraged to
participate in crinme watch prograns.

.3 Al personnel know how to report suspicious activities.
.4 Al personnel receive self-protection training. (KI)
.5 __ Personnel know how to appear |ess conspicuous. (KI)
.6 Need for famlies to practice personal security is

stressed. (KI)

.7 ___ Fanmilies are encouraged to establish fanmly security
procedures. (KI)

.8 __ Precautionary neasures to be taken while traveling
are stressed. (KI)

.9 __ Use of special protective nmeasures are based on the
threat. (KI)

.10 Al personnel know techniques used to survive as a
hostage. (KI)
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.11 Al personnel know proper reactions to bonb threats.
.12 Al personnel know proper reactions to extortion
threats. (KI)
.13 Al personnel know proper reactions to bonbings or

assaults. (KI)

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

CRI ME PREVENTI ON TRAI NI NG

Crine prevention training is the cornerstone of a good personnel security
program People who carry out crine prevention procedures in their
quarters, offices, and in their every day activities will significantly
decrease the possibility of beconming terrorist targets. The higher the
risk to individuals, the nore inportant it is that they follow crine
preventi on procedures.

Crine prevention procedures are designed to enhance the ability to anticipate,
recogni ze, and appraise crine risks, and to initiate appropriate actions to
renove or reduce that risk.

Crinme prevention procedures are closely linked to the physical security and
OpSec progranms. Many of the procedures are simlar in nature.

Crine prevention is a direct crine control nethod that applies to
before-the-fact efforts to reduce crimnal opportunity, protect
human victins, and prevent prevent | oss.

Instructions on how to properly report suspicious activity nmust be covered
inthe training. Crine watch prograns are exanples of a crine prevention
programin action.

SELF- PROTECTI ON TRAI NI NG

Sel f-protection begins with awareness of the environnment. All personne
shoul d be alert to and imedi ately report suspicious persons or activities
near their quarters or offices. Terrorists nust conduct surveillance of
their target to ensure success when their plan is inplenented. Even
randomy selected targets are usually watched briefly before the incident.
Surveill ance can be detected by constant vigilance. This vigilance denies
terrorists easy access to their targets. It can save lives.
Sel f-protection training also includes such information as:

1. Measures to be taken to be | ess conspicuous.

2. Regular security procedures.

3. Precautions to take while traveling.

4. Precaution for autompbile travel

5. Precautions for overnight acconmpdati ons.

6. Personal protection neasures.

7. How to survive as a hostage or as a kidnap victim

8. What hostage victims fam |y shoul d/ shoul d not do.
Procedures for dealing wth:

1. Bomb threats.

2. Extortion threats.

3. Assaults and bonbi ngs.

ENCLOSURE (1)
XII-B-51



MCO 3501. 13
6 Jan 92

HOW TO BE LESS CONSPI CUQUS

Being a Marine, or being an American in an overseas environnent is by nature
conspicuous. The follow ng steps can be taken to assist in being |ess
conspi cuous:

1. Attenpt to blend in with the surroundings.

2. Avoid showing off material wealth.

3. Drive an inconspicuous vehicle. Avoid special license plates, grade,
or country designations, and |uxury vehicles.

4. Use unmar ked parking spaces, and vary where you park
5. Do not place your fam |y name on your hone or vehicle.

6. Mintain an unlisted tel ephone nunber, and do not give it out
i ndi scrimnately.

7. Avoid publicity.

8. Information concerning your quarters, vehicle, personal routine,
and security efforts should be known only by inmediate famly
and friends, and security personnel, and then only on a
need-t o- know basi s.

9. Avoid establishing obvious daily routines. Being unpredictable
is your best defense.

ALL PERSONNEL AWARE OF NEED FOR PERSONAL SECURI TY

Al'l personnel nust be aware of the inportance of personal security
procedures as part of the overall protective effort.

The i nmportance of security and the seriousness of the threat nust be
stressed to all unit nenbers.

Mut ual concern should be cultivated so that all unit nenbers are invol ved
with the security effort.

FAM LY SECURI TY PROCEDURES

Fam | ies should establish and follow fanmily security procedures. These
shoul d i nclude such neasures as:

1. Habitually keeping outside doors and the garage door closed and
| ocked.

2. Keeping all accessible wi ndows closed and | ocked.

3. Keeping house keys separate from car keys and nmi ntai ni ng
accountability for both.

4. Changing locks if keys are conprom sed.

5. Never opening doors to unschedul ed repairmen or strangers.
6. Verifying all repair or delivery nmen when not recognized.
7. Routing all incomng nmail through the office.

8. Not accepting unsolicited packages.

9. Never conplying with requests from people, such as tel ephone
repai rmen, that the phone not be answered.

10. Never talk to prank callers as it only encourages them

11. Being alert to all suspicious or unusual activity, and reporting
everything that happens, regardl ess of how insignificant.

12. Developing a famly duress code so that fanily nenbers can warn
each other when they are in danger.

13. Briefing all famly nenbers thoroughly on energency procedures.

ENCLOSURE (1) -



14.

MCO 3501. 13
6 Jan 92

Speci al considerations for children should also be included in
fam |y security procedures. These include such neasures as
instructing children to:

a. Avoid isolated streets and play areas.

b. Travel and play in groups.

c. Never answer a stranger’s questions.

d. Never go anywhere with a stranger

e. Keep famly menbers informed of their whereabouts

f. Imediately report all attenpts to question, annoy,
or nol est them

g. Note all information possible about unusual incidents.
h. Ensuring that school officials will only rel ease
children to responsi ble, known nenbers of the
famly or to briefed designates

i. Not permitting children to ride public transportation
unacconpani ed.

j. Escorting children to and from school, if possible.

k. Never |eaving young children at hone unattended.

I. Requesting local military police to conduct a hone
security survey, or obtaining a copy of a hone

security checklist and doing it yourself.

PRECAUTI ONS WHI LE TRAVELI NG

Most terrorist attacks occur while the target is in transit, away fromthe

hone or

office. The follow ng precautionary measures can assi st in avoiding

possi bl e attack:

1

2.

Avoi d established routines while traveling.

Have a worki ng know edge of |ocal |anguages so that assistance nay
be requested.

When possi ble, travel in groups.
Avoi d isol ated roads, danger areas, civil disturbances, and crowds.

Do not antagoni ze the individual; quickly nove to a save haven and
report the incident.

Keep energency nunbers handy, and al ways have exact change for a
t el ephone call.

Keep staff menbers and family constantly aware of your [ ocation.
Whenever traveling overseas or in a high threat area, ensure al

personal matters are in order (i.e., wlls, insurance, power of
attorney, etc.).

WHEN TRAVELI NG BY AUTOMOBI LE:

1

Al ways keep your vehicle in good nechanical condition, and the gas
tank at least half full

| f possible, vehicle should be equipped with devices to increase
protection and safety (i.e., intrusion alarms, two-way radios,
bomb bl ankets, etc.).

Speci al | y equi pped and hardened vehicl es shoul d be considered for

hi gh-ri sk personnel (i.e., general officers, VIP's, and other

primary targets).

Al ways check vehicle over before getting into it.

I ncl ude:

Check for fingerprints, snudges, or any other signs of tanpering on

the exterior of the vehicle.
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10.

11.
12.

13.

14.

15.

16.
17.

18.

19.

20.

G her e

1

.13

Check el ectronic tanper device, if installed.

Check underneath the vehicle and in fender wells for any foreign
obj ects, |oose wire, etc.

Check tires for stress marks or evidence of tanpering.

Check wheel |ug nuts/hubcaps for tanpering.

Check interior of vehicle for any intruders or suspicious itens.
Drive with vehicle doors | ocked and w ndows cl osed.

Secure vehicle, if it nmust be |eft unattended.

Never pick up hitchhi kers or strangers

Menori ze the | ocation of safe havens along regular routes (i.e.
police and fire stations, or other busy places).

Do not stop for accidents or other problens which you observe.
Drive on to a tel ephone and report them

If you are involved in a mnor accident where you feel there is
i mmi nent danger to you or your passengers, it may be appropriate
to drive away and assess the danage at a public location. Then
report the accident to civilian authorities and nmilitary police.

Al ways use seat belts.

Drive in the center lane of multilane highways to nake
it nore difficult for your car to be forced to the curb

I f you encounter a suspicious bl ockade:
Avoid it by driving in the opposite direction

Avoi d driving close behind other vehicles, or other situations
where your vehicle can be boxed in.

Do not park your vehicle on the street at night (use attended |lots
or | ocked garages).

If you nust |eave your keys with an attendant, |eave only the
ignition key.

asures which may warrant consideration include:

I f you nmust use public transportation, buses and trains are
preferred to taxis.

Do not have markings on your |uggage which link you to
the U S. Governnent.

WHEN STAYI NG OVERNI GHT:

1

2.

3.

4.

Pat roni ze reputabl e hotels only.
Avoi d hotel paging.
Note all escape routes, when in hotel

Do not discuss travel plans over hotel tel ephone.

In protecting high ranking individuals the following may al so be consi dered:

1. Do not use hotel roons |ocated on first floor or ones that are
easily accessible from outside.
2. Avoid riding el evators.
3. Make reservations in two or nore hotels and use assuned or nodified
nane. Try to avoid booking through a conputer.
ENCL GSURE
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SPECI AL PROTECTI VE MEASURES

O her special protective techni ques/ neasures whi ch should be considered in
i nstances where a high terrorist threat exists include:

1. Wearing body arnor
2. Arnor inserts in briefcases.

3. Use of Chem cal Mace or other nonlethal weapons all owed
by | ocal |aw.

4. Use of portable alarns.

HOSTAGE/ KI DNAP_SURVI VAL TECHNI QUES

The |ikelihood of becom ng a hostage is slim however, personnel should
know the techni ques which will minimze the effects of hostage situations.

I f taken hostage:
1. Stay calmand have faith; maintain your dignity and self respect.
2. Do not display bravado or cowardice

3. Stay alert for possibilities to escape. Ensure the odds of success
are in your favor, or do not attenpt.

4. Establish rapport with your abductors; attenpt to make friends.
5. Do not criticize or antagoni ze your captors.

6. Take note of everything that goes on (i.e., sounds, descriptions,
tines, tel ephone nunbers, etc.)

7. Leave evidence at all locations you are taken to assist police in
their search

8. Anticipate isolation and other nmethods to break or disorient you.

9. Attenpt to locate yourself as far away from your captors as possible.
(Shoul d police attenpt a rescue, you will be out of the line of
fire.) Set up a schedule of nental and physical activity, and
followit.

10. Conply with all instructions as well as you can

11. Do not be afraid to ask (do not demand) for anything (i.e., books,
paper, nedical attention, etc.).

12. Eat whatever they give you, and do not refuse any favors.

13. Beware of a possible unconscious shift in your loyalties to your
captors. (This shift is known as the Stockhol m Syndrone.)

CGui de for hostage’'s famly:

1. Do not disturb the abduction scene and notify the mlitary police
i mredi atel y.

2. Do not reveal any facts about the incident to individuals outside
the fam |y EXCEPT POLI CE

3. Provide police with conplete information on the hostage, when needed,
(phot ogr aphs, descriptions, etc.).

HOW TO REACT TO

Bonb Threats

If a bonb threat is received, stay calm be courteous, and listen. Activate
a tel ephone recorder if one is available. Use a bonb threat formto note
i nformati on about the caller and the bonb. (See format in K@ 12B.3.3.)
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Do Not Interrupt. Attenpt to keep the caller on the line as
Il ong as possible. |If possible, signal a co-worker to initiate a
trace by describing a figure 8 in the air with your finger

Report the threat to mlitary police i mediately and evacuate the
threatened area, if a specific area is known.

Assist in the search if needed.

If a suspicious object or device is discovered, DO NOT TOUCH
IT. Notify mlitary police immediately, and | eave the area.

Extortion Threats

If an extortion threat is received, stay calm and handle in
the sane nanner as a bonb threat, recording all pertinent data.

Ask to speak to the hostage, if applicable, to verify the threat.
Conmuni cat e probl ens of inmmedi ate conpliance to demands,
especially ransom Sound cooperative, but nmake no prom ses
(i.e., say, "Il try".).

Establ i sh a code between you and the caller in order to verify the
validity of future calls, simlar to a sentry’s chall enge and response

Assaul ts and Bonbi ngs

If you are involved in an attack, DO NOT PAN C

Take cover by lying prone on the floor immediately. Oten two
or nore explosions are spaced apart, so do not get up until a

few m nutes have passed. During a snmall arns attack, staying

lowwill clear fields of fire for security personnel

After the attack, call police, call an anbul ance, and assi st
wounded as necessary.

TASK:  12B.5.4 EMPLOY PERSONAL SECURITY ACTIONS TO PROTECT H G+ RI SK
PERSONNEL

CONDITION(S): High-risk personnel are present. A threat of terrorist
action agai nst them has been assessed or is perceived to be Iikely.

Personnel trained in providing personal security may not be avail able
from out si de sources.

STANDARDS: EVAL: Y; N. NE

.1 __ Personal security mssion is planned carefully in
advance. (KI)

.2 ___ Cose and continuous coordination is maintai ned between
all agencies involved in a personal security mission. (KI)

.3 Every phase of the security mssionis clearly defined. (KI)

.4 _ Security neasures include protection of tenporary
living accommpdati ons when used. (KI)

.5 __ Personnel assigned to a teamto provide persona
security are trained for this type of mission. (KI)

.6 The team providing personal security is allowed
direct access to the person to be protected. (KI)

.7 ___ The person to be protected is briefed on the exact
nature of the threat. (KI)

.8 __ The person to be protected is briefed on the
measures which will be used. (KI)

.9 Driver assigned to the person to be protected is

~ trained in evasive driving techniques. (KI)
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EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

PERSONAL SECURI TY PLANNI NG

The primary purpose of a personal security nmission is to protect a
di stingui shed person (VIP) from enbarrassnent, injury, and assassination

Every phase of personal security nust be planned in advance. The
possi bility of sudden changes to itinerary, however, requires that
flexibility be the keynote in planning for such nmissions. Alternate
or contingency plans must al so be prepared in the event that any

ci rcunst ances cause deviation fromthe basic plan. Operations
security measures nust be practiced at all tines

COCORDI NATI ON W TH ALL AGENCI ES

Coordi nati on among all agencies involved in personal security
m ssions nmust be close and continuous. Sone of the agencies
whi ch could be involved include: NS, mlitary police, C D
expl osi ve ordnance di sposal, nedical, comunications agenci es,
as well as local police, FBI, and Secret Service. There is no
room for parochialism

VWhenever two or nore agencies are protecting distinguished persons,
the agency protecting the senior official is responsible overall

CLEARLY DEFI NE EACH PHASE OF PERSONAL SECURI TY
M SSI ON

Successful acconplishment of personal security requires carefu
and continued prior planning, analysis, research, and coordination

Responsi bilities should be established clearly and under the
overal | supervision of one single person to ensure m ssion acconplishment.

Personal security consists of an indepth defense characterized by a
series of protective cordons. These protective cordons may consi st
of security personnel, physical barriers, or a conbination of both.

Moverrent control within these cordons may be established by a system of
passes or unobtrusive |apel buttons.

Speci fic individuals should be del egated responsibility for every phase
of the security mission. Comrunications and coordinati on between
responsi bl e individuals nmust be effective and tinmely to ensure

conpl ete protection.

LI VI NG ACCOVMODATI ONS ARE | NCLUDED I N SECURI TY
M SS| ON

Security of tenporary housing for a visiting dignitary is a vita
consi derati on.

The house shoul d be equi pped with an alarm systemif possible.
Shrubbery should be cut | ow and away from doors and w ndows. Cood
exterior lighting is necessary to illum nate nonrenovabl e shrubbery
and elimnate building blind spots. Lighting should be installed
in an inaccessible |ocation, such as under the eaves, and be
controlled by either tinmers or photoelectric switches which wll
turn the lights on and of f automatically.

The house shoul d have a good operating tel ephone for use in an
energency situation. In high threat areas a backup portable
radi o shoul d al so be used. These should be set on the nilitary
police or security force radio frequency network. A silent
alarm may al so be install ed.

The house shoul d have a room or area which is designated as the
saf e haven. The safe haven should be the nost defensible part
of the house, in nost cases it is located in the bedroom area.
The doors shoul d be strengthened by adding bars and brackets or
deadbolts top and bottom An optical viewer installed in the
bedroom doors woul d al | ow observati on of the adjacent roons.
The safe haven should contain the alarmcontrol unit, energency
conmuni cati ons, nedical supplies, water, sanitary facilities,
food, emergency lighting, etc. There should be an energency
exit fromthe safe haven in the event of fire. Any grill work
shoul d be hinged so that it can be opened only fromthe inside.
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Security team menbers shoul d search the house thoroughly before each
use to ensure no bonbs, |istening devices, or other unauthorized
itenms have been installed. Illumnation of attics, crawl spaces,
etc., will assist security details in this effort.

A conplete floor plan must be available and it should be used during
the search to ensure no spaces go unnoticed, and to all ow update of
any changes whi ch have been nade. The security team should becone
intimately famliar with the I ayout of the house and each roomwi thin
the house. The floor plan should be maintained for possible use in

a forcible entry operation, should that be necessary.

PERSONAL SECURI TY TEAM | S TRAI NED

Per sonnel assigned to personal security teanms nust be specifically
trained for that mssion. In addition to normal physical fitness

and weapons training they nust be trained on the use of the particul ar
weapons the teamis to use.

They shoul d al so be trained in body protection drills, antianbush
drills, and evasive driving techniques.

TEAM HAS DI RECT ACCESS TO PERSON TO BE PROTECTED

The team providi ng personal security must be allowed DI RECT ACCESS to
the person they will be assigned to protect.

On too nany occasions the officer in charge or nonconmi ssioned officer
in charge is required to talk to the principal through an ai de-de-canp,
admi ni strative assistant, or sinilar staff person. This is not a

sati sfactory way to conmmunicate. |t has an adverse inpact on the
security provided.

PERSON TO BE PROTECTED | S BRI EFED ON THE THREAT

It is inperative that the inportance of the threat be enphasized to the
person who is to be protected. Do not assune that the person is sensitive
to the threat. A clear understanding and appreciation of the terrorist
threat to themas an individual is necessary if they are to be convinced
to accept security neasures which require a nodification of their behavior

The briefer should be prepared to conduct the briefing and answer
guestions within a 30-mnute tinme period.

PERSON TO BE PROTECTED IS BRI EFED ON SECURI TY
MEASURES TO BE USED

Per haps the nost inportant security neasure which can be used is for the
person to be protected to be nentally alert to what is going on around
them They shoul d:

1. Get to know their surroundings.
2. Learn what people, things, and activities are normal
3. Learn when activities occur and whi ch bel ong.

4. Wien first rising in the norning, listen for unusua
noi ses or activities around the residence, or the
absence of nornml noises or activities.

5. Wthout exposing thenselves to observation, |ook
out si de, not always through the same w ndow.

6. Before exiting fromthe residence for any reason (to
pi ck up the norning paper, to walk the dog), again
observe activities around the residence.

7. \Wen |eaving, |look up and down the street for suspicious
vehi cl es and i ndi vidual s.

Be Alert to Surveillance. Past incidents indicate that terrorists kept
the victimunder surveillance for substantial periods of tine to discover
travel patterns and to arrange a suitable time and place for the

ki dnappi ng or assassi nation

Be Unpredictable. Studies have shown that by sinply avoiding routines,
varyi ng when, where, and how just about everything is done (and doi ng
not hi ng el se), reduces the chances of being attacked by 65 percent.
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The briefing should al so address specific protective techni ques which the
teamw |l use. It is essential that the person under protection knows
exactly what the security team nmenbers will do in a given situation.

Thi s i ncludes knowi ng any code words or comands which will be used to
initiate each protective drill. It also specifically nust include the
action which will be expected of himor her during each drill (i.e.,

when a team nmenber grabs the VIP in one hand and a pistol in the other
whi | e sinultaneously pivoting, firing, and pulling the VIP behind him

t he person woul d be of greater assistance with the know edge that the
proper role is to be tucked behind the body of the protector, thereby
taking the target out of the line of fire in the shortest possible tinme).

DRI VER ASSI GNED | S TRAINED | N EVASI VE DRI VI NG

I ndi vi dual Marines assigned as drivers for senior Marine officers or other
VIP s play a very inportant role in the total security efforts for these
people. It is very inportant that their actions in event of energency be
| ogi cal and tenpered with comobn sense, but based on a prescribed routine.

VWen the assigned driver is not a nmenber of the security team he should

be tenporarily replaced by the teamdriver. This is necessary to ensure

not only the highest |evel of evasive driving experience, but also a driver
who has trained with the security team and knows what nmneuver is prescribed
for each type of incident.

Drivers routinely assigned to senior Marine officers or other VIP s should
attend a formal course in evasive driving techniques. Various quality
driving courses are avail abl e through Federal agencies and conmercia
vendor s.

TASK: 12B.5.5 RESPOND TO HOSTAGE/ BARRI CADED SUSPECT SI TUATI ONS

CONDI TION(S): Because locations, notivations, response capabilities,
and other vital circunstances will differ, hostage/barricade situations
must be dealt with on an individual basis.

Successful resolution can only be gained through clear and decisive
coordi nated actions which are geared to the situation and flexible
enough to accommodat e unforeseen devel opnents.

In eval uati ons where hostage/barri caded suspects are not included in
the scenario, this task is not applicable.

STANDARDS: EVAL: Y; N, NE

.1 _ Plans/SOP' s enphasize priority for safety of hostages
and ot her persons involved. (KI)

.2 ___ Sequence of actions to be conducted when terrori st
host age/ barri cade situation occurs are specified.

.3 ___  Actions to be taken by the initial response force are
contained in the SOP. (KI)

.4 Al sentries and/or nmilitary police patrols not
directly involved with the initial response renmain
in their assigned areas. (KlI)

.5 On order, the Crisis Managenent Plan is inplenented.
.6 TMF activated and deploys to scene of the incident.
.7 ____ The inner perinmeter security elenment establishes the

i nner perineter.

.8 ___ The outer perimeter security elenent establishes the
out er perineter.

.9 __ FBl/host nation notified that a hostage incident has
occurred. (KI)

.10 __ FBI/host nation force is supported in cases where
they assune control of the situation. (KI)

.11 __ In event FBI or host nation declines jurisdiction
the military commander takes steps to resolve the
situation.

.12 __ Course of action involving appropriate |evel of

force is decided upon. (KI)
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.13 _ Actions are taken to termnate the incident. (KI)

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

SOP’ S EMPHASI ZE PRI ORI TY FOR SAFETY OF HOSTAGES

The safety of hostages and their eventual release without injury must be
the basis for plans and actions during a hostage/barricade situation

The m ssion of the SRT and other TMF personnel in order of priority is:

1. Protection of lives (hostages, |aw enforcenent personnel
byst anders, suspects).

2. Safe release of hostage(s).

3. Apprehension of the offender(s).

4. Isolation of the incident.

5. Protection of property and equi pnent.
6. Conduct of the assault.

SEQUENCE OF ACTIONS TO BE TAKEN | S SPECI FI ED

Because of the sensitive nature of hostage takings, it is wise to have a
prepl anned and wel | thought out sequence of actions to be taken unti
trai ned negotiators arrive at the scene.

ACTI ONS TO BE TAKEN BY | NI TI AL RESPONSE FORCE

The initial response to a terrorist operation is usually nmade by the
mlitary police patrols and/or sentries on duty at the tine the
i nci dent occurs.

The atnosphere which will prevail throughout the hostage incident, and
i ndeed perhaps the final outcone, mght well be determ ned by the
actions of the |IRF.

Whenever responding to a possible hostage situation, the I RF should practice
restraint. Overreaction in this initial phase could easily result in
the loss of life.

The primary actions to be acconplished by the initial reaction force are:

1. ldentify the true nature of the situation. 1Is it a terrorist
hostage taking or a crinminal action such as in armed robbery?

2. "Plainclothes"” mlitary | aw enforcenment personnel should be
considered for use in nmaking this deternination.

3. lIsolate the incident. Once a terrorist/hostage situation has been
identified, it nmust be isolated fromother personnel/activities
as soon as possible. Al bystanders and nonconbatants shoul d
be removed fromthe incident area if such nmovenent will not
i ncrease danger to those personnel

4., Contain the situation. 1In the early phases of an incident,
novenent by the opponents can only increase the danger to
hostages. The incident area will be cordoned off. No person
or vehicle will be allowed to enter the cordon w thout
aut horization fromthe O C NCO C of the IRF. Contai nment
shoul d affect the small est possible area.

5. If the incident occurs in a large building, isolate the opponents
in one part of the building. Once containnment has been acconpli shed,
| RF personnel should make no overt nobve agai nst the opponents, except
to protect life. The IRF has established a "waiting gane,"” and tine
is its greatest ally.
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OTHER SECURI TY PERSONNEL/ PATROLS REMAIN I N THEI R ASSI GNED
AREAS

It is inmportant that other nmilitary police patrols and/or sentries remain
in assigned areas in an increased alert status in case the initial incident
is only a diversionary tactic by the terrorists.

FBI _OR HOST NATI ON NOTI FI ED WHEN APPLI CABLE

The FBI is notified in the event a hostage situation occurs within the
United States. The FBI determines if the incident is of significant
Federal interest. |If so, an FBI CMI woul d be dispatched. This team
woul d be headed by the special agent in charge (SAC

(See Task 12B.1.2.3.)

Notification would be |ikewi se made to the host nation authorities in a
host age i ncident occurring on foreign soil. (See Task 12B.1.2.)

SUPPORT OF FBI/HOST NATI ON

In cases where the FBI or the host nation assunme control over the incident,
the installation/unit should be ready to support the FBI/host nation
operation.

REMEMBER: Wthin the United States, the FBI has the discretionary
authority to assunme jurisdiction; the host nation has that authority
in their own country.

As in any tactical operation, there can only be one conmander. The
installation/unit commander has initial control over the incident and

mai ntai ns command of the installation/unit forces throughout the incident.
However, jurisdiction over the actual incident may be assuned by the FB
or host nation.

LEVEL OF FORCE APPLIED IS APPROPRI ATE AND APPROVED BY
COVVANDER

There is no standard CA in a hostage/barricade incident. Action must be
tailored to counter the threat presented by a specific situation. As a
rul e, contai nnent and negotiations will be needed, and attenpted prior to
initiating nore forceful CA' s
Suggested CA's, in order of increasing use of force are:

1. Containnent (isolate and wait).

2. Negotiations.

3. Cutting off utilities.

4. Denial of food, nedical attention

5. Use of nonl ethal weapons.

6. Water (high pressure hose).

7. Drugs (drugged food, water).

8. Tear gas.

9. Snall arnms fire by sel ected narksman.

10. Assault (fire and naneuver).

11. Full firepower.

ACTI ONS TAKEN TO TERM NATE THE | NCI DENT

Incident termnation may be the result of successful negotiations, assault,
or other actions, including surrender of the terrorists, or the terrorists
may deci de to exercise the extrene option of killing the hostages and
committing suicide.
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TASK: 12B.5.6 RESPOND TO LETTER AND PACKAGE BOVBS

CONDI TION(S): Terrorists often use letter and package bonbs in attacks
agai nst individual s.

This task will be considered to have been failed if personnel who are
untrained tanmper with a suspected |letter or package bonb.

I n eval uations where | etter/package bonbs are not included in
the scenario, this task would not be applicable.

STANDARDS: EVAL: Y: N NE

.1 Al incomng letters and packages are screened. (KI)

.2 Al mil handlers know how to recogni ze possi bl e
bormbs received in the mail. (KI)

.3 ___ Al personnel know correct procedures for handling

suspicious letters or packages. (KI)

.4 Al personnel know correct procedures for reporting
suspicious letters or packages. (KI)

.5 _ Possible bonbs are di sposed of by EOD or other
desi gnated specially trained personnel only.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

SCREEN ALL | NCOM NG LETTERS AND PACKAGES

All incomng letters and packages nust be screened by personnel who are
trained to recogni ze suspicious articles in the mail. 1In order to
acconplish this:

1. Al mail should come through the Fleet Post Ofice (FPO or
Arny Post Ofice (APO which provides postal support.

2. Miil, especially packages, should never be accepted at
of fices or homes fromdelivery peopl e or nessengers.

3. Private package and "overnight" nail delivery corporations are
becom ng increasingly available for use by nonmlitary elenments
for shipnent of mamil and packages. Accordingly, a centra
recei ving agency for the unit or installation should be
designated, and all inconmng deliveries from private package/ nai
corporations should be made to that agency.

ALL MAI L HANDLERS KNOW HOW TO | DENTI FY MAI L BOVBS

Al |l persons who handl e incom ng mail and packages at FPQO APO post

of fices, or at designated central receiving agencies nust be trained
to recogni ze suspicious articles received through the mail. Al

adm ni strative personnel whose duties include receipt of nmail or
packages should also be famliar with nethods of identifying possible
| etter/ package bonbs.

MAI L BOVB RECOGNI TI ON CHECKLI ST

Per sonnel screening incomng nmail or packages should be suspicious of al
itenms which match itens shown on the foll owi ng checklist:

1. The physical dinensions may be suspicious:
a. SIZE
(1) 1Is it excessively large?
(2) Is it unusually small?
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b. WEl GHT

(1) |Is the weight unevenly distributed or is the
bal ance | opsi ded?

(2) Is it heavier than usual for its size?

(3) Is it heavier than usual for the class of nai
servi ce used?

(4) Is it unusually light for its size?
c. THI CKNESS

(1) Is it a nmediumsize envel ope, the thickness of
a smal | book?

(2) Is it a large envel ope which appears bul ky, an
inch or nore in thickness?

(3) Is the thickness not uniform or does it have bul ges?
d. RADTY

(1) Is it nmore rigid than normal, particularly along
its center length?

(2) The postal markings may be suspicious:
e. STAMPS
(1) Is there an excessive anobunt of postage?
(2) 1Is there no postage at all?
(3) Is it stanped with foreign postage stanps?
f. POSTMARK
(1) Is the postmark froma foreign |ocation?
(2) Is the postmark from an unknown pl ace?
(3) Is the postmark from an unusual city or town?

(4) Is the postnmark (geographic area) different from
the return address?

(5) Is there any inconsistency between the postmark
the return address, and the country of origin of
the stanps used?
The way the package or letter is wapped nay be suspi ci ous:
a. WRAPPI NG ENVELOPE
(1) |Is the envel ope uneven or |opsided?
(2) 1Is there any perceptible lunp or bunp in the envel ope?
(3) Is there a peculiar odor? (Mny expl osives used
by terrorists snell |ike shoe polish, alnonds,
or marzi pan.)

(4) Is it unusually stiff for an envel ope?

(5) |Is excessive sealing material used? (i.e., excessive
tape, twine, or string).

(6) |Is there a sealed inner enclosure? (An envel ope
wi thin an envel ope.)

(7) Is there a springiness when you feel the top
bottom or sides of the envel ope?

(8 Is alumnumor tin foil visible?
(9) Is string sticking out of the package or attached to

it in an unusual place?
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(10) Are wires sticking out or attached?
(11) Are there oil stains on the wapping?
(12) Are there ink stains or any other discolorations?
(13) The way the package or letter is addressed may
be suspi ci ous:
b. ADDRESS

(1) |Is there no return address?

(2) Is the address poorly witten or typewitten?
(3) |Is the address hand printed?

(4) Is the title for the executive incorrect?

(5 Is atitle used with an inconplete nane (i.e.
Ceneral Smith)?

(6) Is it addressed to a high ranking executive by
nanme, title, or departnent?

(7) Is it addressed conspicuously with the receiver’'s
nanme (i.e., "Personal for LtCol Jones," etc.)?

3. Restrictive handling notations may be cause for suspicion
a. MARKI NGS

(1) |Is the package marked for airnmail, registered,
certified, or special delivery?

(2) Is it marked personal, confidential, private,
or eyes only?

4. Handwiting nay al so be suspi ci ous:
a. WRITING
(1) Is the witing a foreign style?

(2) Is any word misspelled or spelled in an unusua
forei gn manner?

(3) In high threat areas, special nmetal detectors, X-ray
machi nes, fluoroscopes, and vapor detection equi pment
may be avail able to be used by trained personnel
Bonb detection dogs can al so be used.

HOW TO HANDLE SUSPI Cl QUS LETTERS OR PACKAGES

Suspect letters or packages shoul d be isol ated.

Suspect letters or packages should not be put in water, because this
coul d weaken wrappi ngs al |l owi ng nechani cal devices to operate, or the
water might initiate sone chenical reaction and cause detonation, if
the letter or package is in fact a bonb.

DO NOT' TAMPER W TH THE SUSPECT | TEM | N ANY WAY.

Notify proper authorities and foll ow their advice.
Suspect ed bonmbs shoul d be handl ed by trai ned EOD personnel
Items of equi pnent designed to deal with bonbs should be used, if avail able.

These include such things as bonb bl ankets or special hol di ng containers.
ECD or bonb team nenmbers woul d have/use these
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Doors and wi ndows in a room containing a suspect item should be opened to
vent the blast shoul d detonation occur

12. B.6 ANTI TERRORI SM - PHYSI CAL SECURI TY

TASK:  12B.6.1 PLAN REVI EW UPDATE PHYSI CAL SECURI TY MEASURES

CONDITION(S): Staff is aware of general terrorist threat which confronts
them Specific intelligence nmay al so be avail able which increases in the
perceived threat |evel.

Threat assessnments planni ng and update of published portions of
antiterrorismrel ated plans/orders/SOP's, which deal with
aspects of physical security.

STANDARDS: EVAL: Y: N. NE

.1 _ Physical security plans/SOP s have been publi shed.
.2 ___ An assessnent of the threat by terrorists against
personnel and property is nmade. (KI)

.3 ___ Facilities/activities which are nission essential
and which are or may be vulnerable, are identified
by priority. (KI)
.4 _ Physical security neasures necessary to protect critica
facilities/activities identified as vul nerable are
pl anned or reviewed as appropriate.

.5 _ Revised physical security nmeasures are inplenmented
and plans/ SOP’s are updated. (KI)

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS

PHYSI CAL SECURI TY PLAN SOP

Terrorists present a potential threat to FMF units depl oyed ashore on
foreign soil as well as to fixed bases and installations overseas or
inthe US.

Al units confronted with the threat of terrorismnust have physica
security plans/ SOP' s.

Specific areas to be considered in preparation of a physical security
pl an or SOP i ncl ude:

1. Critical/vulnerable areas together with priority of their
i nportance to the m ssion

2. Control measures concerning:

a. Personnel access to the installation/area, as well as to
i ncom ng and outgoing deliveries controlled and nonitored.

b. Mterial Control. How are inconing and outgoing deliveries
controll ed and nonitored?

c. Vehicle Control entering and exiting and while inside the
area, to include nmeasures concerning; vehicle searches,
parking regul ations and restrictions, and escort of
ener gency vehicl es.

Aids to security such as:
a. Perinmeter barriers, fences, berns, walls, etc.

b. Cear zones nmmintained free fromweeds or debris in
conjunction with fence-type barriers.

c. Protective lighting systens.
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d. Gates, when they are open/cl osed, nmanned by security guards
or | ocked and unnmanned.

e. Intrusion device systens in use. \Wether they are interna
or external systens.

f. Personnel nmovenent controls for visitors, civilian workers,
contractors, vendors, and access by after hours workers.
Operational patterns should be considered. (See Task 12B.4.2.)

g. Conmmuni cations systems used by security force, how often they
are tested, and what authentication procedures are used.
Agai n, operational patterns should be considered.

h. Security forces conposition and organi zati on, watch hours for
each shift, essential posts nmanned, weapons and equi prent,
traini ng/ security/patrol dogs, sign/countersign, and the sane
informati on concerning alert force and augnentation forces.

i. Contingency plans in effect for natural disasters as well as
speci al threat plans which coincide with physical security
pl ans.
3. Coordination and |iaison which has been established with:
a. Local/host nation civilian authorities including state
ener gency services, police, county sheriff’s departnent,
and local city police and fire departnents, and maj or
medi cal facilities.
b. Federal agencies such as FBI, Al cohol, Tobacco and
Firearms Bureau, Federal Marshal, U.S. \Wat her
Bur eau, and Federal Aviation Adm nistration.
c. Mlitary organizations such as NI'S, and ot her bases/comands.
LEVEL OF THREAT | S ASSESSED
Physi cal security traditionally includes all neasures designed to protect
i nfornmation, property and personnel, and to prevent crimnal acts against
them Although terrorist activities include crimnal acts, there are sone
di fferences between terrorist and other crimnals.

Di fference between terrorists and other crimnals which nust be consi dered
when pl anni ng physical security against terrorist threats include:

Terrorists are likely to be nore organized than common cri mnal s.
They are also likely to be better trained and educat ed.
They are likely to be nore highly notivated than other crimnals.

Terrorists are generally heavily arned for a quick violent action.

o kM w N PRE

Terrorists are generally nore sophisticated in their ability to
def eat physical security neasures than conmon crim nal s.

6. To provide physical security against terrorists, it is necessary
to consider that the goals of sone terrorists will include their
own sel f-destruction. This consideration in itself will require
security neasures which are different fromthose nornmally
sufficient to prevent crimnal acts.

PRIORI TY OF VULNERABI LI TY DETERM NED FOR CRI Tl CAL
FACI LI TI ES/ ACTI VI TI ES

A key initial step in planning and preparati on of physical security
neasures to prevent terrorist attack is the determnation of facilities/
activities which are critical to your mssion, and which of themare or
may be vul nerabl e.

The foll owi ng considerations can assist in nmaking these determ nations:

tical is a particular facility or activity to the unit/

1. How cri
Ilation m ssion?

insta

2. How attractive is a particular facility or activity as a target
for terrorisn? What does the terrorist need? Does he have
pl enty of nobney and equi pnent, but is seeking recognition?

3. How conplete are existing physical security neasures in
effect at each facility or activity?
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4. In determning this priority of vulnerabilities list, it

is mandatory that you "think like a terrorist.” O the

potential targets available, which ones will:

a. Provide the nost nedia coverage?

b. Create the nost disruption to normal routine?

c. Provide needed arnms, cash, or equipnent to terrorists?

d. Having considered all potential target facilities/activities
fromthe point of view of both the defender as well as the
terrorist, they can be prioritized by both criticality to
your mssion and value as a target to the terrorist.

PHYSI CAL SECURI TY MEASURES ARE REVI EMEDY PLANNED

When this prioritized list of facilities/activities to be protected has
been determ ned or revalidated, the physical security measures in effect
under an existing physical security plan nust be reviewed to reconfirm
their adequacy or identify necessary adjustnents or requirenents for new
or additional physical security neasures. This should be an ongoing
process used by the threat assessnent group to incorporate all significant
intelligence devel opnents into the recomendati ons made to the conmander
concerning the appropriateness of physical security neasures in effect

or antici pated.

REVI SED PHYSI CAL SECURI TY MEASURES | MPLEMENTED AND PLAN UPD

Any changes to existing physical security measures which were planned woul d
be put into effect imediately, if required, or would be put into the plan/
SOP as an updated neasure to be used to increase security as dictated by an
assessed higher threat |level, or declared higher threat condition

TASK: 12B. 6.2 RESPOND TO THE THREAT OF MOBI LE BOVBS

CONDITION(S): Terrorists have often used autonobiles and other vehicles
| oaded with expl osives as a bonb.

The vehicle can be parked near an intended target to be expl oded
el ectronically on conmand or with a timng device set to expl ode
at a tine predeterm ned to cause naxi mum damage, or as a nobile

bonb to be detonated on inpact during a suicide attack

STANDARDS: EVAL: Y: N, NE

.1 __ Threat Assessment Group develops EElI’'s to assess potentia
threat for nobile bonmb use by terrorists.

.2 ___ Specific intelligence agencies are tasked to satisfy
the EEI’'s devel oped.

.3 ___ The vulnerability of the unit areal/installation to
attack by nobile bonb is deternmined. (KI)

.4 __ Stringent programis in effect to control vehicle
decal s (including issuance, nonitoring, and recovery).

.5 ___ Physical security measures in effect which provide
protection agai nst vehicle bonbs are reviewed. (KI)

.6 __ Physical security measures which need inprovenment or
need to be inplenmented are determ ned. (KI)

.7 ____ Inprovenents to physical security which can be nade
with [ocal assets are made

.8 ___  Inprovenents to physical security which cannot be
made with existing assets are contracted for or
requested from hi gher headquarters.

.9 Al'l actions underway to inprove physical security

~ are monitored and supervi sed until conpletion. (KI)
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EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

DEVELOP EEI’ S FOR THREAT CF MOBI LE BOMVBS

The Threat Assessnment Goup woul d devel op EElI’s which devel op i nformation
concerning the terrorist’s: Technical sophistication necessary to
construct nobile bonbs, inclination to use nobile bonbs, wllingness to
kill, willingness to die, etc. Mbbile bonbs include delivery by auto,
truck, boat, airplane, helicopter, hand glider, motorcycle, train,

swi mrer delivered, or other npobile neans.

VULNERABI LI TY DETERM NED

When the threat of nobile bonbs exists the vulnerability of the area/

installation nust be determ ned as a prelude to devel opi ng count er measur es.

Items to be considered in deternmining vulnerability to nobile bonbs include:
1. Are potential targets readily accessible by road, air, railway?

2. Are urban areas |ocated nearby where a nobile bonmb could
be prepared and hi dden?

3. Are vehicles restricted in their approach by barriers, obstacles,
or active defenses?

4. Are both threat targets adjacent to a waterway?

5. Are high threat targets | ocated near fences or gates?

6. Are high threat targets visible fromthe air?

7. Do rules on use of force or ROE, which are in effect,
limt sentries/guards discretion to fire on vehicles
boats or aircraft which ignore restrictions, control

signs, barriers, prohibited airspace, etc.

PHYSI CAL SECURI TY MEASURES | N EFFECT ARE REVI EVED

Those neasures in effect nust be reviewed to determ ne whether they are
adequate for the assessed threat. Specific nmeasures which should be
reviewed include but are not limted to:

1. Frequency with which vehicles are stopped at gates for
i nspection/ search.

2. Parking regulations concerning lots near critical facilities
or high threat targets.

3. Systemof control used for vendors, delivery vehicles,
appl i ance service, and other comrercial vehicles.

4. Restricted areas in effect which limts vehicular traffic.

NEW OR | MPROVED MEASURES ARE | DENTI FI ED

When nmeasures in effect are deternined to be inadequate, given the |eve

of threat assessed, neasures to be inproved or inplenmented are determ ned.
Those which can be acconplished within | ocal assets are inplenented.

Those whi ch exceed | ocal capabilities are obtained from outside sources/
hi gher headquarters.

Measures which nay be acconplished Il ocally include:
1. Marking clear zones along fences and barriers.
2. Altering/varying schedul es when barriers are patroll ed.
3. Using mlitary working dogs to augnent sentries, capability

to detect explosives at gate, inspections of incom ng vehicles.
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4. Positioning concrete or sand obstacles, digging a noat/trench,
or parking tracked vehicles or placing knife rests to prevent
a hi gh speed passage through gates.

5. Restricting parking near critical facilities/threat targets.

6. Bl ocking/barricadi ng roads or waterways which | ead near
potential targets.

7. Stopping every vehicle for inspection as it enters gate.

8. Using bonb detection dogs to check all cars in parking
areas near potential targets.

9. Making personnel who live within 1 mle of work walk to work

10. Requiring all vendors, delivery vehicles, and other conmmercia
vehicles to be physically escorted while on the installation

Exanpl es of measures which nmay require assistance or approval to
i mpl enent i ncl ude:

1. Installation of speed bunps on roads and barriers alongside to
prevent high speed approach to or near any high threat target
facilities.

2. Installation of bonb blast curtains in office buildings
or other key facilities.

3. Digging or construction of trenches/berns as barriers to canalize
or prevent access via possible avenues of approach

4. Request change to RCE if determined to be too restrictive.
| MPROVEMENTS UNDERWAY OR REQUESTED ARE MONI TORED/ SUPERVI SED
Attention by the commander to all outstanding requests for funds/
authorization to inplenent physical security neasures is paranount.
Direct interest by the commander translates to closer nonitoring

and better supervision by his subordinates.

Qut standi ng work requests nay be closely nonitored as well for locally
made i nmprovenents. Terrorists are not deterred by pending work requests.

12B. 7 COUNTERTERRORI SM - MANAGEMENT OF A CRI SIS RESPONSE

TASK: 12B.7.1 | MPLEMENT THE CRI SI S MANAGEMENT PLAN

CONDI TION(S): A Crisis Managenent Plan has been prepared.
A crisis situation occurs.

Requirenents 12B.7.1.5 and 12B.7.1.6 woul d be acconplished by an FMF unit
whi ch had an existing COC in operations.

STANDARDS: EVAL: Y; N NE

.1 __ Incident reported to nmlitary police desk sergeant
or to COC
.2 ___ TMF commander is notified.
.3 __ TMF is activated.
.4 __ Commandi ng general /officer and chief of staff/executive

officer is notified.

.5 Crisis Managenent Center is activated.

.6 CMI i s activated.
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.7 ____ FBI/host nation authorities are notified.
.8 ___ Local law enforcenent personnel are notified.
.9 __ Higher headquarters are notified of terrorist incident.
.10 __ Incident area is contained by the TMF
.11 Crisis Managenent Center manned and operational within tine

is specified in CWwW

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS: None.

TASK: 12B. 7.2 RESPOND TO THE | NCl DENT

CONDITION(S): A Crisis Managenent Plan has been prepared which specifies
duties to be performed by the TMF and its subordi nate el enents.

STANDARDS: EVAL: Y; N, NE

.1 _ Locally available resources are inmediately conmtted
as the I RF.
.2 ___ Oher security patrols renain on their assigned

post s/ routes.

.3 __ Possibility of a terrorist bonb is reenphasized. (KI)
.4 __  Initial RF cordons off area of incident per the plan
.5 TMr relieves I RF and establishes inner/outer perineters

per the plan.

.6 __ TMF commander reports circunstances of situation to
Crisis Managenent.

.7 ___ CAto be used resolving the incident is decided upon
by the commander in coordination with the FBI/host
nation authorities, as appropriate.

.8 __ TMF nmenbers are constantly kept advised of the situation
as it develops. (KI)

.9 __ Preparations are initiated for a prol onged incident
per the plan.

.10 I f actions required are beyond capability of |oca
resources, assistance is requested, as appropriate.

.11 Crisis Managenent Forces are organi zed to continue
operations on a 24-hour basis.

EVALUATOR | NSTRUCTI ONS:  None.

KEY | NDI CATORS:

PCSSIBILITY OF A TERRORI ST BOVB | S REEMPHASI ZED

Terrorists have historically used bonbs in two-thirds of their operations.

Respondi ng units should be warned to be alert to possible use of bonbs.
Mari nes shoul d be even nore careful in cases where one bonb has been
expl oded.

Terrorists have also frequently set off a second bonb and in a | ocation

chosen to explode in the mdst of the |IRF sent.
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TVF MEMBERS KEPT ADVI SED OF THE SI TUATI ON

It is inmportant that all Marines at the scene of the incident be kept
advi sed as the situation devel ops or changes. They nust know how
soneone is going to go in or out of the affected area so that they are
not surprised and inadvertent reaction causes the situation to further
deteriorate.

TASK: 128.7.3 CONDUCT AFTER ACTI ON REPORTI NG

CONDITION(S): Aterrorist threat has taken place. Restitution was made
and the incident has been resol ved.

STANDARDS: EVAL: Y; N NE

.1 __ Termnation of terrorist incident is reported to higher
headquarters per the plan.

.2 ____ An after action report is prepared concerning the
incident. (KI)

.3 After action report is classified to linit access.

EVALUATOR | NDI CATORS

KEY | NDI CATORS:

AFTER ACTI ON REPORT

An after action report checklist is shown below It should be expanded to
i nclude all inportant actions and deci si ons which took place during the
i nci dent .

SAMPLE AFTER ACTI ON CHECKLI ST

Thi s checklist should be applied i Mmediately followi ng an actual terrorist
i nci dent.

Did intelligence sources provide adequate warning regarding the possibility
of an incident occurring?

What level target did the terrorists attack: prinmary, secondary, on randonf

Were the terrorists able to gather operational intelligence prior to the
i ncident? How?

Which crime prevention areas could have been inproved to decrease the
probability of the event?

Operations security.
Per sonnel security.
Physi cal security.

Consider the Crisis Managenent Plan. Could it be nodified to prevent
anot her attack of this nature? How?

Could the Crisis Managenent Plan be nodified to inprove the initia
response capability?

Could the Crisis Managenent Plan be nodified to i nprove response
capability during the incident?

VWhat ot her assets were needed or could have been used to counter this
attack?

What ot her steps were taken to:
1. Inprove your antiterrorismcapability?
2. I nprove your counterterrorismcapability?
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